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Copyrights

© All rights reserved. This publication contains information that is protected by copyright. No part may be
reproduced, transmitted, transcribed, stored in a retrieval system, or translated into any language without
written permission from the copyright holders.

Trademarks

The following trademarks are used in this document:

( Microsoft is a registered trademark of Microsoft Corp.

(] Windows, Windows 95, 98, Me, NT, 2000, XP, Vista, 7 and Explorer are trademarks of Microsoft Corp.
® Apple and Mac OS are registered trademarks of Apple Inc.

° Other products may be trademarks or registered trademarks of their respective manufacturers.
Safety Instructions

® Read the installation guide thoroughly before you set up the router.

(] The router is a complicated electronic unit that may be repaired only be authorized and qualified personnel.
Do not try to open or repair the router yourself.

L Do not place the router in a damp or humid place, e.g. a bathroom.
The router should be used in a sheltered area, within a temperature range of +5 to +40 Celsius.

Do not expose the router to direct sunlight or other heat sources. The housing and electronic components
may be damaged by direct sunlight or heat sources.

® Do not deploy the cable for LAN connection outdoor to prevent electronic shock hazards.
(] Keep the package out of reach of children.
( When you want to dispose of the router, please follow local regulations on conservation of the environment.

Warranty

@ We warrant to the original end user (purchaser) that the router will be free from any defects in workmanship
or materials for a period of two (2) years from the date of purchase from the dealer. Please keep your
purchase receipt in a safe place as it serves as proof of date of purchase. During the warranty period, and upon
proof of purchase, should the product have indications of failure due to faulty workmanship and/or materials,
we will, at our discretion, repair or replace the defective products or components, without charge for either
parts or labor, to whatever extent we deem necessary tore-store the product to proper operating condition.
Any replacement will consist of a new or re-manufactured functionally equivalent product of equal value, and
will be offered solely at our discretion. This warranty will not apply if the product is modified, misused,
tampered with, damaged by an act of God, or subjected to abnormal working conditions. The warranty does
not cover the bundled or licensed software of other vendors. Defects which do not significantly affect the
usability of the product will not be covered by the warranty. We reserve the right to revise the manual and
online documentation and to make changes from time to time in the contents hereof without obligation to
notify any person of such revision or changes.

Be a Registered Owner
@ \Web registration is preferred. You can register your Vigor router via http://www.DrayTek.com.
Firmware & Tools Updates

® Due to the continuous evolution of DrayTek technology, all routers will be regularly upgraded. Please consult
the DrayTek web site for more information on newest firmware, tools and documents.

http://www.DrayTek.com
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c € Declaration of Conformity

Hereby, DrayTek Corporation declares that the radio equipment type Vigor2832 is in compliance with Directive
2014/53/EU.

The full text of the EU Declaration of Conformity is available at the following internet address:
http://www.draytek.com.tw/ftp/Vigor2832/Document/CE/

Manufacturer:  DrayTek Corp.

Address: No. 26, Fu Shing Road, Hukou Township, Hsinchu Industrial Park, Hsinchu County, Taiwan 303
Product: Vigor2832 Series Router

Frequency Information for Europe area:
2.4G WLAN 2412MHz - 2472 MHz, max. TX power: 19.98dBm

The product conforms to Electro-Magnetic Compatibility (EMC) Directive 2014/30/EU, Low Voltage (LVD) Directive
2014/35/EU, RoHS 2015/863/EU and ErP 2009/125/EC.

This product is designed for DSL and 2.4GHz WLAN network throughout the EC region.

@ Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of
the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in
accordance with the instructions, may cause harmful interference to radio communications. However, there is no
guarantee that interference will not occur in a particular installation. If this equipment does cause harmful interference
to radio or television reception, which can be determined by turning the equipment off and on, the user is encouraged
to try to correct the interference by one of the following measures:

( Reorient or relocate the receiving antenna.
(] Increase the separation between the equipment and receiver.
® Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
(] Consult the dealer or an experienced radio/TV technician for help.
This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and
(2) This device may accept any interference received, including interference that may cause undesired operation.

THE GRANTEE IS NOT RESPONSIBLE FOR ANY CHANGES OR MODIFICATIONS NOT EXPRESSLY APPROVED BY THE
PARTY RESPONSIBLE FOR COMPLIANCE. SUCH MODIFICATIONS COULD VOID THE USER’S AUTHORITY TO
OPERATE THE EQUIPMENT

You are cautioned that changes or modifications not expressly approved by the party responsible for
compliance could void your authority to operate the equipment.

The antenna/transmitter should be kept at least 20 cm away from human body.

More update, please visit www.draytek.com.
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Part | Installation

This part will introduce Vigor router and guide to
install the device in hardware and software.

Installation
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I-1 Introduction

This is a generic International version of the user guide. Specification,
compatibility and features vary by region. For specific user guides
suitable for your region or product, please contact local distributor.

Vigor2832 series is an ADSL2/2+ router. It integrates IP layer QoS, NAT session/bandwidth
management to help users control works well with large bandwidth.

By adopting hardware-based VPN platform and hardware encryption of AES/DES/3DES, the
router increases the performance of VPN greatly and offers several protocols (such as
IPSec/PPTP/L2TP) with up to 32 VPN tunnels.

The object-based design used in SPI (Stateful Packet Inspection) firewall allows users to set
firewall policy easily. CSM (Content Security Management) provides users control and
management in IM (Instant Messenger) and P2P (Peer to Peer) more efficiency than before. By
the way, DoS/DDoS prevention and URL/Web content filter strengthen the security outside
and control inside.

Object-based firewall is flexible and allows your network be safe. In addition, Vigor2832
Series supports USB interface for connecting USB printer to share printer, USB storage device
for sharing files, or for 3G/4G WAN.
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I-1-1 Indicators and Connectors for Vigor2832 and Vigor2832n

Before you use the Vigor router, please get acquainted with the LED indicators and
connectors first.

LED Status Explanation
ACT (Activity) Blinking The router is powered on and running normally.
Off The router is powered off.
UsSB1~USB2 / On A USB device is connected and active.
USB Blinking The data is transmitting.
WLAN On Wireless access point is ready.
Blinking Ethernet packets are transmitting over wireless LAN.
Off The WLAN function is inactive.
WAN2 On The WAN connection is ready.
Blinking It will blink while transmitting data.
DSL On The router is ready to access Internet through DSL link.
Blinking Slowly: The DSL connection is ready.
Quickly: The connection is training.
VPN On The VPN tunnel is active.
Off VPN services are disabled
Blinking Traffic is passing through VPN tunnel.
QoS On The QoS function is active.
WCF On The Web Content Filter is active. (It is enabled from
Firewall >> General Setup).
DoS On The DoS/DDoS function is active.
Blinking It will blink while detecting an attack.
LED on Connector
Left On The port is connected.
LAN | LED Off The port is disconnected.
Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
Left On The port is connected.
WAN2 | LED Off The port is disconnected.
Blinking The data is transmitting.
Right On The port is connected with 1000Mbps.
LED Off The port is connected with 10/100Mbps
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Interface Description

Factory Reset

Restore the default settings. Usage: Turn on the router (ACT LED is
blinking). Press the hole and keep for more than 5 seconds. When you
see the ACT LED begins to blink rapidly than usual, release the button.
Then the router will restart with the factory default configuration.

Wireless LAN WLAN On - Press the button and release it within 2 seconds. When the

ON/OFF/WPS wireless function is ready, the green LED will be on.
WLAN Off - Press the button and release it within 2 seconds to turn off
the WLAN function. When the wireless function is not ready, the LED
will be off.
WPS - When WPS function is enabled by web user interface, press this
button for more than 2 seconds to wait for client’s device making
network connection through WPS.

DSL Connecter for accessing the Internet through ADSL2/2+.

LAN1~LAN4 Connectors for local networked devices.

WAN?2 Connector for remote networked devices.

USB1~USB2 Connector for a USB device (for 3G/4G USB Modem or printer).

PWR Connector for a power cord.

ON/OFF Power Switch.
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I-2 Hardware Installation

I-2-1 Installing Vigor Router

Before starting to configure the router, you have to connect your devices correctly.

Cable/DSL Modem
Power Adapter or Media Converter

o FE~T- Vi
O Loy Tvk e,

Wirmlvgs LW & % ')
O OFEIEE ,% w;u é’é i
S Q 9
L] USB DiL WiF 5
rony 0 & 0N
tram
1

VAN PN bab

ol OFF

O R
PWR

Power Switch

1. Connect the cable Modem/DSL Modem/Media Converter to any WAN port of router with
Ethernet cable (RJ-45).

2. Connect one end of an Ethernet cable (RJ-45) to the LAN port of the router and the
other end of the cable (RJ-45) into the Ethernet port on your computer. Or, use a switch
to connect Vigor router and computer(s).

3. Connect one end of the power adapter to the router’s power port on the rear panel, and
the other side into a wall outlet.

4.  Power on the device by pressing down the power switch on the rear panel.

5.  The system starts to initiate. After completing the system test, the ACT LED will light up
and start blinking.

(For the detailed information of LED status, please refer to section I-1-1 Indicators and
Connectors.)
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I-2-2 Installing USB Printer to Vigor Router

You can install a printer onto the router for sharing printing. All the PCs connected this router
can print documents via the router. The example provided here is made based on Windows 7.
For other Windows system, please visit www.DrayTek.com.

Printer Name:192.168.1.1
PortName:|IP_192.168.1.1

Router(192.168.1.1)

Before using it, please follow the steps below to configure settings for connected computers
(or wireless clients).

1. Connect the printer with the router through USB/parallel port.

2. Open All Programs>>Getting Started>>Devices and Printers.

] -
Srmart WPM Client
—d =l T3 11

Cornputer

J[ Getting Started r
] Contral Panel

% Privatefirewall 7.0
Dewices and Printers

! Connectto a Projector
] L Default Pragrams
g

it Calculator Help and Support

Windous Security

L ff | »
* Al Pragrarns L|

3. Click Add a printer.

Devices and Printers

e

';\ § LY jJ @ » Cantral Panel = Hardware and Sound = Dewvices and Printe

Sdd a device | Add a printer

a Devices (D
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4.  Adialog will appear. Click Add a local printer and click Next.

o Add Printer E

u\ ) oy Sdd Printer

What type of printer do you want to install?

=» Add alocal printer

Use this option only if you don't hawve a USE printer, (0Windows autormatically installs USE printers
wibien you plug therm in.)

=» Add a network, wireless or Bluetooth printer

Make sure that your computer iz connected to the netwaork, or that your Bluetooth orwireless
printer is turned an,

| Cancel |

5. Inthis dialog, choose Create a new port. In the field of Type of port, use the drop down
list to select Standard TCP/IP Port. Then, click Next.

i Add Printer x|
6 e Add Printer
Choose a printer port

A printer portis a type of connection that allows your cormputer to exchange information with a printer,

" Use an existing port: |LPT1: (Printer Por) J

(¢ Create a new port:

Type of port:

Mext Cancel

Vigor2832 Series User’s Guide 7



6. In the following dialog, type 192.168.1.1 (router’s LAN IP) in the field of Hostname or
IP Address and type 192.168.1.1 as the Port name. Then, click Next.

i Add Printer x|

@ = Add Printer

Type a printer hostname or IP address

Device type: ]TCP;’IP Device ‘_]
Hastname or IP address: 1192.168.1.1
Port name: |102.168.1.1

[~ Query the printer and automatically select the driver to use

Mext Cancel

7. Click Standard and choose Generic Network Card.

o Addd Printer x|

@ i Add Printer

Additional port information required

The device is not found on the network, Be sure that:

. The device is turned on,

. The network is connected,

. The device is praperly configured,

. The address on the prewious page is correct,

o

If you think the address is not correct, click Back to return to the previous page, Then correct the
address and perform another search on the network, If you are sure the address is correct, select the
device type belows,

Device Type -

(+ Standard

" Custom tt

Mext Cancel
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8.  Now, your system will ask you to choose right name of the printer that you installed onto
the router. Such step can make correct driver loaded onto your PC. When you finish the
selection, click Next.

= Add Printer El

@ e Add Printer

Install the printer driver

; Choose your printer frarn the list. Click Windows Update to see rmore models.

To install the driver from an installation CD, click Hawve Disk,

o |~ [ . \ﬁl
Brother | H (= Erother DCP-116C |
Canon LalBrother DCP-117C
DrrayTek Sl Brother DCP-128C
Epson ol Brother DCP-129C
Fuii Xerox j (=] Brather DCP-130C j

5] This driver is digitally signed. Windows Update | Have Disk... |

Tell rre why driver signing is impaortant

9. Type a name for the chosen printer. Click Next.

2 Add Printer x|

-
0 d= Add Printer

Type a printer name

Printer narne:

This printer will be installed with the Brother DCP-116C driver,

Mext Cancel
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10. Choose Do not share this printer and click Next.

=+ Add Printer

& ) sy Add Printer

Printer Sharing

If you wwant to share this printer, you must provide a share name, You can use the suggested narme or

fype a new one, The share name will be visible to other network users,

' Do not share this printer

™ Share this printer so that others on your network can find and use it

11. Then, in the following dialog, click Finish.

= Add Printer

() & AddPrinter

You've successfully added Brother DCP-116C

I Set as the default printer

MNext

Cancel

To check if your printer is warking properly, or to see troubleshooting information for the printer, print a

test page.

Print a test page

I Finisn |

Cancel
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12. The new printer has been added and displayed under Printers and Faxes. Click the new
printer icon and click Printer server properties.

OO % ~ Control Panel + Hardware and Sound « Devices and Printers +
Add adevice  Add a printer  Seewhat's printing | Print server properties | emove device

: e far this printl
[server. |

& Devices (3

Generic Non-PnP  WMware Vitwal  WINTPRO-SVR

Monitor disk SCEI Disk
Device

« Printers and Faxes ()

GF_Printer Adm_Printer

Microsoft XPS
Docurment Writer

13. Edit the property of the new printer you have added by clicking Configure Port.

CEF Properties REMOvE device

Forms ~ Perts |Dli\-'ers| Securit_l,ll Advanced

a WMYIMTPRO- SR,

Ports on this server

Part Description Printer I;I
Ts002 Inactive TS Part

=il TI00L Inactive TS Part
TP ThinPrint Print Port fo..

172.16.2.2... Standard TCR/IP Port af
LPR_local., Standard TCP/IP Part Adm_Printer
el Bl it L C e
ndard TCP/IP Port Brother
FasPaort: acal Ho ICrasa acument Wrter |

Add Port.., Delete Port Configure Port... | ]

ak I Cancel Apply
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14. Select "LPR" on Protocol, type p1 (number 1) as Queue Name. Then click OK. Next
please refer to the red rectangle for choosing the correct protocol and LPR name.

reer propertie

3 FREMMOWE dEviCe

| ™ Print Server Properties

Port Settings |

Paort Mame:

Forms Ports |Drivers| Securit_l.JI .&dvancedl

Printer Marme ar [P Address:

X|

|192.168.1.1

|192.168.1.1

Protocol
’7 " Raw

& LPR

Raww Settings

Port Murrber IEIlUIJ

LPR Settings

Queue Mame: Ip]_l

[~ LPR Byte

Counting Enabled

SNRAP Status Enabled

Caormmunity Marme: Ipublic

SMEAP Dewice Index |1

QK I Cancel
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The printer can be used for printing now. Most of the printers with different manufacturers
are compatible with vigor router.

1)

Info Note 1: Some printers with the fax/scanning or other additional functions are not
supported. If you do not know whether your printer is supported or not,
please visit www.draytek.com to find out the printer list. Open Support
>FAQ/Application Notes; find out the link of USB>>Printer Server and click
it.

D T k MyVigor | Register | E-newsketter | DrayTek HQ | edia Center | |Global { English | v Login

FAQ / Application Yiou are here: Home » Supports » FAQ/ Application Motes » Printer Server

UsSB
Printer Server

3G/4G Internet
Connection

Then, click the What types of printers are compatible with Vigor router?
link.

Note 2: Vigor router supports printing request from computers via LAN ports
but not WAN port.
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I-3 Accessing Web Page

1. Make sure your PC connects to the router correctly.

You may either simply set up your computer to get IP dynamically from the router or set
up the IP address of the computer to be the same subnet as the default IP address of
Vigor router 192.168.1.1. For the detailed information, please refer to the later
section - Trouble Shooting of the guide.

2.  Open a web browser on your PC and type http://192.168.1.1. The following window
will be open to ask for username and password.

] )YV QP Vigor2832 series

Username admin

Password ssona

Login

Copyright © 2015 DrayTek Corp. &ll Rights Reserved.

3. Please type “admin/admin” as the Username/Password and click Login.

Info If you fail to access to the web configuration, please go to “Trouble Shooting” for
detecting and solving your problem.
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4. Now, the Main Screen will appear.

Info The home page will be different slightly in accordance with the type of the
router you have.

5. The web page can be logged out according to the chosen condition. The default setting

is Auto Logout, which means the web configuration system will logout after 5 minutes
without any operation. Change the setting for your necessity.

Auto Logout |+
Auto Logout
Off

1 rmin

3 min

4 min

10 min
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I-4 Changing Password

Please change the password for the original security of the router.

1. Open a web browser on your PC and type http://192.168.1.1. A pop-up window will
open to ask for username and password.

2. Please type “admin/admin” as Username/Password for accessing into the web user
interface with admin mode.

3. Go to System Maintenance page and choose Admin Setting.
System Maintenance >> Administrator Password Setup

Administrator Password
Old Password

Mew Password (Max, 23 characters allowed)
Confirm Passwiord (Max. 23 characters allowed)
Note: Password can contain only a-z A-Z0-9, ;. "< =¥ 4= |72 @& ™1 ()

Administrator Local User

Local User
Local User List
Index Uzer Name

Specific User
User Marme:
Password: Confirm Passward:

[add | [Edit] [Delete ]

Enable ‘Admin' Login From Wan

4.  Enter the login password (the default is “admin’) on the field of Old Password. Type
New Password and Confirm Password. Then click OK to continue.

Info The maximum length of the password you can set is 23 characters.

5.  Now, the password has been changed. Next time, use the new password to access the
Web user interface for this router.

(0] )Y QP Vigor2832 series

Username admin

password soune|

Login

Copyright & 2015 DrayTek Corp, all Rights Reserved,
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Info

Even the password is changed, the Username for logging onto the web user interface
is still “admin”.

Vigor2832 Series User’s Guide
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I-5 Dashboard

Dashboard shows the connection status including System Information, IPv4 Internet Access,
IPv6 Internet Access, Interface (physical connection), Security and Quick Access.

Click Dashboard from the main menu on the left side of the main page.

.'

Dashhoard

L N P
WWIECI W

Online Status

A web page with default selections will be displayed on the screen. Refer to the following

figure:
Dashboard
" T =" o]~ Vigor2832n
;%{r Wﬁz d?; y! ‘ﬂ'f rL- e ADSLZ + Security Firewall
avorwes (@) @) (@ —— g —
EEEd I T T
- I :
Resst  WLAN VPN DoS bsL o 2 3 B wianz use

System Information

IModel Name Yigor2g32n System Up Time 0:0:25 System Status
Router Name DrayTek Current Time 2000 Jan 1 Sat 0:0:7 Dynamic DHS
Firmware Yersion |3.8.3.4 Build Date/Time Mar 22 2017 18:22:49 TRD69

DSL Yersion 06-06-01-07-00-01 LAN MAC Address | 00-1D-AA-54-43-F8 User Management

IM/PZP Block

Line / Mode IP Address MAC Address Up Time | Syslog/Mail Alett |
WAN1 | ADSL / PPPOE Disconnected 00-1D- A4 54-A3F9 00:00:00 LDAP
WAN? | Ethernet / — Disconnected 00-1D—A4-54—A3—F A 00:00:00 RADIUS
WAN3 | USE / ——- Disconmected 00-1D-A4-E4-A2-FB 00:00:00 | Firewall Object Sefting |
WANY | UsE /- Disconnectad 00-1D-AA-54-A3-FC 00:00:00 Data Flow Monitor

Interface

DSL Connected : Down Stream @ OKbps / Up Stream @ Okbps
AN Connected : 0O, WANL i AN 2 AN 3 W AN
_J LAM Connected : 0, @LAML LAMZ LAMNZ LAM4
_J WLAN | Connected : 0
Connected @ 0, USBE 1
LS8 o, USE 2
q YPM Connected : O Remote Dial-in User / LAHN to LAN

I-5-1 Virtual Panel

On the top of the Dashboard, a virtual panel (simulating the physical panel of the router)
displays the physical interface connection. It will be refreshed every five seconds. When you
move and click the mouse cursor on LEDs (except ACT), USB ports, LAN, or WAN, related web
setting page will be open for you to configure if required.
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Dashboard

Wireless LAN
ONOFFIWPS
.

Factory

e

Q\
.

=] -]
43 0
] =
= O
i -.'u_m %
/fn@gm

<
3
z =
[=]
o
7]

[ ==~ 5]~ Vigor2832n
' —Z\'/_rk ek ADS?Z+ Security Firewall

N

DsL LAN® 1

- } -i--- i
‘ 2
2 3 4

WANZ

For detailed information about the LED display, refer to |-1-1 LED Indicators and
Connectors.

I-5-2 Na

me with a Link

A name with a link (e.g., Router Name, Current Time, WAN1~4 and etc.) below means you can
click it to open the configuration page for modification.

System Information

bbbl Yigor2832n Sieetom 1o Time 0:0:25

Router Hame DrayTek Current Time 2000 Jan 1 Sat 0:0:7
Ereraretiersien—| 3.8.3.4 Build Date/Time Mar 22 2017 18:22:49
DSL Wersion 05-06-01-07-00-01 LAN MAC Address | 00-1D-AA-54-A3-F8

IPv4d Internet Access

Line / Maode IP Address MAC Address Up Time
[ WAN1 LOSL [/ PPPOE Disconnected 00-1D-44-54-43-F9 00:00:00
WAN2Z Fthernet / ——- Disconnected 00-10-44A-54-23-F 4 00:00:00
WAN3 SB[/ -—- Disconnected 00-10-44-54-A2-FB o0:00:00
WAN4 JSB / —-- Disconnected 00-1D-44-54-A23-FC 00:00:00
———/
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I-5-3 Quick Access for Common Used Menu

All the menu items can be accessed and arranged orderly on the left side of the main page for
your request. However, some important and common used menu items which can be
accessed in a quick way just for convenience.

Look at the right side of the Dashboard. You will find a group of common used functions
grouped under Quick Access.

System Status

Dynamic DHNS

TR-069

User Management
IMP2P Block

Schedule

Syslog S Mail Alert

Firewall Object Setting
Data Flow Monitor

The function links of System Status, Dynamic DDNS, TR-069, User Management, IM/P2P Block,
Schedule, Syslog/Mail Alert, LDAP, RADIUS, Firewall Object Setting and Data Flow Monitor are
displayed here. Move your mouse cursor on any one of the links and click on it. The
corresponding setting page will be open immediately.

In addition, quick access for VPN security settings such as Remote Dial-in User and LAN to
LAN are located on the bottom of this page. Scroll down the page to find them and use them
if required.

Interface
DSL Connected : Down Stream @ Okbps f Up Stream @ OKbps
A Connected : 0, WA 1 W SN2 W AN S WA
7 Man Connected : 0, LAaM1 LAam2 WLANSG LA 4
10/LaN | Connected @ 0
Connected : 0, SE 1
158 0, USE 2

P Connected ;0 Remote Dial-in User / LANtoLAN
| 3 mMwvigor |Activate : O —

System Resource

1%

I 63%

Current Status Memory

Note that there is a plus ( o ) icon located on the left side of VPN/LAN. Click it to review the
VPN connection(s) used presently.

VPN Connected : 1 Remote Dial-in User / LAN to LAN
Current Page: 1 page Ma.
Name [ User Type I Security Host IP Up Time
V2920 IPsec/3DES 172.16.2.145 0:0:20

User Mode is OFF now.

Vigor2832 Series User’s Guide



Connected © 3, (@LANL

2 LaM LAMNZ LarM3 LarMt LAME LAaMNG
Host ID IP Address MAC
ALPHA-MB 10.28.60.13 1C-4B-Da-02-D7-0R
10.228.60.14 Q0-15-AF-09-FE-F A
10.22.00.11 Q0-50-FF-C9-76-45

Host connected physically to the router via LAN port(s) will be displayed with green circles in
the field of Connected.

All of the hosts (including wireless clients) displayed with Host ID, IP Address and MAC address
indicates that the traffic would be transmitted through LAN port(s) and then the WAN port.

The purpose is to perform the traffic monitor of the host(s).

I-5-4 GUI Map

All the functions the router supports are listed with table clearly in this page. Users can click

the function link to access into the setting page of the function for detailed configuration.

Click the icon on the top of the main screen to display all the functions.

GUI Map

Dashboard VYPH and Remote Access

Wizards Eemaote Access Control
Quick Start Wizard PFP General Setup
Sernvice Activation Wizard IPsec General Setup
WEM Client Wizard IFsec Peer Identity
WEM Server Wizard Remote Dial-in User
Wireless Wizard LAM to LA

Online Status VRN TRUMK Management
Physical Connection Connection Management
Yirtual WA Certificate Management

WAN Local Cedificate
General Satup Trusted CA Cedificate
Internet Access Cedificate Backup
Multi- PYC R LAR Wireless LAN
Wil Budget General Setup

LA Security
General Setup Access Control
Static Route WPS
WLAN WDS
Bind IP {0 MAC Advanced Setting
LAM Port Mirror AP Discovery
Wired 302,14 Station List
Wieb Portal Setup Bandwidth Management

Load-Balance/Route Policy SSL VPN

NAT
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General Setup
Diagnose

Port Redirection
DiZ Host
Dpen Pors
Pot Trigoering

USB Application

General Setup
S5LYWveb Proxy
SEL Application
User Account

User Group
Online User Status
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I-5-5 Web Console

= W E &

It is not necessary to use the telnet command via DOS prompt. The changes made by using
web console have the same effects as modified through web user interface. The
functions/settings modified under Web Console also can be reviewed on the web user

interface.

Click the Web Console icon on the top of the main screen to open the following screen.

[ 192.168.1.1/docdconzole him

Type ? for commwand help
= 7

% Valid commands are:

adsl hpa
internet ip
tacacsplus mngt

ppa prn

Srv switch

ush wighrg
radius local 8021x
> 1

ip&
msubnet
VS

vlan
wol

ddns

iptf
object
quit
testmail
wpn

user

dos
log
port
show
i=

wan
Appoos

exit

ldap
portimaptime
Stk

upnp

wptl

nand
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I-5-6 Config Backup

= W AE e

Config Backup

There is one way to store current used settings quickly by clicking the Config Backup icon. It
allows you to backup current settings as a file. Such configuration file can be restored by
using System Maintenance>>Configuration Backup.

Simply click the icon on the top of the main screen and a pop up dialog will appear.

Tk TIFRESE X

Cla  v3220_20150625.0f2

Ca 99KB
BEE TR -
TR a7 A

Click Save to store the setting.

I-5-7 Logout

e o

Click this icon to exit the web user interface.
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I-5-8 Online Status

Online Status
»

3

I-5-8-1 Physical Connection

Such page displays the physical connection status such as LAN connection status, WAN

connection status, ADSL information, and so on.

Physical Connection for IPv4 Protocol

Online Status

Physical Connection

System Uptime: 0day 0:55:57

IPvd IPvG
LAN Status Primary DNS: 2.2.2.2 Secondary DHNS: 2.2.4.4
IP Adidress TX Packets RX Packets
192,168 .1.1 3,452 2,470
WAN 1 Status == Dial PPPoE
Enable Line Hame Mode Up Time
res A0S0 PPPOE oo0:00:00
IP GWIP TX Packets TX Rate{Bps) BX Packets RX Rate{Bps)
- -— ] ] u] u]
WAN 2 Status
Enable Line Hame Mode Up Time
Yes Ethernet - 000000
P GWIP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
- -— ] ] u] u]
WAN 3 Status
Enable Line Hame Mode Up Time Signal
Ves sk - no:00:00 -
P GWIP TX Packets TX Rate{Bps) RX Packets RX Rate{Bps)
- -— ] ] u] u]
WAN 4 Status
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Physical Connection for IPv6 Protocol

Online Status

Physical Connection
1Pvd

Systemn Uptime: Oday 0:56:13

LAN Status
IP Address

TX Packets RX Packets
19 u]

FEBO:: 210 AAFFFEOD:0/64 (Link)

T¥ Bytes RX¥ Bytes
2,162 ]

WVWAN1 IPvh Status
Enahble Mode
Mo Offline
P

Up Time

Gateway IP

AR M2 IDVE Statne

Detailed explanation (for IPv4) is shown below:

Item

Description

LAN Status

Primary DNS-Displays the primary DNS server address for
WAN interface.

Secondary DNS -Displays the secondary DNS server address
for WAN interface.

IP Address-Displays the IP address of the LAN interface.

TX Packets-Displays the total transmitted packets at the
LAN interface.

RX Packets-Displays the total received packets at the LAN
interface.

WAN1/WAN2/WAN3
/WAN4 Status

Enable - Yes in red means such interface is available but
not enabled. Yes in green means such interface is enabled.

Line - Displays the physical connection (VDSL, ADSL,
Ethernet, or USB) of this interface.

Name - Display the name of the router.

Mode - Displays the type of WAN connection (e.g., PPPOE).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

GW IP - Displays the IP address of the default gateway.

TX Packets - Displays the total transmitted packets at the
WAN interface.

TX Rate - Displays the speed of transmitted octets at the
WAN interface.

RX Packets - Displays the total number of received packets
at the WAN interface.

RX Rate - Displays the speed of received octets at the WAN
interface.

Detailed explanation (for IPv6) is shown below:

Item

Description

LAN Status

IP Address- Displays the IPv6 address of the LAN interface..

TX Packets-Displays the total transmitted packets at the LAN
interface.

RX Packets-Displays the total received packets at the LAN
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Item Description

interface.

TX Bytes - Displays the speed of transmitted octets at the
LAN interface.

RX Bytes - Displays the speed of received octets at the LAN
interface.

WAN IPv6 Status Enable - No in red means such interface is available but not
enabled. Yes in green means such interface is enabled. No in
red means such interface is not available.

Mode - Displays the type of WAN connection (e.g., TSPC).
Up Time - Displays the total uptime of the interface.

IP - Displays the IP address of the WAN interface.

Gateway IP - Displays the IP address of the default gateway.

Info The words in green mean that the WAN connection of that interface is ready for
accessing Internet; the words in red mean that the WAN connection of that interface
is not ready for accessing Internet.

I-5-8-2 Virtual WAN

Such page displays the virtual WAN connection information.
Virtual WAN are used by TR-069 management, VolIP service and so on.

The field of Application will list i-9the purpose of such WAN connection.
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I-6 Quick Start Wizard

Quick Start Wizard can help you to deploy and use the router easily and quickly. Click
Wizards>>Quick Start Wizards. The first screen of Quick Start Wizard is entering login
password. After typing the password, please click Next.

Quick Start Wizard

Enter login password

Flease enter an alpha-numeric string as your Password (Max 23 characters).

Old Passwaord 0000 e
Mew Password 000000 s
Confirm Password

= Back Mext = Finizh Cancel

On the next page as shown below, please select the WAN interface (WAN 1 to WAN4) that you
use. If DSL interface is used, please choose WAN1; if Ethernet interface is used, please choose
WAN?2; if 3G/4G USB modem is used, please choose WAN3 or WAN4. For WAN2, choose Auto
negotiation as the physical type for your router.

Quick Start Wizard

WAN Interface

WAN Interface: WANT ¥
Display Mame:
Physical Mode: ADSL
Physical Type: Auto negotiation ¥
VLAN Tag insertion (ADSL): Enable *
Tag value 0 {0~4095%
Prigrity 0 {0~7)

< Back Mext = Finish Cancel

WAN1~ WAN4 will bring up different configuration page. Refer to the following sections for
detailed information.
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I-6-1 For WAN1 (ADSL)

WANL1 is specified for ADSL connection.

Quick Start Wizard

WAN Interface

WaMN Interface: WWAMT ¥
Display Mame:
Physical Mode: ADSL
Physical Type: Auta negotiation ¥
VLAaN Tag insertion (ADSL): Enable *

Tag value 0 {0~4095%

Priarity 0 {0~77

< Back Mext = Finish Cancel

vailable settings are explained as follows:

Item Description

Display Name Type a name to identify such WAN.

VLAN Tag insertion (ADSL) | The settings configured in this field are available for WAN1
and WAN2.

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The range
is from 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from O to 7.

Please select the appropriate Internet access type according to the information from your
ISP. Click Next.

1-6-1 -1 PPPOE/PPPoA

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPoE is used for most of DSL modem users. All local users can share one PPPOE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.
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1. Choose WAN1 as WAN Interface and click the Next button; you will get the following
page. Choose PPPOE XXXX or PPPoA XXXXX as the protocol.

Quick Start Wizard

Connect to Internet

WaN 1

Protocol PFPoOE fPPPOA v
Encapsulation PFPOE LLCISMAP *

WPI 0 Auto detect
WiCT 33

Fixed IP Yes @ MolDynamic IP)
IP Address

Subnet Mask

Default Gateway

Primary DNS RN

Second DMS 0844

= Back Ment = Finish Cancel
Available settings are explained as follows:
Item Description
Protocol / Choose PPPoE/PPPoA for WANL1 interface.
Encapsulation
VPI Type in the value provided by ISP.

Auto detect - Click this button to have the VPI and VCI to be
detected by the system automatically

VCI Type in the value provided by ISP.

Fixed IP Click Yes to enable Fixed IP feature.

IP Address Type the IP address if Fixed IP is enabled.

Primary DNS Type in the primary IP address for the router.
Secondary DNS Type in secondary IP address for necessity in the future.
Back Click it to return to previous setting page.

Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.
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After finished the above settings, simply click Next.

Quick Start Wizard

Set PPPoE ' PPPoA

VAN 1
Service Name (Optional)

84005755 hinet.net

Lsername 340057545
Fassword  weeees
Confirmn Password jeeeeen |
= Back Mext = Finizh Cancel

Available settings are explained as follows:

Item Description

Service Name Enter the description of the specific network service.

(Optional)

User Name Type in the valid user name (maximum 63 characters)
provided by the ISP in this field.

Password Type a valid password provided by the ISP.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

Please manually enter the Username/Password provided by your ISP. Then click Next for

viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAl Interface:
Physical Mode:
WP
WL

Protocaol f Encapsulation:

Fized IP:
Primary DNS:
Secondary DNS:

WWAN 1
ADSL

]

33

PPPoOE /f LLC
No

8.8.8.8
8.80.4.4

= Back

Mext = Finish Cancel
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4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5.  Now, you can enjoy surfing on the Internet.

I-6-1 -2 MPoA

1. Choose WANL1 as WAN Interface and click the Next button; you will get the following

page.
Quick Start Wizard

Connect to Internet

WWAN 1
Protocol

Encapsulation
WPI
WiCI

Fized IP

IP Address
Subnet Mask
Default Gateway
Primary DMS
Second DMS

MPoA (RFC148372684) ¥

1483 Bridged IP LLC T
0 Auto detect
33

Yes @ Mo(Dynamic IP)

0.8.8.8
0.8.4.4

= Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Protocol

There are two modes offered for you to choose for WAN1
interface. Choose MPoA as the protocol.

For ADSL Only

Such field is provided for ADSL only. You have to choose
encapsulation and type the values for VPI and VCI. Or, click
Auto detect to find out the best values.

1483 Bridged [P LLC hd

1433 Bridged IP LLC

1483 Routed |P LLC

1483 Bridged IP % C-Mux

1483 Routed [P %C-Mux (IFPod)
1483 Bridged IP (IPoE)

T 7%es O RofDvhamic TP

Fixed IP

Click Yes to enable Fixed IP feature.

IP Address

Type the IP address if Fixed IP is enabled.

Subnet Mask

Type the subnet mask.

Default Gateway

Type the IP address as the default gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.
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Next Click it to get into the next setting page.

Cancel Click it to give up the quick start wizard.

2. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk Interface: WA 1

Physical Mode: ADSL

WP ]

WiZl a3

Protocal f Encapsulation: 1433 Bridge LLC
Fixed IP: Mo

Primary DNS: 2.8.858
Secondary DNS: 2.2.4.4

= Back Iext = Finish Cancel

3.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

4.  Now, you can enjoy surfing on the Internet.

I-6-2 For WAN2 (Ethernet)

WAN?2 is dedicated to physical mode in Ethernet. Please select the appropriate Internet
access type according to the information from your ISP. For example, you should select PPPoE
mode if the ISP provides you PPPOE interface.

Quick Start Wizard
WAHN Interface
WAN Interface: WANZ T
Display Name:
Physical Mode: Ethermet
Physical Type: Auto negotiation ¥
WLAKN Tag insertion Enable ¥
Tag value n (0~4095)
Priority 0 (0~7)

= Back Mext = Finizh Cancel
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Available settings are explained as follows:

Item

Description

Display Name

Type a name for the router.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN2.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The range
is form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

I-6-2-1 PPPoE

PPPOE stands for Point-to-Point Protocol over Ethernet. It relies on two widely accepted
standards: PPP and Ethernet. It connects users through an Ethernet to the Internet with a
common broadband medium, such as a single DSL line, wireless device or cable modem. All
the users over the Ethernet can share a common connection.

PPPOE is used for most of DSL modem users. All local users can share one PPPOE connection
for accessing the Internet. Your service provider will provide you information about user
name, password, and authentication mode.

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VWAN 2

Select one of the following Internet Access types provided by your ISP,

* PPPOE
FPTP
LZTP
Static IP
DHCP

Vigor2832 Series User’s Guide

= Back Mext = Finish Cancel

33



34

2. Click PPPoE as the Internet Access Type. Then click Next to continue.

Quick Start Wizard

PPPoE Client Mode

Password

VAN 2

Enter the user name and password provided by your ISP,
Service Mame (Optional) CHT
Jsername 84005657 @hinet.net

Confirm Password

= Back et = Finish Cancel

Available settings are explained as follows:

Item

Description

Service Name

Enter the description of the specific network service.

(Optional)

Username Assign a specific valid user name provided by the ISP.
Note: The maximum length of the user name you can set is
63 characters.

Password Assign a valid password provided by the ISP.

Note: The maximum length of the password you can set is 62
characters.

Confirm Password

Retype the password.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.  Please manually enter the Username/Password provided by your ISP. Click Next for
viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAk Interface: WAMNZ

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PPPOE

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back [ext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5.  Now, you can enjoy surfing on the Internet.
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I-6-2-2 PPTP/L2TP

1. Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

VAN 2
Select one of the following Internet Access types provided by your ISP,
PFPOE
s PPTP
L2TP
Static [P
DHCP

= Back [et = Finish Cancel

2. Click PPTP/L2TP as the Internet Access Type. Then click Next to continue.
Quick Start Wizard

PPTP Client Mode

WAN 2

Enter the username, password, WAN IP configuration and PPTP server IP provided
by your ISP,

Username ATd43ac
Password 00 e
Confirm Password e
WAl IP Configuration
Obtain an IP address automatically
= Specify an IP address

IP Address 192.168.3.100
Subnet Mask 255.255.255.0
Gateway 192 168.3.1
Primary DMS 2.8.8.8
Second DMS a9.8.4.4

PPTF Servar

= Back Mext = Finish Cancel
Available settings are explained as follows:

Iltem Description

Username Assign a specific valid user name provided by the ISP.
The maximum length of the user name you can set is 63
characters.

Password Assign a valid password provided by the ISP.
The maximum length of the password you can set is 62
characters.

Confirm Password Retype the password.

WAN IP Configuration | Obtain an IP address automatically - the router will get an
IP address automatically from DHCP server.
Specify an IP address - you have to type relational settings
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manually.

@® [P Address - Type the IP address.

® Subnet Mask -Type the subnet mask.

® Gateway - Type the IP address of the gateway.
 J

Primary DNS -Type in the primary IP address for the
router.

® Second DNS -Type in secondary IP address for necessity
in the future.

PPTP Server / L2TP Type the IP address of the server.

Server

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.

3. Please type in the IP address/mask/gateway information originally provided by your ISP.
Then click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Wan Interface: VAN 2

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: PFTF

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Wigor router,

= Back eyt = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5. Now, you can enjoy surfing on the Internet.
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I-6-2-3 Static IP

1.

2.

Choose WAN2 as the WAN Interface and click the Next button. The following page will
be open for you to specify Internet Access Type.

Quick Start Wizard

Connect to Internet

WAN 2

Select one of the following Internet Access types provided by your ISP,

FRPOE
PRTP
L2TF

= Static IP
DHCP

= Back Mext = Finish Cancel

Click Static IP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

Static IP Client Mode

VAN 2
Enter the Static IP configuration provided by your ISP,
WAk TP 192.168.3.102
Subnet Mask 265.255.265.0
Gateway 192 16831
Frimary DMNS 0888
Secondary DMS 0844 {optional}
= Back [ext = Finish Cancel

Available settings are explained as follows:

Item

Description

WAN IP

Type the IP address.

Subnet Mask

Type the subnet mask.

Gateway

Type the IP address of gateway.

Primary DNS

Type in the primary IP address for the router.

Secondary DNS

Type in secondary IP address for necessity in the future.

Back

Click it to return to previous setting page.

Next

Click it to get into the next setting page.

Cancel

Click it to give up the quick start wizard.
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3. Please type in the IP address information originally provided by your ISP. Then click Next
for next step.

Quick Start Wizard

Please confirm your settings:

WAk Interface: WWANE2

Physical Mode: Ethernet
Physical Type: Auto negotiation
Internet Access: Static IP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back [ext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5. Now, you can enjoy surfing on the Internet.
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I-6-2-4 DHCP

1. Choose WAN2 as WAN Interface and click the Next button. The following page will be
open for you to specify Internet Access Type.

Quick Start WWizard

Connect to Internet

WAN 2
Select one of the following Internet Access types provided by your ISP,
PPPOE
FPTP
L2TP
Static IP
= DHCP

= Back MHext = Finish Cancel

2.  Click DHCP as the Internet Access type. Simply click Next to continue.

Quick Start Wizard

DHCP Client Mode

WAN 2
If your ISP requires you to enter a specific host name or specific MaAC address, please
enter it in.

Host Mame (optional)

MaC 00 | 1D | -A& | -00 | -00 |02 [(optional)

= Back Mext = Finish Cancel
Available settings are explained as follows:
I[tem Description
Host Name Type the name of the host.

Note: The maximum length of the host name you can set is
39 characters.

MAC Some Cable service providers specify a specific MAC address
for access authentication. In such cases you need to enter
the MAC address.

Back Click it to return to previous setting page.
Next Click it to get into the next setting page.
Cancel Click it to give up the quick start wizard.
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3.  After finished the settings above, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

WAl Interface:
Physical Mode:
Physical Type:
Internet Access:

VA2
Ethernet

Auto negotiation

DHCP

Click Back to modify changes if necessary, Otherwise, click Finish to save the current
settings and restart the Vigor router,

= Back

Mext =

Finish

Zancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5.  Now, you can enjoy surfing on the Internet.
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I-6-3 For WAN3 / WAN4 (USB)

WAN3/WAN4 is dedicated to physical mode in USB.
1. Choose WAN3 as WAN Interface.

Quick Start Wizard

WAH Interface

WAk Interface:
Display Mame:
Phiysical Mode:

AN Y

UsBe

= Back Mext = Finish Cancel

2. Then, click Next for getting the following page.

Quick Start Wizard

Connect to Internet

AN 3
Internet Access @

SIM PIM code
Modern Initial String

APM Mame

36/46 USB Modem{PPP mode) | 364G USE Modem{DHCP mode)

3GM4G USE Modem(PPF mode) ¥

5 LUSE Modemi{PFF mode)

ATEFEOVTKT&D2&C150=0
(Default:ATRFEOVIX1RD2RC150=0)
Apply

= Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Internet Access

Choose one of the selections as the protocol of accessing the
internet.

3G/4G USB Modem
(PPP mode)

SIM Pin code -Type PIN code of the SIM card that will be used
to access Internet. The maximum length of the pin code you
can set is 15 characters.

Modem Initial String - Such value is used to initialize USB
modem. Please use the default value. If you have any
question, please contact to your ISP. The maximum length of
the string you can set is 47 characters.
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APN Name - APN means Access Point Name which is provided
and required by some ISPs. Type the name and click Apply.

3G/4G USB Modem SIM Pin code -Type PIN code of the SIM card that will be used
(DHCP mode) to access Internet.

Network Mode - Force Vigor router to connect Internet with
the mode specified here. If you choose 4G/3G/2G as network
mode, the router will choose a suitable one according to the
actual wireless signal automatically.

APN Name - APN means Access Point Name which is provided
and required by some ISPs.

3.  Then, click Next for viewing summary of such connection.

Quick Start Wizard

Please confirm your settings:

Walk Interface: WAN3
Phiysical Mode: UsSpe
Internet Access: FPP

Click Back to modify changes if necessary. Otherwise, click Finish to save the current
settings and restart the Vigor router.,

= Back Mext = Finish Cancel

4.  Click Finish. A page of Quick Start Wizard Setup OK!!! will appear. Then, the system
status of this protocol will be shown.

Quick Start Wizard Setup OK !!!

5.  Now, you can enjoy surfing on the Internet.
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|-7 Service Activation Wizard

Service Activation Wizard can guide you to activate WCF service (Web Content Filter) with a
quick and easy way. For the Service Activation Wizard is only available for admin
operation, therefore, please type “admin/admin’ on Username/Password while Logging
into the web user interface.

Service Activation Wizard is a tool which allows you to use trial version of WCF directly
without accessing into the server (MyVigor) located on http://myvigor.draytek.com. For
using Web Content Filter Profile, please refer to later section Web Content Filter Profile for
detailed information.

Now, follow the steps listed below to activate WCF feature for your router.

1)

Info Such function is available only for Admin Mode.

1. Open Wizards>>Service Activation Wizard.

2. The screen of Service Activation Wizard will be shown as follows. Click Next to activate
free trail edition.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- Web Content Filter
Please choose the edition you need.

[ & Free trial edition ]

(o)) e | ()

Free trial edition: it offers a period of trial for you to get acquainted with WCF function.

44 Vigor2832 Series User’s Guide



3. Inthe following page, you can activate the Web content filter services at the same time
or individually. When you finish the selection, please click Next.

Service Activation Wizard

Select the service type that you want to activate

This product provides 30 days of free trial, please choose the item(s) you want to use.
WCF service:
3 Web Content Filter (BFjM)

EFjM is the web content filter based on service operated in Germany. We recommend only users live in
Germany to try the BPjM WCF service. This is a free service without guarantee.

Activation Date :

© Web Content Filter (Commtouch) License

Agreement
Commtouch is the web cantent filter based on Commtouch operated in the worldwide. Thers is = 30-day
tris| period. After trizl, you can purchase DrayTek's prepared Commtouch GlabalView WCF package from
retziling cutlets.
Activation Date :
O Web Content Filter (fragFINN) License Activation
Agreement Date :

[ [#11 have read and accept the above Agreement. (Please check this boxj.]

Note: The activation date is brought out by the server automatically and cannot be changed.

Info Commtouch is the web content filter based on Commtouch operated in the
worldwide. There is a 30-day trial period. After trial, you can purchase
DrayTek's prepared Commtouch GlobalView WCF package from retailing
outlets.

BPjM is WCF for German Speaking users. The fragfINN is whitelist for German
Speaking users. The BPjM is ideal for your family to provide more Internet
security for youngsters.

Web Content Filter (fragFINN) service will not be supported since January 1,
2015.

4.  Setting confirmation page will be displayed as follows, please click Next.

Service Activation Wizard

Please confirm your settings

Sevice Type : Trial version
Sevice Activated . Web Content Filter { Commtouch )

Please click Back to re-select service type you to activate.

=)
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5.

Wait for a moment till the following page appears.

Service Activation Wizard

Connection Succeeded!

Please check the following item(s) to enable services on your router.

Enable Web Content Filter

EER

When such page appears, you can enable or disable these services for your necessity.
Then, click Finish.

Info The service will be activated and applied as the default rule configured in
Firewall>>General Setup.

Now, the web page will display the service that you have activated according to your
selection(s). The valid time for the free trial of these services is one month.

Service Activation Wizard
Server Enabled!

DrayTek Service Activation

Service Name Start Date Expire Date Status
Web Content filter 2013-02-18 2013-03-21 Commtouch

Please check if the license fits with the service provider of your signature. To ensure
normal operation for your router, update your signature again is recommended

Copyright @ DrayTek Corp. A1l Rights Ressrvad

When all the trial editions for various web content filters had been enabled, the
configuration page of Service Activation Wizard will be invalid as shown below.

Service Activation Wizard

Select the service type that you want to activate

This wizard is used for activating
- N/A

Please choose the edition you need.

Free trial edition

Mext = Finish Cancel
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I-8 Registering Vigor Router

You have finished the configuration of Quick Start Wizard and you can surf the Internet at any
time. Now it is the time to register your Vigor router to MyVigor website for getting more
service. Please follow the steps below to finish the router registration.

1 Please login the web configuration interface of Vigor router by typing “admin/admin” as
User Name / Password.

Username |admin |

Password sesss| |

Login

Copyright & 2015 DrayTek Corp. All Rights Reserved.

2 Click Support Area>>Production Registration from the home page.

3 A Login page will be shown on the screen. Please type the account and password that
you created previously. And click Login.
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Please take a moment to register.

Membership Registration entitles you to upgrade firmware for your
purchased product and receive news about upcoming products and
services!

Once you receive the DrayTek membership, welcome your further login to advise us of your opinion about
DrayTek product. Your precious suggestions will be of further help for innovation and enhancement.

By joining Mywigor, your data will be handled carefully and not passed onto any Jrd party unrelated
organizations. Your data will only be used/accessed by DrayTek Corp and regional officesiagents within your
own country.

LOGIN
Language ;| English b

UsgerMame : |carriem |

Fassword | -------- |

Auth Code - - -

e =
20290 i ‘NGIFTGH&"

]

Fornotten passward? Login

Don't have a Myvigor Account 7 Create an account now

Become the My\igor member, you can recelve the e-newsletier updaie.
Please join customer survey affer you are a member! Your opinion is very appreciated.

Info If you haven’t an accessing account, please refer to section Creating an
Account for MyVigor to create your own one. Please read the articles on the
Agreement regarding user rights carefully while creating a user account.

The following page will be displayed after you logging in MyVigor. When the following
page appears, please type in Nickname (for the router) and choose the right registration
date from the popup calendar (it appears when you click on the box of Registration
Date). Click Add.

DrayTek b Login User : carrieni {Logout} 4 MyVl:gOf

My Information - My Products

D About Us
@ My Information
> My Product

Registration Device : Last login time : 2016.09-12

“Nickname:  Carrie_Vigor28e2 13:53:29

N . Last login from : 111.251.222.175
Registration Date:  01-17-2017

= My Password
= My Settings

= High Avalabiity Settings Serial number:  2017011710270702 Add
> Account Disabled f Deleted
== Yigor Series
*_Product Registration
b Customer Survey Foows - Page
Serial Number / Host ID Device Name Madel Note
111900325027 2130 Vigor2130
2013030811172502 vigor2760 Vigor2760
2015022415571701 Wigor2132ac Vigor2132
2015030413341201 Vigor2925ac Vigor2925
APM-00055DE4DEEE Carrie_APM VigorAPh

Copyrights © DrayTek Corp

< >
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When the following page appears, your router information has been added to the
database.

Your device has heen successfully added to the datahase.

After clicking OK, you will see the following page. Your router has been registered to
myvigor website successfully.

DrayTek b Login User : carrieni (Logout) MyVl'gOr’

My Information - My Products:
D About us

Last login time : 20160912
13:53:29
Last login from : 111.251.222.175

= My Settings

= High Awailability Settings

= Account Disabled [ Deleted Rowes : Paye

<= Vigor Series

N Serial Number / Host ID Device Hame Model Note

- S I TR 111800326007 2130 \igor2130
2013030811172502 vigor2760 Wigor2760
2015022415571701 Vigor2132ac Wigor2132
2015030415341201 Wigor2925ac Wigor2925
20170117 10270702 Carrie_Yigor2862 Wigor2662
Carie a2 AigoetBAl

Cartie_Vigor2832 Wigor2832 I

)

Copyrights @ DrayTek Corp

< >
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Part Il Connectivity

Vigor2832 Series User’s Guide

(—@ It means wide area network. Public IP will be used in
CAw( WAN.

WAN

It means local area network. Private IP will be used in
LAN.

Local Area Network (LAN) is a group of subnets
regulated and ruled by router. The design of network
LAN structure is related to what type of public IP addresses
coming from your ISP.

®

When the data flow passing through, the Network
Address Translation (NAT) function of the router will

NAT

©

Applications

Routing



lI-1 WAN

52

It allows users to access Internet.

Basics of Internet Protocol (IP) Network

IP means Internet Protocol. Every device in an IP-based Network including routers, print
server, and host PCs, needs an IP address to identify its location on the network. To avoid
address conflicts, IP addresses are publicly registered with the Network Information Centre
(NIC). Having a unique IP address is mandatory for those devices participated in the public
network but not in the private TCP/IP local area networks (LANs), such as host PCs under the
management of a router since they do not need to be accessed by the public. Hence, the NIC
has reserved certain addresses that will never be registered publicly. These are known as
private IP addresses, and are listed in the following ranges:

From 10.0.0.0 to 10.255.255.255
From 172.16.0.0 to 172.31.255.255
From 192.168.0.0 to 192.168.255.255

What are Public IP Address and Private IP Address

As the router plays a role to manage and further protect its LAN, it interconnects groups of
host PCs. Each of them has a private IP address assigned by the built-in DHCP server of the
Vigor router. The router itself will also use the default private IP address: 192.168.1.1 to
communicate with the local hosts. Meanwhile, Vigor router will communicate with other
network devices through a public IP address. When the data flow passing through, the
Network Address Translation (NAT) function of the router will dedicate to translate
public/private addresses, and the packets will be delivered to the correct host PC in the local
area network. Thus, all the host PCs can share a common Internet connection.

Get Your Public IP Address from ISP

In ADSL deployment, the PPP (Point to Point)-style authentication and authorization is
required for bridging customer premises equipment (CPE). Point to Point Protocol over
Ethernet (PPPOE) connects a network of hosts via an access device to a remote access
concentrator or aggregation concentrator. This implementation provides users with
significant ease of use. Meanwhile it provides access control, billing, and type of service
according to user requirement.

When a router begins to connect to your ISP, a serial of discovery process will occur to ask for
a connection. Then a session will be created. Your user ID and password is authenticated via
PAP or CHAP with RADIUS authentication system. And your IP address, DNS server, and other
related information will usually be assigned by your ISP.

Network Connection by 3G/4G USB Modem

For 3G/4G mobile communication through Access Point is popular more and more, Vigor2832
adds the function of 3G/4G network connection for such purpose. By connecting 3G/4G USB
Modem to the USB port of Vigor2832, it can support LTE/HSDPA/UMTS/EDGE/GPRS/GSM and
the future 3G/4G standard (HSUPA, etc). Vigor2832n with 3G/4G USB Modem allows you to
receive 3G/4G signals at any place such as your car or certain location holding outdoor
activity and share the bandwidth for using by more people. Users can use LAN ports on the
router to access Internet. Also, they can access Internet via 802.11(a/b/g/n/ac) wireless
standard, and enjoy the powerful firewall, bandwidth management, and VPN features of
Vigor2832n series.
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After connecting into the router, 3G/4G USB Modem will be regarded as the WAN3/WAN4 port.
However, the original WAN1 and WAN?2 still can be used and Load-Balance can be done in the
router. Besides, 3G/4G USB Modem in WAN3/WAN4 also can be used as backup device.
Therefore, when WAN1 and WAN2 are not available, the router will use 3.5G for supporting
automatically. The supported 3G/4G USB Modem will be listed on DrayTek web site. Please
visit www.draytek.com for more detailed information.
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II-1-1 General Setup

This section will introduce some general settings of Internet and explain the connection
modes for WAN1, WAN2 and WAN3/WAN4 in details.

This router supports multiple-WAN function. It allows users to access Internet and combine
the bandwidth of the multiple WANSs to speed up the transmission through the network. Each
WAN port can connect to different ISPs, Even if the ISPs use different technology to provide
telecommunication service (such as DSL, Cable modem, etc.). If any connection problem
occurred on one of the ISP connections, all the traffic will be guided and switched to the
normal communication port for proper operation. Please configure WAN1, WAN2, WAN3 and
WAN4 settings.

This webpage allows you to set general setup for WAN1, WAN2, WAN3 and WAN4 respectively.
In default, WAN2 is disabled. If you want to enable it, simply click the WAN2 link and select
Yes in the field of Enable.

VAN => General Setup

Load Balance Mode: | Auto Weight v |IP Based v

setup
Index Enable MEE;;!F:II]B I[_)Igir?lﬂﬁﬁﬂﬂﬁ_?:l{ Active Mode
WaAN1 W ADSLS- 040 Always On
WANZ W Ethernet/auto negotiation 0/0 Always On
WAN3 W ISE/- 040 Always On
WANA W USB/- n/0 Always On

Note: The line speed setting of YWaN interface is available only when according to Line Speed is
selected as the Load Balance Mode.

oK
Available settings are explained as follows:
Item Description
Load Balance Mode This option is available for multiple-WAN for getting enough

bandwidth for each WAN port. If you know the practical
bandwidth for your WAN interface, please choose the setting
of According to Line Speed. Otherwise, please choose Auto
Weight to let the router reach the best load balance.

IP Based - The same source / destination IP pair will select
the same WAN interface as policy. It is the default setting.

Sesseion Based- All of the WAN interfaces will be used (as
out-going WAN) for passing through new sessions to get
better transmission speed. Though good speed test result for
throughput might be reached; however, some web site may
not open smoothly, especially the site need authentication,
e.g., FTP.

If you have no strong demand about speed test result, keep
default settings as IP based.

Index Click the WAN interface link under Index to access into the
WAN configuration page.

Enable V means such WAN interface is enabled and ready to be used.
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Physical Mode / Type Display the physical mode and physical type of such WAN

interface.
Line Speed(Kbps) Display the downstream and upstream rate of such WAN
DownLink/UpLink interface.
Active Mode Display whether such WAN interface is Active device or

backup device.

Backup (WAN#)- Display the backup WAN interface for such
WAN when it is disabled.

Info In default, each WAN port is enabled.

After finished the above settings, click OK to save the settings.

11-1-1-1 WAN1 (ADSL)

Vigor router will detect the physical line is connected by ADSL automatically. Therefore, this
page allows you to configure settings for ADSL at one time. That is, it is not necessary for you
to configure different profile settings for ADSL respectively.

WAN >> General Setup

WAN 1
Enable: Yes ¥
Display Mame:
Physical Mode: ADSL
Line Speed{kbps):
DownLink 0
UpLink 0
WLaM Tag insertion : Disable ¥ |{for channel 1)
Tag value: 0 {0~4095%
Pricrity: 0 {0~77
Active Mode: Failover ¥ | Load Balance: ¥
Active When: ® any of the selected WaN disconnect
All of the selected WaN disconnect
Weal 10 waN 2 L WAN 3 LWAN 4
Note:

The line speed =setting of WAN interface is available only when According to Line Speed is selected as
the Load Balance Mode,

[]24 Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such interface.

Physical Mode Display the physical mode of such interface.

Physical Type For such interface, no type can be selected.

Line Speed (Kpbs) If your choose According to Line Speed as the Load

Balance Mode in previous page, please type the line speed
for downloading and uploading for such WAN interface. The
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unit is kbps.

VLAN Tag insertion

The settings configured in this field are available for ADSL.
Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WANL1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN1 connection being
activated always.

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in
connection status.

Active When

If you choose Failover as the Active Mode, the option of

Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

®  All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WAN4 - Specify the WAN
interface by checking the WAN box.
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11-1-1-2 WAN2 (Ethernet)

Ethernet is the Physical Mode for WAN2.

WAHN == General Setup

VAN 2
Enahble: Yes ¥
Display Mame:
FPhysical Mode: Ethernet

Physical Type:

Ling Speed(Kbps):
DownLink
JpLink

YILAN Tag insertion :
Tag value:
Pricrity:

Active Mode:

Active When:

Alto negotiation ¥

0
0
Disable ¥ [(Please configure Internet Access setting first)

] (0~4095)
0 (0~7)
Failowver ¥ | Load Balance: #

= Any of the selected WAN disconnect
Al of the selected WaN disconnect
WAkl 1 WAR 20 WARN 30 WAN 4

Mote:

The line speed setting of WaN interface is available only when According to Ling Speed is selected

as the Load Balance Mode,

[o]24 Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode

Display the physical mode of such WAN interface.

Physical Type

You can change the physical type for
WAN1/WAN2/WAN3/WAN4 or choose Auto negotiation for
determined by the system.

Line Speed

If your choose According to Line Speed as the Load
Balance Mode, please type the line speed for downloading
and uploading for such WAN interface. The unit is kbps.

VLAN Tag insertion

Enable - Enable the function of VLAN with tag.

The router will add specific VLAN number to all packets on
the WAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by WAN1.

Disable - Disable the function of VLAN with tag.

Tag value - Type the value as the VLAN ID number. The
range is form 0O to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Active Mode

Choose Always On to make the WAN1/WAN2/WAN3/WAN4
connection being activated always.

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
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automatically among all of the WAN interfaces in
connection status.

Active When If you choose Failover as the Active Mode, the option of

Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

®  All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WAN4 - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.

11-1-1-3 WAN3 / WAN4 (USB)

To use 3G/4G network connection through 3G/4G USB Modem, please configure WAN3 or
WAN4 interface.

VWAN => General Setup

VAN 3
Enable: Yes ¥
Display Mame:
Physical Mode: LISB
Line Speed(Kbps):
DiowenLink ]
UpLink
Active Mode: Failower ¥ | Load Balance: &
Active When, = Any of the selected WaN disconnect
&l of the selected WaN disconnect
WRIAR 1L WARN 20 MIAN JWAN 4
Hote:

The line speed setting of WaAN interface is available only when According to Line Speed is selected
as the Load Balance Mode,

[0]34 Cancel

Available settings are explained as follows:

Item Description

Enable Choose Yes to invoke the settings for this WAN interface.
Choose No to disable the settings for this WAN interface.

Display Name Type the description for such WAN interface.

Physical Mode Display the physical mode of such WAN interface.

Line Speed If your choose According to Line Speed as the Load Balance

Mode, please type the line speed for downloading and
uploading for such WAN interface. The unit is kbps.

Active Mode Choose Always On to make such WAN connection being
activated always.

Load Balance: Check this box to enable auto load balance
function for such WAN interface.

When the data traffic is large, the WAN interface with the
function enabled will balance the data transmission
automatically among all of the WAN interfaces in connection
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status.

Active When

If you choose Failover as the Active Mode, the option of
Active When will appear.

® Any of the selected WAN disconnect - Such WAN
connection will be activated when any selected WAN
interface (checked below) disconnects.

®  All of the selected WAN disconnect - Such WAN
connection will be activated only when all of selected
WAN interfaces (checked below) disconnect.

® Check boxes for WAN1 to WANS - Specify the WAN
interface by checking the WAN box.

After finished the above settings, click OK to save the settings.
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lI-1-2 Internet Access

For the router supports multi-WAN function, the users can set different WAN settings (for
WAN1/WAN2/WAN3/WAN4) for Internet Access. Due to different Physical Mode for WAN
interface, the Access Mode for these connections also varies. Refer to the following figures.

VAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN1 ADSL FPPFPOE / PPFOA ¥ | | Details Page || IPv6 |
WANZ Ethernet MNane | Details Page || IPv6 |
WANG LISB MP oA (RFC1483/2684) | Details Page || IPvE |
WA 4 ISB Mone ¥ [ | Details Page || IPvE |

Mote: 1, Device on USBE port 1 applies Wak3 configuration.
Device on USE port 2 applies Wak4 canfiguration.

Advanced You can configure DHCP client options here.

And,

WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN 1 ADSL PPFPOE I PPPDA ¥ | | Details Page || IPvG |

WANZ Ethernet Mone ¥ | | Details Fage || IPvE |

WA E LISB | Details Page | [ IPvE |
PPFOE -

WA 4 LISE | Details Page | [ IPvE |

Static ar Dynamic IP

Note: 1. Device on USE port 1 applies WAN3 o PPTRILZTP

Device on USE port 2 applies \WAM4 configuratian.

Advanced [You can configure DHCP client options here,

And,
WAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAN1 ADSL FPPoOE/ PFPOA ¥ | | Details Page || IPvE |
WANZ Ethernet Mone ¥ | | Details Page |[ IPv6 |
WANS Use Mone ¥ | | Details Page |[ IPv6 |
WiAN 4 Use Mone | Details Page || IPvE |

Mote: 1, Device on USBE port 1 applies \WaM3
Device on USE port 2 applies Wakl4

3G/4G USE Modem(PPP mode)
3G/4G USE Modem(DHCP mode)

Advanced Mou can configure DHCP client options here.,

Available settings are explained as follows:

Item Description
Index Display the WAN interface.
Display Name It shows the name of the WAN1/WAN2/WAN3/WAN4/WAN5

that entered in general setup.

Physical Mode

It shows the physical connection for WAN1~4 (Ethernet)
/WANS5 (3G/4G USB Modem) according to the real network
connection.
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Access Mode

Use the drop down list to choose a proper access mode. The
details page of that mode will be popped up. If not, click
Details Page for accessing the page to configure the settings.

Details Page This button will open different web page (based on 1Pv4)
according to the access mode that you choose in WAN
interface.

Note that Details Page will be changed slightly based on
physical mode.

IPv6 This button will open different web page (based on Physical
Mode) to setup IPv6 Internet Access Mode for WAN interface.
If IPv6 service is active on this WAN interface, the color of
“IPv6” will become green.

Advanced This button allows you to configure DHCP client options.
DHCP packets can be processed by adding option number and
data information when such function is enabled and
configured.

WAN >> Internet Access
DHCP Client Options Status
Options List
Ensble Interface Option Type Data
Enable: ¥
Interface: Al WJ‘-‘;NI WANZ WANI WaN4 WANS WANG WANT
Option Mumber:
DataType: ® ASCII Character (Ex: Qption: 18, Data: fpath)
Hexadecimal Digit (EX: Option: 18, Data: 2f70617468)
Address List (ExX: Option:44, Data:172.16.2.10,172.16.2.20...)
Data:
Adi Update Delete Reszet
Hote:
Option 61 has been given a default value.
You can configure option 61{Client Identifier) in "\WAM »> Internet Access" page.
If you choose to configure option 61 here, the settings in "WaN => Internet Access, Details Page” will be
%Vpet{;umngt;r\; reserved, you cannot configure it here but you can configure it in "Router Name" field of "WaM =
Internet Access",
QK
Enable - Check the box to enable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,
Option number:100
Data: abcd
When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.
Interface - Specify the WAN interface(s) that will be
overwritten by such function. WAN5 ~ WAN7 can be located
under WAN>>Multi-PVC/VLAN.
Option Number - Type a number for such function.
DataType - Choose the type (ASCII or Hex) for the data to be
stored.
Data - Type the content of the data to be processed by the
function of DHCP option.
Info If you choose to configure option 61 here, the detailed settings in WAN>>Internet

Access will be overwritten.
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[I-1-2-1 Details Page for PPPoE/PPPoA in WAN1

VWAHN >> Internet Access

WAN 1
PPPoE ! PPPoA MPoA (RFC1483/2684) IPvG
* Enahle Disahle ISP Access Setup
] Service Mame (Optional)
DSL Modem Settings Username
Multi-PYC channel Channel 1 v
Password
VR PPP Authentication FAFP or CHARP ¥
VL ) Idle Timeaout 1 second(s)
Encapsulating Type LLC/SNAP ¥ IP Address From ISP | '\Wak (P Alias
Protocol PPFoE ¥ Fized IP Yes ® Mo (Dynamic IP)
Madulation Multimode v Fived IP Address
PPPoE Pass-through = Default MAC Address
For Wired Lan Specify a MAC Address
For Wireless LAM MaC Address: 00 | 1D | &4 Z00 |00 | 01
WiAN Connection Detection Index{1-15) in Schedule Setup:
Mode ARF Detect ¥ == \ \ ,
MTU (Max:1492)
oK Cancel

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.
Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>
Multi-PVC/VLAN. Select M-PVCs Channel means no selection
will be chosen.

VPI - Type in the value provided by ISP.
VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.
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Multirmode

PPPoE Pass-through

The router offers PPPoE dial-up connection. Besides, you
also can establish the PPPoE connection directly from local
clients to your ISP via the Vigor router. When PPPoA protocol
is selected, the PPPoE package transmitted by PC will be
transformed into PPPoA package and sent to WAN server.
Thus, the PC can access Internet through such direction.

For Wired LAN - If you check this box, PCs on the same
network can use another set of PPPoE session (different with
the Host PC) to access into Internet.

For Wireless LAN - It is available for n model. If you check
this box, PCs on the same wireless network can use another
set of PPPOE session (different with the Host PC) to access
into Internet.

To have PPPoA Pass-through, please choose PPPoA protocol
and check the box(es) here. The router will behave like a
modem which only serves the PPPoE client on the LAN.
That’s, the router will offer PPPoA dial-up connection.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

@ Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Username - Type in the username provided by ISP in this
field.

Password - Type in the password provided by ISP in this field.
Separate Account for ADSL - In default, WAN1 supports ADSL
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and uses the same PPPoE account and password for
connection. If required, you can configure another account
and password for ADSL connection by checking this box. If it
is checked, the system will ask you to type another group of
account and password additionally.

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address From ISP Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN [P Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 8 public IP addresses other
than the current one you are using.

[ 192.168.1.1/doc/ wipalias.htm &

WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join NAT IP Pool

- el
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
8916 | 17-24 | 2532 = Next >

|_\UJ‘HJU‘|U1-PL\JI\JI—‘

M
M

Ok Clear All Close

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Type the MAC address for the router
manually.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Applications >> Schedule web page and you
can use the number that you have set in that web page.

[I-1-2-2 Details Page for MPoA in WAN1

MPOA is a specification that enables ATM services to be integrated with existing LANs, which
use either Ethernet, token-ring or TCP/IP protocols. The goal of MPOA is to allow different
LANSs to send packets to each other via an ATM backbone.

To use MPOA as the accessing protocol of the Internet, select MPoA from the WAN>>Internet
Access >>WAN1 page. The following web page will appear.
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WAHN >> Internet Access

VAN 1
PPPoE /PPPoA MPoA (RFC1483/2684) 1P
Enable @ Disable WWAN IP Network Settings | WA IP Alias
Obtain an IP address automaticalhy
DSL Modem Settings "

Multi-PwC channel
Encapsulation

PRI
WiZI
Modulation

WaHN Connection Detection
Mode

MTU

RIP Protocol
Enahle RIP

Bricdge Mode
Enahble Bridge Mode
Bridge Subnet

Channel 2

1433 Bridged IP LLC

0
a8
Multitnode

ARP Detect v

1452

LAMT ¥

*: Reguired for some 1SPs
Mote: 1. If enable firewall in bridge mode, IPv6 connection type would be change to DHCPyG mode.
2, Bridge Subnet cannot be selected by Multi-\WaN Interface at the same time.
3. If both Bridge Mode and Firewall are enahbled, the settings under User Management will be

ignored,

{Max:1500)

Fouter Marme Wigar

Domain Mame

* 1 Reqguired for some ISPs
DHCP Client Identifier for some ISP

Enahle

Username

Password

= Specify an IP address

IP Address

Subnet Mask

Gateway IP Address

= Default MAC Address
Specify a MAC Address
MAC Address: 00 | 1D | A4 500

0o | ot

DHS Server IP Address
Primary IP Address
Secondary IP Address

0.8.5.8
9844

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

DSL Modem Settings

Set up the DSL parameters required by your ISP. These
settings configured here are specified for ADSL only.
Multi-PVC channel - The selections displayed here are
determined by the page of Internet Access >>
Multi-PVC/VLAN. Select M-PVCs Channel means no selection
will be chosen.

VPI - Type in the value provided by ISP.

VCI - Type in the value provided by ISP.

Encapsulating Type - Drop down the list to choose the type
provided by ISP.

Protocol - Drop down the list to choose the one (PPPoE or
PPPoA) provided by ISP.

If you have already used Quick Start Wizard to set the
protocol, then it is not necessary for you to change any
settings in this group.

Modulation -Default setting is Multimode. Choose the one
that fits the requirement of your router.
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Multirmode

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping
Detect as the detection mode, you have to type required
settings for the following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

WAN IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Notice that this setting is
available for WAN1 only. Type the additional WAN IP address
and check the Enable box. Then click OK to exit the dialog.
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5 192.168.1.1/doc/ wipalias.him &
WAN1 IP Alias { Multi-NAT )
Index Enable Aux. WAN IP Join HAT IP Pool

1, v
2. 0.0.0.0
3. 0.0.0.0
4, 0.0.0.0
3. 0.0.0.0
a. 0.0.0.0
7. 0.0.0.0
a. 0.0.0.0

<< 18916 | 1724 | 25.32 == Hext ==

Ok Clear All Close

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

® Router Name - Type in the router name provided
by ISP.

® Domain Name - Type in the domain name that you
have assigned.
DHCP Client Identifier for some ISP -
® Enable: Check the box to specify username and

password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum length
of the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data.
® |P Address - Type in the private IP address.
® Subnet Mask - Type in the subnet mask.

® Gateway IP Address - Type in gateway IP address.

Default MAC Address - Type in MAC address for the router.
You can use Default MAC Address or specify another MAC
address for your necessity.

Specify a MAC Address - Type in the MAC address for the
router manually.

DNS Server IP Address

Type in the primary IP address for the router. If necessary,
type in secondary IP address for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-3 Details Page for PPPoE in Etherenet WAN

To choose PPPoE as the accessing protocol of the Internet, please select PPPoE from the
WAN>>Internet Access >>WAN1 page. The following web page will be shown.

WAN == Internet Access

WAN 2
PPPoE

Static or Dynamic IP

PPTP/LZTP IPv6

Enable

ISP Access Setup

Service Name {Optional)
Lsername

Password

== ) I

WAN Connection Detection
Mode

MTU

TTL
Change the TTL wvalue

® Disable

Index{1-15}) in Schedule Setup:

PPP/MP Setup

PPP Authentication PAP or CHAP v

Idle Timeout -1

IP Address Assignment Method (IPCP)
WAN IP Alias

second(s)

Fized IP: Y¥es ' Mo (Dynamic IP)
Fixed IP address

* Default MAC Address
Specify a MAC Address

ARP Detect v MaAC Address: 00 |10 | |A4A 254 | A3 | FA
1500 {Max:1500)
Enable v

(B]34 Cancel

Available settings are explained as follows:

Item

Description

Enable/Disable

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

ISP Access Setup

Enter your allocated username, password and authentication
parameters according to the information provided by your
ISP.

Service Name (Optional) - Enter the description of the
specific network service.

Username - Type in the username provided by ISP in this
field.

The maximum length of the user name you can set is 63
characters.

Password - Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
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following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

@ TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

PPP/MP Setup

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment
Method (IPCP)

Usually ISP dynamically assigns IP address to you each time
you connect to it and request. In some case, your ISP
provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using. Type the additional WAN
IP address and check the Enable box. Then click OK to exit
the dialog.
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5 192.168.1.1/doc/ wipalias.him &

WAN1 IP Alias { Multi-NAT )
Index Enable Aux. VWAN IP Join NAT IP Pool

- L
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
-8 | 916 | 17-24 | 25.32 == Hext ==

|_LDZI"\--.IU‘|U'I-{1L\JI'\JI—'-

M
M

Ok Clear All Close

Fixed IP - Click Yes to use this function and type in a fixed IP
address in the box of Fixed IP Address.

Default MAC Address - You can use Default MAC Address or
specify another MAC address by typing on the boxes of MAC
Address for the router.

Specify a MAC Address - Type the MAC address for the router
manually.

After finishing all the settings here, please click OK to activate them.

[I-1-2-4 Details Page for Static or Dynamic IP in Etherenet WAN

For static IP mode, you usually receive a fixed public IP address or a public subnet, namely
multiple public IP addresses from your DSL or Cable ISP service providers. In most cases, a
Cable service provider will offer a fixed public IP, while a DSL service provider will offer a
public subnet. If you have a public subnet, you could assign an IP address or many IP address
to the WAN interface.

To use Static or Dynamic IP as the accessing protocol of the internet, please click the Static
or Dynamic IP tab. The following web page will be shown.
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WAN == Internet Access

VAN 2

PPPoE Static or Dynamic IP PPTP/L2TP

Enable ® Disable

Keep WAN Connection

PIMG to the IP

TTL

Enable PING to keep alive

Change the TTL value Enable v

Router Marme
Domain Name

* 1 Required for some ISPs

PING Interval 0 minute(s) DHCP Client Identifier for some ISP
Enabl
WAHN Connection Detection nanie
Mode ARF Detect v Ysemame
Password
MTU 1500 {Maw: 15000 *® Specify an IP address
IP Address
RIP Frotocol cubnet Mask
Enable RIP
Gateway IP Address
Bridge Mode
Enable Bridge Mode * Default MAC Address
Bridge Subnet LAN T * Specify a MaAC Address

DHNS Server IP Address
Primary IP Address 5.8.88

Secondary IP Address  8.8.4.4

Ok Cancel

Available settings are explained as follows:

WAN IP Network Settings | WAN IP Alias

Obtain an IP address automatically

MAC Address: 00 | 100 A4 154

Item

Description

Enable / Disable

Click Enable for activating this function. If you click Disable,

this function will be closed and all the settings that you

adjusted in this page will be invalid.

Keep WAN Connection

Normally, this function is designed for Dynamic IP
environments because some ISPs will drop connections if
there is no traffic within certain periods of time. Check
Enable PING to keep alive box to activate this function.

PING to the IP - If you enable the PING function, please
specify the IP address for the system to PING it for keeping

alive.

PING Interval - Enter the interval for the system to execute

the PING operation.

WAN Connection
Detection

Such function allows you to verify whether network

connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect or Always On for
the system to execute for WAN detection. If you choose Ping

Detect as the detection mode, you have to type required

settings for the following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP

address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN

gateway IP address for pinging. With the IP address(es)

pinging, Vigor router can check if the WAN connection is
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on or off.
® TTL (Time to Live) - Set TTL value of PING operation.
® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

MTU

It means Max Transmit Unit for packet.

RIP Protocol

Routing Information Protocol is abbreviated as RIP (RFC1058 )
specifying how routers exchange routing tables information.
Click Enable RIP for activating this function.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

TTL

Change the TTL value - Enable or disable the TTL (Time to
Live) for a packet transmitted through Vigor router.

Enable - TTL value will be reduced (-1) when it passess
through Vigor router. It will cause the client, accessing
Internet through Vigor router, be blocked by certain ISP
when TTL value becomes “0”.

Disable - TTL value will not be reduced. Then, when a packet
passes through Vigor router, it will not be cancelled. That is,
the client who sends out the packet will not be blocked by
ISP.

WAN IP Network Settings

This group allows you to obtain an IP address automatically
and allows you type in IP address manually.

WAN IP Alias - If you have multiple public IP addresses and
would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
than the current one you are using.

[ 192.168.1. 1/ doc/ wipalias.htm %

\WAN1 IP Alias { Multi-HAT )
Index Enahle Aux. WAN IP Join NAT IP Pool

- Ui
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
8016 | 17-24 | 2532 == Next ==

|_LDZI"\--.IU‘IU'I-PL|JI\JI—‘

o
M

Ok Clear All Close

Obtain an IP address automatically - Click this button to
obtain the IP address automatically if you want to use
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Dynamic IP mode.

® Router Name: Type in the router name provided
by ISP.

® Domain Name: Type in the domain name that you
have assigned.

DHCP Client Identifier for some ISP

@® Enable: Check the box to specify username and
password as the DHCP client identifier for some
ISP.

® Username: Type a name as username. The
maximum length of the user name you can set is
63 characters.

® Password: Type a password. The maximum length
of the password you can set is 62 characters.
Specify an IP address - Click this radio button to specify
some data if you want to use Static IP mode.
® |P Address: Type the IP address.
@® Subnet Mask: Type the subnet mask.
® Gateway IP Address: Type the gateway IP
address.

Default MAC Address: Click this radio button to use default
MAC address for the router.

Specify a MAC Address: Some Cable service providers
specify a specific MAC address for access authentication. In
such cases you need to click the Specify a MAC Address and
enter the MAC address in the MAC Address field.

DNS Server IP Address

Type in the primary IP address for the router if you want to
use Static IP mode. If necessary, type in secondary IP address
for necessity in the future.

After finishing all the settings here, please click OK to activate them.
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[I-1-2-5 Details Page for PPTP/L2TP in Etherenet WAN

To use PPTP/L2TP as the accessing protocol of the internet, please click the PPTP/L2TP tab.
The following web page will be shown.

WAHN == Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPLZTP IPvi
Enable PPTP Enable LZTP @ Disable |PPP Setup
Server Address PPP Authentication PAP ar CHAR ¥
Specify Gateway IP Address Idle Timeout 1 second(s)
IP Address Assignment Method {IPCP)
WAk IR Alias
ISP Access Setup Fized IP: Yas @ Mo (Dynamic [P
Username Fised IP Address
Password VAN IP Network Settings
Index{1-15) in Schedule Setup: Obtain an IP address automatically
== s s ' = Specify an IP address
IP Address
MTU 1460 (Max:1460) Suhnet Mask
0] 54 Cancel
Available settings are explained as follows:
Item Description
PPTP/L2TP Enable PPTP- Click this radio button to enable a PPTP client

to establish a tunnel to a DSL modem on the WAN interface.

Enable L2TP - Click this radio button to enable a L2TP client
to establish a tunnel to a DSL modem on the WAN interface.
Disable - Click this radio button to close the connection
through PPTP or L2TP.

Server Address - Specify the IP address of the PPTP/L2TP
server if you enable PPTP/L2TP client mode.

Specify Gateway IP Address - Specify the gateway IP address
for DHCP server.

ISP Access Setup Username -Type in the username provided by ISP in this
field. The maximum length of the user name you can set is 63
characters.

Password -Type in the password provided by ISP in this field.
The maximum length of the password you can set is 62
characters.

Index (1-15) in Schedule Setup - You can type in four sets of
time schedule for your request. All the schedules can be set
previously in Application >> Schedule web page and you can
use the number that you have set in that web page.

MTU It means Max Transmit Unit for packet.
PPP Setup PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

Idle Timeout - Set the timeout for breaking down the
Internet after passing through the time without any action.

IP Address Assignment WAN IP Alias - If you have multiple public IP addresses and
Method(IPCP) would like to utilize them on the WAN interface, please use
WAN IP Alias. You can set up to 32 public IP addresses other
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than the current one you are using.

Fixed IP - Usually ISP dynamically assigns IP address to you
each time you connect to it and request. In some case, your
ISP provides service to always assign you the same IP address
whenever you request. In this case, you can fill in this IP
address in the Fixed IP field. Please contact your ISP before
you want to use this function. Click Yes to use this function
and type in a fixed IP address in the box.

Fixed IP Address -Type a fixed IP address.

WAN IP Network Settings

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

Specify an IP address - Click this radio button to specify
some data.

® |P Address - Type the IP address.
@® Subnet Mask - Type the subnet mask.

After finishing all the settings here, please click OK to activate them.

[I-1-2-6 Details Page for 3G/4G USB Modem (PPP mode) in USB WAN

To use 3G/4G USB Modem (PPP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (PPP mode) for
WANS. The following web page will be shown.

WAHN >> Internet Access

YWAN 3
3G/4G USE Modem{PPP mode) 364G USE ModemiDHCP mode) IPvG
| Modem Support List |
3Gi4G USB Modem{PPP mode) Enahle @® Disahle
SIM PIM code
. . ATEFEMT 1 ED2ECT1S0=0
Modem Initial String {Default: ATRFEDVIX1RD28C 150=0)
APMN Name Apply
Modem Initial String2 AT
Modem Dial String ATDT 9%

Service Mame

FPF Llsername
PPP Password

PPP Authentication

== 3 3

WAHN Connection Detection
Mode

Index(1-15) in Schedule Setup:

J

(Defaul:ATDT*99#, COMAATDTE#FF7, TD-
SCDMAATDT*98™ 1#)

(Optional)

(Optional)

(Optional)
FAFP or CHAF ¥

ARF Detect v

[8]54 Cancel Default

Available settings are explained as follows:

Item

Description

Modem Support List

It lists all of the modems supported by such router.
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1 192.168.1. 1/ doc/pppauptlst.him
3G/4G Modem Support List{PPP mode)
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain

environment or countries. If the LTE modem you have is on the list but cannot wark properly, please
write an e-mail to support@draytek.com or consult your dealer for further information

Brand Model LTE Status
ik Aiko 830 ki
[lcatel \&lcatel L100W 2
\alcatel \Alcatel w100
BandRich Bandluxe C170
BandRich Bandluxe C270

<|=|=|=

3G /4G USB Modem (PPP
mode)

Click Enable for activating this function. If you click Disable,
this function will be closed and all the settings that you
adjusted in this page will be invalid.

SIM PIN code

Type PIN code of the SIM card that will be used to access
Internet.

The maximum length of the PIN code you can set is 15
characters.

Modem Initial String

Such value is used to initialize USB modem. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 47
characters.

APN Name

APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 43
characters.

Modem Initial String2

The initial string 1 is shared with APN.

In some cases, user may need another initial AT command to
restrict 3G band or do any special settings.

The maximum length of the string you can set is 47
characters.

Modem Dial String

Such value is used to dial through USB mode. Please use the
default value. If you have any question, please contact to
your ISP.

The maximum length of the string you can set is 31
characters.

Service Name

Enter the description of the specific network service.

PPP Username

Type the PPP username (optional). The maximum length of
the name you can set is 63 characters.

PPP Password

Type the PPP password (optional). The maximum length of
the password you can set is 62 characters.

PPP Authentication

Select PAP only or PAP or CHAP for PPP.

Index (1-15) in Schedule
Setup

You can type in four sets of time schedule for your request.
All the schedules can be set previously in Application >>
Schedule web page and you can use the number that you
have set in that web page.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through ARP Detect or Ping Detect.
Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
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detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® TTL (Time to Live) - Set TTL value of PING operation.

@ Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.

[I-1-2-7 Details Page for 3G/4G USB Modem (DHCP mode) in USB WAN

To use 3G/4G USB Modem (DHCP mode) as the accessing protocol of the internet, please
choose Internet Access from WAN menu. Then, select 3G/4G USB Modem (DHCP mode) for
WAN3/WAN4. The following web page will be shown.

WAN == Internet Access

WAN 3
3G/4G USB Modem{PPP mode) 364G USE Modemi{DHCP mode) IPvi
| Modem Support List |
3G/4G USB Modem{DHCP mode) = Enable Disable

SIM PIM code
Network Mode
APM Mame
MTU

Path MTLU Discovery
LTE hardware version

Mode

WAN Connection Detection

43332G v | (Default:4G/3G/2G)

1380 (Default: 13807
Choose IP

ARF Detect v

Mote: Please note that in some case USE port connection will be terminated tempaorarily to activate

the new configuration.

QK Cancel

Available settings are explained as follows:

Item

Description

Modem Support List

It lists all of the modems supported by such router.

fulEl s
1 192.168.1. 1/ docpppauptlst.him
3G/4G Modem Support LiStPPP mode)
The following compatibility test lists 3.5G/LTE modems supported by Vigor router under certain

environment or countries. If the LTE modem you have is on the list but cannot work properly, please
write an e-mail to support@draytek .com or consult your dealer for further information,

Brand Model LTE Status
ko ko 83D hd
\hlcatel \lcatel L100V @
\hlcatel \Alcatel W100
BandRich Bandluxe C170
BandRich Bandluxe C270

<| =<

—

—

3G/4G USB Modem (DHCP

Click Enable for activating this function. If you click Disable,

mode) this function will be closed and all the settings that you
adjusted in this page will be invalid.
SIM PIN code Type PIN code of the SIM card that will be used to access

Internet.
The maximum length of the PIN code you can set is 19
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characters.

Network Mode Force Vigor router to connect Internet with the mode
specified here. If you choose 4G/3G/2G as network mode,
the router will choose a suitable one according to the actual
wireless signal automatically.

APN Name APN means Access Point Name which is provided and
required by some ISPs. Type the name and click Apply.

The maximum length of the name you can set is 47

characters.
MTU It means Max Transmit Unit for packet.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to

execute for WAN detection. If you choose Ping Detect as the

detection mode, you have to type required settings for the

following items.

® Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

® Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging. With the IP address(es)
pinging, Vigor router can check if the WAN connection is
on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

® Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

After finishing all the settings here, please click OK to activate them.

[I-1-2-8 Details Page for IPv6 — Offline in WAN1/WAN2/WAN3/WAN4

When Offline is selected, the IPv6 connection will be disabled.

[I-1-2-9 Details Page for IPv6 — PPP in WAN1/WAN2

During the procedure of IPv4 PPPoE connection, we can get the IPv6 Link Local Address
between the gateway and Vigor router through IPv6CP. Later, use DHCPv6 or accept RA to
acquire the IPv6 prefix address (such as: 2001:B010:7300:200::/64) offered by the ISP. In
addition, PCs under LAN also can have the public IPv6 address for Internet access by means of
the generated prefix.

No need to type any other information for PPP mode.
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WAN == Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPL2TP IPvG
Internet Access Mode
Connection Type FFRP v
Mote : IPv4 'WAN setting should be PPPoE client.
WAN Connection Detection
Mode Fing Detect -
Ping IPfHostname
TTL{1-255,0;Aut0) 0
QK Cancel
Available settings are explained as follows:
Item Description
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

for pinging.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Below shows an example for successful IPv6 connection based on PPP mode.

Info At present, the IPv6 prefix can be acquired via the PPPoE mode connection which is
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available for the areas such as Taiwan (hinet), the Netherlands, Australia and UK.

[I-1-2-10 Details Page for IPv6 — TSPC in WAN1/WAN2/WAN3/WAN4

Tunnel setup protocol client (TSPC) is an application which could help you to connect to IPv6
network easily.

Please make sure your IPv4 WAN connection is OK and apply one free account from hexago
(http://gogonet.gogo6.com/page/freenet6-account ) before you try to use TSPC for network
connection. TSPC would connect to tunnel broker and requests a tunnel according to the
specifications inside the configuration file. It gets a public IPv6 IP address and an IPv6 prefix
from the tunnel broker and then monitors the state of the tunnel in background.

After getting the IPv6 prefix and starting router advertisement daemon (RADVD), the PC
behind this router can directly connect to IPv6 the Internet.

WiN == Internet Access d

WAN 3
3G/46 USE Modem(PPP mode) 3Gi4G USE Modern{DHCP mode) IPvi

Internet Access Mode
Connection Type TSPC ¥

TSPC Configuration
Uzername
Password
Tunnel Broker

WaAN Connection Detection
Mode Always On ¥

(0]34 Cancel

Available settings are explained as follows:

Item Description

Username Type the name obtained from the broker. It is suggested for
you to apply another username and password for
http://gogonet.gogo6.com/page/freenet6-account.

The maximum length of the name you can set is 63

characters.
Password Type the password assigned with the user name.
The maximum length of the name you can set is 19
characters.
Tunnel Broker Type the address for the tunnel broker IP, FQDN or an
optional port number.
WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.
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After finished the above settings, click OK to save the settings.

[I-1-2-11 Details Page for IPv6 — AICCU in WAN1/WAN2/WAN3/WAN4

WAN == Internet Access d

VAN 1
PPPoE / PPPoA MPod [ Static or Dvnamic IP IPvt

Internet Access Mode
Conneckion Type AlCCU v

AICCU Configuration
Always On
Lsername
Password
Tunnel Broker tic.sixes. net
Tunnel ID
Subnet Prefix !

WAN Connection Detection
Mode Ping Detect v
Ping IP/Hostname
TTL{1-255,0;AuUt0) 0
Mote: If "always On" is not enabled, AICCU connection would only retry three times.

Ok Cancel

Available settings are explained as follows:

Item Description
Always On Check this box to keep the network connection always.
Username Type the name obtained from the broker. Please apply new

account at http://www.sixxs.net/. It is suggested for you to
apply another username and password.

The maximum length of the name you can set is 19

characters.

Password Type the password assigned with the user name.
The maximum length of the password you can set is 19
characters.

Tunnel Broker It means a server of AICCU. The server can provide IPv6

tunnels to sites or end users over IPv4.

Type the address for the tunnel broker IP, FQDN or an
optional port number.

Tunnel ID One user account may have several tunnels. And, each
tunnel shall have one specified tunnel ID (e.g., T115394).

Type the ID offered by Tunnel Broker.

Subnet Prefix Type the subnet prefix address obtained from service
provider.

The maximum length of the prefix you can set is 128
characters.
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WAN Connection Such function allows you to verify whether network
Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection.

@ Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.
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[I-1-2-12 Details Page for IPv6 — DHCPv6 Client in WAN1/WAN2

DHCPv6 client mode would use DHCPv6 protocol to obtain IPv6 address from server.

WWAN == Internet Access d
WAN 1

PPPoE i PPPoOA MPof [ Static or Dynamic IP IPvt

Internet Access Mode

Connection Type DHCPYE Client v

DHCPvG Client Configuration
[AID (Identity Association ID) 44149859

WaAHN Connection Detection
Mode Ping Detect v
Ping IP/Hostname
TTL{1-255,0:Auto) ]

Bridge Mode

¥ Enable Bridge Mode
Enable Firewall
Bridge Subnet LAMZ T

Ok Cancel

Available settings are explained as follows:

Item Description

Identify Association Choose Prefix Delegation or Non-temporary Address as the
identify association.

IAID Type a number as IAID.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through NS Detect or Ping Detect.

Mode - Choose Always On, Ping Detect or NS Detect for the
system to execute for WAN detection. With NS Detect mode,
the system will check if network connection is established or
not, like IPv4 ARP Detect. Always On means no detection

will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.
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[I-1-2-13 Details Page for IPv6 — Static IPv6 in in WAN1/WAN2

This type allows you to setup static IPv6 address for WAN interface.

WAHN >> Internet Access

WAN 1
PPPoE | PPPoA MPoA I Static or Dynamic IP IPv
Internet Access Mode
Connection Type Static IPvE v
Static IPvi Address Configuration
IPvE Address J Prefix Length
! Add Delete

Current IPvG Address Tahle
Index IPw6 Address/Prefix Length Scope

Static IPvG Gateway configuration
IPvE Gateway Address

WaHN Connection Detection
Mode Fing Detect ¥
Fing IP/Hostname
TTL(1-255,0:Aut0) ]

Bridge Mode

¥ Enable Bridge Mode

Enable Firewall
Bridge Subnet

LAM 2 ¥

QI Cancel

Available settings are explained as follows:

Item

Description

Static IPv6 Address
Configuration

IPv6 Address - Type the IPv6 Static IP Address.

Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.

Delete - Click it to remove an existed entry.

Current IPv6 Address
Table

Display current interface IPv6 address.

Static IPv6 Gateway
Configuration

IPv6 Gateway Address - Type your IPv6 gateway address
here.

WAN Connection
Detection

Such function allows you to verify whether network
connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect or NS Detect for
the system to execute for WAN detection. Always On means
no detection will be executed. The network connection will
be on always.

® Ping IP/Hostname - If you choose Ping Detect as
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detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

Bridge Mode

Enable Bridge Mode - If the function is enabled, the router
will work as a bridge modem.

Enable Firewall - It is available when Bridge Mode is
enabled. When both Bridge Mode and Firewall check boxes
are enabled, the settings configured (user profiles) under
User Management will be ignored. And all of the filter rules
defined and enabled in Firewall menu will be activated.

Bridge Subnet - Make a bridge between the selected LAN
subnet and such WAN interface.

After finished the above settings, click OK to save the settings.

[I-1-2-14 Details Page for IPv6 — 6in4 Static Tunnel in WAN1 / WAN2

This type allows you to setup 6in4 Static Tunnel for WAN interface.

Such mode allows the router to access IPv6 network through IPv4 network.

However, 6in4 offers a prefix outside of 2002::0/16. So, you can use a fixed endpoint rather
than anycast endpoint. The mode has more reliability.

WAN >> Internet Access

WAN 1
PPPOE { PPPoA

o

MPoA | Static or Dynamic IP IPvG

Internet Access Mode
Connection Type

Gind Static Tunnel

Gind IPv6 Address
LAN Routed Prefis
Tunnel TTL

Mode
Ping IP/Hostname
TTL(1-255,0: Auta)

WaN Connection Detection

Bind Static Tunnel ¥

Remote Endpoint IPv4 Address

B4 (default:64)
B4 (default:64)
285 (default:255)

Ping Detect »

8] Zancel

Available settings are explained as follows:

Item

Description

Remote Endpoint IPv4
Address

Type the static IPv4 address for the remote server.

6in4 IPv6 Address

Type the static IPv6 address for IPv4 tunnel with the value
for prefix length.

LAN Routed Prefix

Type the static IPv6 address for LAN routing with the value
for prefix length.

Tunnel TTL

Type the number for the data lifetime in tunnel.

WAN Connection

Such function allows you to verify whether network
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Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6in4 Static Tunnel mode.

Online Status

Physical Connection System Uptime: Oday 0:4:16
IPv4 IPvé
LAN Status
IP Address

2001:4DD0:FFO0:83E4:21D:AAFF:FE83:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

14 80 1244 6815
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6ind Static Tunnel 0:04:07

IP Gateway IP

2001:4DD0:FF10:83E4::2131/64 (Global) ---
FE80::C0AB8:651D/128 (Link)
TX Packets RX Packets TX Bytes RX Bytes

iz

3 26 211 2302
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[I-1-2-15 Details Page for IPv6 — 6rd in WAN1 / WAN2

This type allows you to setup 6rd for WAN interface.

WAN == Internet Access d
WAN 1
PPPoE r PPPoOA MPoA | Static or Dyvhamic IP IPvG
Internet Access Mode
Connection Type Gird v
6rd Settings
Brd Mode = Auto Grd Static Grd

Hote : Please setup IPv4 WaN as "DHCP" for &uto 6rd connection.

WaHN Connection Detection
Maode Ping Detect
Ping IP/Hostname
TTL{1-255,0:Auto) 0

[0]14 Cancel

Available settings are explained as follows:

Item Description

6rd Mode Auto 6rd - Retrieve 6rd prefix automatically from 6rd service
provider. The IPv4 WAN must be set as "DHCP".

Static 6rd - Set 6rd options manually.

IPv4 Border Relay Type the IPv4 addresses of the 6rd Border Relay for a given
6rd domain.
IPv4 Mask Length Type a number of high-order bits that are identical across all

CE IPv4 addresses within a given 6rd domain.
It may be any value between 0 and 32.

6rd Prefix Type the 6rd IPv6 address.

6rd Prefix Length Type the IPv6 prefix length for the 6rd IPv6 prefix in number
of bits.

WAN Connection Such function allows you to verify whether network

Detection connection is alive or not through Ping Detect.

Mode - Choose Always On or Ping Detect for the system to
execute for WAN detection. Always On means no detection
will be executed. The network connection will be on always.

® Ping IP/Hostname - If you choose Ping Detect as
detection mode, you have to type IP address in this field
for pinging.

® TTL (Time to Live) -If you choose Ping Detect as
detection mode, you have to type TTL value.

After finished the above settings, click OK to save the settings.

Below shows an example for successful IPv6 connection based on 6rd mode.
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Online Status

Physical Connection

System Uptime: Oday 0:9:15

IPv4d IPvE

LAN Status

IP Address

2001:E41:A865:1D00:21D:AAFF:FE83:11B4/64 (Global)

FE80::21D:AAFF:FE83:11B4/64 (Link)

TX Packets RX Packets TX Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes ord 0:09:06

IP Gateway IP

2001:E41:A865:1D01:21D:AAFF:FE83:11B5/128 sz2
(Global)

FE80::C0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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[I-1-3 Multi-PVC/VLAN

This router allows you to create multi-PVC for different data transferring for using. Simply go
to WAN and select Multi-PVC/VLAN page.

General

The system allows you to set up to eight channels which are ready for choosing as the first
PVC line that will be used as multi-PVC.

WAN >=> Multi-PYCWVLAN

Multi-PYCALAN

General Advanced
Channel Enahle WAN Type YPINVCI VWLAN Tag Port-based Bridge
1 Yes ADSL 0/33 MNone
2 Yes Ethernet{\Wan2) MNone
5. WANS Mo ADSL 1/45 Mone Enable P1 P2 P3 P4
6. Wako Mo ADSL 1/46 MNone Enakle P1 P2 P3 P4
7. WANT Mo ADSL 1/47 MNaone Enable P1 P2 P3 P4
8. Mo ADSL 1/48 Mone Enable P1 P2 P23 P4
9. Mo ADSL o0s0 MNone Enable P1 P2 P3 P4
10. Mo ADSL o/0o MNone Enakle P1 P2 P3 P4
Mote:

Channel 2 and channel 4 are reserved for USE WAN,

QK Cancel

Available settings are explained as follows:

Item Description

Channel Display the number of each channel.
Channels 1 and 2 are used by the Internet Access web user
interface and can not be configured here.
Channels 5 ~ 10 are configurable.

Enable Display whether the settings in this channel are enabled
(Yes) or not (No).

WAN Type Displays the physical medium that the channel will use.

VPI/VCI Display the value for VPI and VCI.

VLAN Tag Displays the VLAN tag value that will be used for the packets

traveling on this channel.

Port-based Bridge

The network traffic flowing on each channel will be
identified by the system via their VLAN Tags. Channels using
the same WAN type may not configure the same VLAN tag
value.

Enable - Check this box to enable the port-based bridge
function on this channel.

P1 ~ P4 - Check the box(es) to build bridge connection on
LAN.
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Click any index (8~10) to get the following web page:

VAN =2 Multi-PYCALAN == Channel 8

Multi-PyCA/LaM Channel 8: @ Enable Disahle
Wakl Tyvpe ADSL r
General Settings ATM QoS
WPI 1 QoS Type UBR T
WICT 48 PCR
Protocal FFFoA T SCR
Encapsulation WO MES
Add WLAN Header
YLAN Tag 1l
Priority i
Bridge mode
Enahle
Physical Members
Pl Pz P3 P4
OK Cancel

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 8~10

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the
Multi-VLAN application, only the Ethernet WAN type is
available. The user will be able to select the physical WAN
interface the channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.

VCI - Type in the value provided by your ISP.

Protocol - Select a proper protocol for this channel.
Encapsulation - Choose a proper type for this channel. The

types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
two options.

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

Bridge mode

Enable - Click it to enable Bridge mode for such channel.

Physical Members - Group the physical ports by checking the
corresponding check box(es) for applying the bridge
connection.
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WAN links for Channel 5, 6 and 7 are provided for router-borne application such as TR-069.
The settings must be applied and obtained from your ISP. For your special request, please
contact with your ISP and then click WAN link of Channel 5, 6 or 7 to configure your router.

WAN >> Multi-PYCALAN >> Channel &

Multi-PYCALAN Channel S5: 00 Enable = Disable
WAN Type ADSL r
General Settings ATM QoS
WPRI 1 QoS Type UBR A
WCI 45 PCE I
Protocal PPPoA ¥ SCR ]
Encapsulation YOMUE T MBS ]
Add WLAN Header
WLAN Tag 0
Priarity 0
Open Port-based Bridge Connection for this Channel
Physical Members
PL P2 P3| P4
Open WAHN Interface for this Channel
waAN Application: | Management ¥
Walk Connection Detection
Mode ARP Detect ¥
PPPoE/PPPoA Client MPoh (RFC1483/2684)
ISP Access Setup Obtain an IP address automatically
ISP Name Router Mame Wigar *
Username Damain Mame *
Passwaord *1 Reguired for some ISPs
PPF Authentication PAP or CHAP ¥ Specify an IP address
Always On IP Address
Idle Timeout H second(s) Subnet Mask
IP Address From ISP Gateway IP Address
Fixed IP Yes Mo (Dynamic IP) DNS Server IP Address
Fixed IP Address Primary IP Address g9.8.8.8
Secondary IP Address  9.8.4.4

oK Cancel

Available settings are explained as follows:

Item

Description

Multi-VLAN Channel 5/6/7

Enable - Click it to enable the configuration of this channel.
Disable -Click it to disable the configuration of this channel.

WAN Type

The connections and interfaces created in every channel may
select a specific WAN type to be built upon. In the Multi-PVC
application, only the Ethernet WAN type is available. The
user will be able to select the physical WAN interface the
channel shall use here.

General Settings

VPI - Type in the value provided by your ISP.
VCI - Type in the value provided by your ISP.
Protocol - Select a proper protocol for this channel.

Encapsulation - Choose a proper type for this channel. The
types will be different according to the protocol setting that
you choose.

Add VLAN Header - Check the box to enable the following
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two options.

VLAN Tag - Type the value as the VLAN ID number. Valid
settings are in the range from 1 to 4095. The network traffic
flowing on each channel will be identified by the system via
their VLAN Tags. Channels using the same WAN type may not
configure the same VLAN tag value.

Priority - Choose the number to determine the packet
priority for such VLAN. The range is from O to 7.

ATM Oo0S

Such function is available only when ADSL is selected as WAN
Type.

QoS Type - Select a proper QoS type for the channel.

Type the values for PCR, SCR and MBS respectively.

Open Port-based Bridge
Connection for this
Channel

The settings here will create a bridge between the LAN ports
selected and the WAN. The WAN interface of the bridge
connection will be built upon the WAN type selected using
the VLAN tag configured.

Physical Members - Group the physical ports by checking the

corresponding check box(es) for applying the port-based
bridge connection.

Open WAN Interface for
this Channel

Check the box to enable relating function.

WAN Application -

® Management - It can be specified for general
management (Web configuration/telnet/TR069). If you

choose Management, the configuration for this VLAN
will be effective for Web configuration/telnet/TR069.

® IPTV - The IPTV configuration will allow the WAN
interface to send IGMP packets to IPTV servers.

WAN Connection
Detection

Such function is available only when ADSL is selected as WAN
Type.

It allows you to verify whether network connection is alive or
not through ARP Detect or Ping Detect.

Mode - Choose ARP Detect or Ping Detect for the system to
execute for WAN detection. If you choose Ping Detect as the
detection mode, you have to type required settings for the
following items.

@ Primary/Secondary Ping IP - If you choose Ping Detect as
detection mode, you have to type Primary or Secondary IP
address in this field for pinging.

@ Ping Gateway IP - If you choose Ping Detect as detection
mode, you also can enable this setting to use current WAN
gateway IP address for pinging.

With the IP address(es) pinging, Vigor router can check if
the WAN connection is on or off.

® TTL (Time to Live) - Set TTL value of PING operation.

® Ping Interval - Type the interval for the system to
execute the PING operation.

@ Ping Retry - Type the number of times that the system is
allowed to execute the PING operation before WAN
disconnection is judged.

WAN Setup

Choose PPPoE/PPPoA or MPOA as the protocol in General
Settings for such channel.

® If PPPOE/PPPOA Client is selected, you have to configure
the settings listed under ISP Access Setup. Enter your
allocated username, password and authentication
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parameters according to the information provided by your
ISP.

ISP Name - Type in the name of your ISP.

Username - Type in the username provided by ISP in this
field. The maximum length of the name you can set is 80
characters.

Password - Type in the password provided by ISP in this
field. The maximum length of the password you can set is
48 characters.

PPP Authentication - Select PAP only or PAP or CHAP for
PPP.

» Always On - Check it to keep the network
connection always.

» ldle Timeout - Set the timeout for breaking down
the Internet after passing through the time without
any action.

Fixed IP - Click Yes to use this function and type in a
fixed IP address in the box of Fixed IP Address.

® If MPOA is selected, you have to configure the settings
listed under MPoOA .

Obtain an IP address automatically - Click this button to
obtain the IP address automatically.

» Router Name - Type in the router name provided by
ISP.

» Domain Name - Type in the domain name that you
have assigned.

Specify an IP address - Click this radio button to specify
some data.

» IP Address - Type in the private IP address.
» Subnet Mask - Type in the subnet mask.
» Gateway IP Address - Type in gateway IP address.

DNS Server IP Address - Type in the primary IP address for
the router if you want to use Static IP mode. If necessary,
type in secondary IP address for necessity in the future.

After finished the above settings, click OK to save the settings and return to previous page.

Advanced

Such configuration is applied to upstream packets. Such information will be provided by ISP.
Please contact with your ISP for detailed information.
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WAN >> Multi-PYCALAN

Multi-PYCVLAN
General Advanced
ATM QoS
Channel QoS Type PCR SCH MBS PVC to PYC Binding
1. UBR T 0 0 0 Dizahle ¥
2. UBR ¥ ] 0 ] Dizahle ¥
5. UBR ¥ 0 0 0 Disahle ¥
6. UBR ¥ ] 0 ] Dizahla ¥
7. UBR ¥ 0 0 0 Disahle ¥
B. UBR ¥ 0 0 0 Dizahle ¥
=N UBR ¥ ] 0 ] Dizahle ¥
10, UBR ¥ 0 0 0 Disahle ¥
Hote:

1. If the parameters in the ATM QoS settings are set to zero, then their default settings will be
used. Also, PCR{max)=AD5SL Up Speed /5378,

2, Multiple channels may use the same ADSL channel link through the PYC Binding configuration.
The PWC Binding configuration is only supported for channels using A05L, please make sure the
channel that you are binding to is using ADSL as its Wak type, The binding will wark anly under
PPPoE and MPoA 1483 Bridge mode.

3. Channel 3 and channel 4 are reserved for USE WaAN,

[0]54 Cancel

Available settings are explained as follows:

Item Description

QoS Type Select a proper QoS type for the channel according to the
information that your ISP provides.

PCR It represents Peak Cell Rate. The default setting is “0”.

SCR It represents Sustainable Cell Rate. The value of SCR must be
smaller than PCR.

MBS It represents Maximum Burst Size. The range of the value is

10 to 50.

PVC to PVC Binding

It allows the enabled PVC channel to use the same ADSL
connection settings of another PVC channel. Please choose
the PVC channel via the drop down list.

After finished the above settings, click OK to save the settings.
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[I-1-4 WAN Budget

This function is used to determine the data traffic volume for each WAN interface
respectively to prevent from overcharges for data transmission by the ISP. Please note that
the Quota Limit and Billing cycle day of month settings will need to be configured correctly
first in order for some period calculations to be performed correctly.

lI-1-4-1 General Setup

WAN == WAN Budget
General Setup Monitor Page
Index Enahle Quota When quota exceeded Time cycle Duration
WWAN1 " OMBOMB 0,/00,/00 00:00~0/00,/00 O0:00
WAN2 ] opMe/aME 0/00/00 00;00--0/00/00 00:00
VWANI " oMe,OMBE 0/00/00 00:00~0/00,/00 00:00
VWAN4 " OMBfOMB 0,/00,/00 00:00~0/00,/00 00:00

Note: 1. The budget traffic information provided here is for reference only, please consult your ISP for the
actual traffic usage and charges.
2. When hardware acceleration function is used, the monitored YWaN traffic of Ethernet WaN
interfaces may be slightly inaccurate.

Click WAN1/WAN2/WAN3/WAN4 link to open the following web page.

WAN >> WAN Budget

WAN 1

Enable
Criterion and Action

Quota Limit: 0 ME *
When quota exceeded ; Shutdown Wal intarface
Using Motification Object |- v

Set Mail Alert or SMS message.

Monthly Custom

Select the day of a month when your {cellular) data resets.
Data quota resets on day |1 ¥ | at |00:00 v

Note:
1. Please make sure the Time and Date of the router is configured.
2. SMS message and mail will be sent when the usage reaches 95% and 100% of quota.

B4 Cancel

Available settings are explained as follows:

Item Description
Enable Check the box to enable such function.
Quota Limit Type the data traffic quota allowed for such WAN interface.

There are two unit (MB and GB) offered for you to specify.

When quota exceeded Check the box(es) as the condition(s) for the system to
perform when the traffic has exceeded the budget limit.

Shutdown WAN interface - All the outgoing traffic through
such WAN interface will be terminated.

®  Using Notification Object - The system will send out a
notification based on the content of the notification
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object.

@® Set Mail Alert - The system will send out a warning
message to the administrator when the quota is running
out. However, the connection charges will be
calculated continuously.

® Set SMS message - The system will send out SMS
message to the administrator when the quota is running
out.

Monthly Some ISP might apply for the network limitation based on the
traffic limit per month. This setting is to offer a mechanism
of resetting the traffic record every month.

Muonthhy Custom

Select the day of a month when your (cellular) data resets,
Data quota resets on day |1 % at | 00:00

Data quota resets on day ... - You can determine the starting
day in one month.

Custom This setting allows the user to define the billing cycle
according to his request.

The WAN budget will be reset with an interval of billing
cycle.

Custom - Monthly is default setting. If long period or a short
period is required, use Custom. The period of cycle duration
is between 1 day and 60 days. You can determine the cycle
duration by specifying the days and the hours. In addition,
you can specify which day of today is in a cycle.

Monthhy Custom

Usage counter resets at the beginning of each cycle.
Cycle duration : |1 | days and |0 » | hours

Today is day |1 s | in the cycle,

® Cycle duration: Specify the days to reset the traffic
record. For example, 7 means the whole cycle is 7 days;
20 means the whole cycle is 20 days. When the time is up,
the router will reset the traffic record automatically.

® Today is day - Specify the day in the cycle as the starting
point which Vigor router will reset the traffic record. For
example, “3” means the third day of the cycle duration.

After finished the above settings, click OK to save the settings.
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11-1-4-2 Status

The status page displays the status WAN budget, including the duration and the usage.

VAN >=> WAN Budget

General Setup

Monitor Page

Interface: WaN2

Refresh Min(s) 1 r

Duration: [2014/07/19 11:00~201 40807 11:00 |

100amMe

| Refresh |

If the WAN budget is exhausted, a lock will be displayed on the page if Shutdown WAN
interface is selected. Which means no data transmission will be carried out. Moreover, the
system will send out a warning message to the administrator if Mail Alert is selected. Or, the
system will send out SMS message to the administrator if SMS message is selected.

WAHN => WAN Budget

General Setup

Monitor Page

Interface: WanN2

Refresh Min(s) ;1 *

Duration: [2014/07M9 11:00~201 40807 11:00 |

2500MB
SMB
250%
5
[+ ]
1000MB

| Refresh |
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Application Notes

A-1 How to configure settings for IPv6 Service in Vigor2832

Due to the shortage of IPv4 address, more and more countries use IPv6 to solve the problem.
However, to continually use the original rich resources of IPv4, both IPv6 and IPv4 networks
shall communicate for each other via intercommunication mechanism to complete the
shifting job from IPv4 to IPv6 gradually. At present, there are three common types of
intercommunication mechanisms:

® Dual Stack

The user can use both IPv4 and IPv6 techniques at the same time. That means adding an
IPv6 stack on the origin network layer to let the host own the communication capability of
IPv4 and IPv6.

® Tunnel

Both IPv6 hosts can communication for each other via existing IPv4 network environment.
The IPv6 packets will be encapsulated with the header of IPv4 first. Later, the packets will
be transformed and judged by IPv4 router. Once the packets arrive the border between
IPv4 and IPv6, the header of IPv4 on the packets will be removed. Then, the packets with
IPv6 address will be forwarded to the destination of IPv6 network.

® Translation

Such feature is active only for the user who uses IPv4 to communicate with other user
using IPv4 service.

Before configuring the settings on Vigor2832, you need to know which connection type that
your IPv6 service used.

Info For the IPv6 service, you have to configure WAN/LAN settings before using
the service.

|. Configuring the WAN Settings
For the IPv6 WAN settings for Vigor2832, there are several connection types to be chosen.

1. Access into the web user interface of Viogr2832. Open WAN>> Internet Access. Choose
one of the WAN interfaces as the one supporting IPv6 service. Then, click the IPv6
button of the selected WAN.

VAN == Internet Access

Internet Access

Index Display Name Physical Mode Access Mode

WAk 1 ADSL Mone v Details Page || IPvE
WA Ethernet Static or Dynamic IP v Details Page}| | IPvE
VA3 JSB Mone v Details Page [ TPy
WWAN 4 LSE |N0ne ¥ Details Page | | IPv¥6

Hote: 1. Device on USE port 1 applies WANZ configuration,
Device on USE port 2 applies WaN4 configuration,

Advanced You can configure DHCP client options here,
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Info Only one WAN interface support IPv6 service at one time. In this
example, WAN2 is chosen as the one supporting IPv6 service.

2. In the following figure, use the drop down list to choose a proper connection type.

WAN »> Internet Access d

\WAN 2

PPPoE Static or lymamic IP PPTPL2TP IPvii

Internet Access Mode
Connection Type

PFF
TSPC
AlCCU

| QK | | DHZPYE Client
Static 1PvE
Gind Static Tunnel
| Brd

Different connection types will bring out different configuration page. Refer to the
following:

® PPP - Dual Stack application, IPv4 and IPv6 services can be utilized at the same time
Choose PPP and type the information for PPPoE of IPv4.

WAN >> Internet Access

VAN 2
PPPoE Static or Dynamic IP PPTPL2TP IPvG
= Enable Disahle PPPMP Setup
PPP Authentication PAP or CHAP ¥
ISP A.CCBSS Setup ) | - Idle Timeout 1 second(s)
Service Mame (Optionalp 73768635@hinet.net IP Address Assignment Method (IPCP)
llsername TITEB634 WiAR P Alias
Password Fixed IP: Yes ® Mo (Dynamic IP)
Index(1-15) in Schedule Setup: Fived IP Address
=:} a 4 4
= Default MAC Address
WAN Connection Detection Specify a MAC Address
Mode ARP Detect ¥ MAC Address: 00 4D A4 500 |00 |0z
MTU 1492 | (Max:1492)

I QK I Cancel
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Access into the setting page for IPv6 service, it is not necessary for you to configure

anything.
VAN == Internet Access d
WiN 2
PPPoE Static or Dynamic IP PPTPL2TP | IPv6 I
Internet Access Mode b
Connection Type I|F'PF' v | I

Mote : IPv4 \WaN setting should be PPPoE client,

WAN Connection Detection
Mode Always On ¥

Ok Cancel

Click OK and open Online Status. If the connection is successful, you will get the IP
address for IPv4 and IPv6 at the same time.
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® TSPC - Tunnel application, both IPv6 hosts communicate through IPv4 network

Choose TSPC and type the information for TSPC service.

Info While using such mode, you have to make sure the IPv4 network
connection is normal.

(In the following figure, the TSPC information is obtained from http://gogo6.com/
after applied for the service.)

WAHN == Internet Access d

WAN 2

PPPoE Static or Dymamic IP PPTRAL2TP IPvi
Internet Access Mode
Connection Type ITSF'C v I

TSPC Configuration
Username cacahsy
Password | e
Tunnel Broker brokerfreenets.net

WAN Connection Detection
Mode Always On ¥

| DK |} Cancel |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shown as follows:
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® AICCU - Tunnel application
Choose AICCU and type the information for AICCU of IPv6.

Info While using such mode, you have to make sure the IPv4 network
connection is normal.

(In the following figure, the AICCU information is obtained from
https://www.sixxs.net/main/ after applied for the service.)

VAN >> Internet Access <
WAH 2
PPPoE Static or Dynamic IP PPTPAL2TP | PG |
Internet Access Mode
Connection Type |AICCU v I
AICCU Configuration
Always On
Username JCR3-BIKHS
Password
Tunnel Broker tic.sixs.net
Tunnel ID JCR
Subnet Prefix 2001:4DD0:FFO0:B005:2 /64
WAN Connection Detection
Mode Atways On ¥

Hote: If "always On" is not enabled, AICCU connection would only retry three times,

ol | eEmeE]

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:
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® DHCPv6 Client
Choose DHCPv6 Client. Click one of the identity associations and type the IAID number.

WAN >> Internet Access d
WAN 2
PPPoE Static or Dymarmic IP PPTPL2TP IPvG
Internet Access Mode
Connection Type DHCPYE Client v

DHCPwG Client Configuration
1410 (Identity Association ID) ||@8299718

WaAHN Connection Detection
Mode Always On ¥
Bridge Mode
Enahle Bridge Mode
Bridge Subnet LA ¥

QK || | Cancel |

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:
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®  Static IPv6
Choose Static IPv6. Type IPv6 address, Prefix Length and Gateway Address.

WAN >> Internet Access d
WAN 2
PPPoE Static or Dynamic IP PPTPLZTP IPvi
Internet Access Mode
Connection Type I Static IPvE v I
Static IPvG Address Configuration
on =E f Prefix Length
! | Add || Dslste |
—CHTE 1Py AiTesS Tae
Index IPwE Address/Prefix Length Scope
1 Z001:E010:7300:201: 21D: AAFF: FEAG: 2564,/64 Global

Static IPvG Gateway configuration

L + |
T = iz

WiaN Connection Detection

Mnde Bhirays On ¥

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:
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6in4 Static Tunnel

Choose 6in4 Static Tunnel. Type remote endpoint IPv4 address, 6in4 IPv6 Address, LAN

Routed Prefix and Tunnel TTL.

WAN =» Internet Access

7

WAN 2
PPPoE Static or Iynamic IP

PPTPL2TP IPvG

Internet Access Mode
Connection Type

Static Tunnel

Gind Static Tunnel

Remote Endpoint IPv4 Addrass
fin4 [Pva Address
LAM Routed Prefix

/B4 (default:64)
/B4 (default:64)

Tunnel TTL 255 (default;255)
WAN Connection Detection
Mode Always On
| Ok |

Online Status

Click OK and open Online Status. If the connection is successful, the physical connection
will be shows as follows:

Physical Connection

System Uptime: Oday 0:4:16

IPv4 IPv6
LAN Status
IP Address
: : B34 : : 1B4/64 (Global)
FES0::21D:AAFF:FEB3:11B4/64 (Link)
TX Packets RX Packets TX Bytes RX Bytes
14 80 1244 6815
WAN1 IPv6 Status
Enable Mode Up Time
Yes |6in4 Static Tunnel |0:04:07
IP Gateway IP
2001:4DD0:FF10:83E4::2131/64 (Global) ==
FEG0Q::COA8:651D/128 (1ink)
TX Packets RX Packets TX Bytes RX Bytes
3 26 211 2302
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6rd

Choose 6rd. Type IPv4 Border Relay, IPv4 Mask Length, 6rd Prefix and 6rd Prefix Length.

VAN == Internet Access

o

VAN 2
PPPoE Static or Dymamic IP PPTPL2TP
Internet Access Mode
Connection Type Brd v
6rd Settings
&rd Mode Auto 6rd @ Static ord
Static 6rd Settings
IPv4 Border Relay: 192168101111
IPw4 Mask Length: 0
ard Prefix: 2001:E41:
6rd Prefiz Length: 32
WAN Connection Detection
Mode Always On ¥

| 0K Cancel

Click OK and open Online Status. If the connection is successful, the physical connection

will be shows as follows:

Online Status

Physical Connection
IPv4

System Uptime: Oday 0:9:15

LAN Status
IP Address

2001:F41:A865:1D00:21D:AAFF:FEB3:11B4/64 (Global)
FEB0::21D:AAFF:FE83:11B4/64 (Link)

TA Packets RX Packets TA Bytes RX Bytes

15 113 1354 18040
WAN1 IPv6 Status

Enable Mode Up Time

Yes 6rd 0:09:06

IP Gateway IP
l 2001:E41:A865:1D01:210:AAFF:FE83:11B5/128 =

Global)

FE80::CO0A8:651D/128 (Link)

TX Packets RX Packets TX Bytes RX Bytes

13 29 967 2620
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II. Configuring the LAN Settings

After finished the WAN settings for IPv6, please configure the LAN settings to make the
router’s client get the IPv6 address.

1. Access into the web user interface of Vigor2832. Open LAN>> General Setup. Click the
IPv6 button.
2. In the field of DHCPv6 Server Configuration, when DHCPv6 service is enabled, you can
assign available IPv6 address for the client manually.
LAN >> General Setup
LAN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvt Setup
¢ Enable IPvG
WAN Primary Interface | \WANT ¥
Static IPv6 Address
IPvE Address § Prefiz Length
! | Add || Delete |
Unique Local Address(ULA) configuration
Off RS 64
Current IPv§ Address Table
Index IPFwe Address/Prefix Length Scope
1 FES0::210: 44FF: FEOO: 0/64 Link
DNS Server IPvG Address
Primary DME Server 2001:4860:4860::88348
Secondary DMNS Server 2001:4860:4860::8844
Management SLAAC(stateless) T
Other Ophion(Q-hit)
DHC P Sepye
= Enable Server Disable Server
# Auto IPvE range
Start IPv6 Address
End IPv6 Address
Advance sething | Edit |
Qe
Info

When both mechanisms are enabled, the client can determine which
mechanism to be used (e.g., the default mechanism for Windows7 is

RADVD).
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lll. Confirming IPv6 Service Run Successfully

1. Make sure you have obtained the correct IPv6 IP address. Get into MS-DOS interface and
type the command of “ipconfig”. Refer to the following figure.

From the above figure we can see IPv6 IP address has been captured by the system.

2. Use the Ping command to ping any IPv6 address indicating an IPv6 website. For example,
www.kame.net is a website supporting IPv4 IP and IPv6 IP services. Its IPv6 address is
seen with a format of 2001:200:dff:fff1:216:3eff:febl:44d7.

After getting the above message, it means the IPv6 service has been activated
successfully.
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3. Connect to the website for IPv6. Open a web browser and type an URL of IPv6, e.g.,
www.kame.net. If your computer accesses into the website by using IPv6 address, you
may see a turtle dancing on the screen. If not, only a steady turtle will be seen.

If you can see a turtle dancing on the screen, that means IPv6 service is ready for you to
access and utilize.
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lI-2 LAN

Local Area Network (LAN) is a group of subnets regulated and ruled by router. The design of
network structure is related to what type of public IP addresses coming from your ISP.

The most generic function of Vigor router is NAT. It creates a private subnet of your own. As
mentioned previously, the router will talk to other public hosts on the Internet by using public
IP address and talking to local hosts by using its private IP address. What NAT does is to
translate the packets from public IP address to private IP address to forward the right packets
to the right host and vice versa. Besides, Vigor router has a built-in DHCP server that assigns
private IP address to each local host. See the following diagram for a briefly understanding.

In some special case, you may have a public IP subnet from your ISP such as 220.135.240.0/24.
This means that you can set up a public subnet or call second subnet that each host is
equipped with a public IP address. As a part of the public subnet, the Vigor router will serve
for IP routing to help hosts in the public subnet to communicate with other public hosts or
servers outside. Therefore, the router should be set as the gateway for public hosts.
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What is Routing Information Protocol (RIP)

Vigor router will exchange routing information with neighboring routers using the RIP to
accomplish IP routing. This allows users to change the information of the router such as IP
address and the routers will automatically inform for each other.

What is Static Route

When you have several subnets in your LAN, sometimes a more effective and quicker way for
connection is the Static routes function rather than other method. You may simply set rules

to forward data from one specified subnet to another specified subnet without the presence
of RIP.

What are Virtual LANs and Rate Control
You can group local hosts by physical ports and create up to 8 virtual LANs. To manage the

communication between different groups, please set up rules in Virtual LAN (VLAN) function
and the rate of each.
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Web User Interface

II-2-1 General Setup

This page provides you the general settings for LAN. Click LAN to open the LAN settings page
and choose General Setup.

There are several subnets provided by the router which allow users to divide groups into
different subnets (LAN1 - LANG). In addition, different subnets can link for each other by
configuring Inter-LAN Routing. At present, LAN1 setting is fixed with NAT mode only. LAN2 -
LANG6 can be operated under NAT or Route mode. IP Routed Subnet can be operated under
Route mode.

LAN >> General Setup

General Setup

Index Status DHCP IP Address

LA 1 i W 192.168.1.1 Details Page IPvE

LAaMN 2 192.168.2.1 Details Page IPwE

LAaM 3 192.168.3.1 Details Page IPwB

LAM 4 192.168.4.1 Details Page IPvB
IP Routed Subnet 192.168.0.1 Details Page

Advanced You can configure DHCP server options here,
Force router to use "DMNS server IP address” settings specified in| LANT ¥
Inter-LAN Routing
Subnet LAN 1 LAMN 2 LAN 3 LAMN 4
Lam 1
LAk 2
LAk 3
LA 4

MNote: LAMN 27374 are available when VYLAN is enabled.

oK
Available settings are explained as follows:

Item Description

General Setup Allow to configure settings for each subnet respectively.

Index - Display all of the LAN items.

Status- Basically, LAN1 status is enabled in default.

LAN2 -LANG6 and IP Routed Subnet can be observed by
checking the box of Status.

DHCP- LAN1 is configured with DHCP in default. If required,
please check the DHCP box for each LAN.

IP Address - Display the IP address for each LAN item. Such
information is set in default and you can not modify it.
Details Page - Click it to access into the setting page. Each
LAN will have different LAN configuration page. Each LAN
must be configured in different subnet.

IPv6 - Click it to access into the settings page of IPv6.

Advanced DHCP packets can be processed by adding option number and
data information when such function is enabled.
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LAN > General Setup

DHCP Server Customized Status
Customized List
Enahle Interface Option Type Data

Enable: ¥
Al LAMI LANZ LAN3 LAN4 [P Routed Subnet

Interface: 5
MNext Server I[P Address/SlAddr
Qption Mumber:
DataType: @ ASCII Character (EX ;Option: 18, Data:/path)

Hexadecimal Digit (EX: Option: 18, Data:2f7T0617468)

Address List (EX :0Option: 44, Data:172.16.2.10,172.16.2.20...)
Data:

Add Update Delete Reset

Hote:

1. Configuring options 44, 46 ar 66 here will overwrite the settings by telnet command “"msubnet™.

2. Configuring option 3 here will overwrite the setting in "LAN > General Setup" Details Page's
"Gateway IP Address" field,

3. Configuring option 15 here will overwrite the setting in "WAN >> Internet Access >> Static or
Dyharnic [P" Detail Page's "Domain Hame" field.

QK

Enable/Disable - Enable/Disable the function of DHCP
Option. Each DHCP option is composed by an option number
with data. For example,

Option number:100
Data: abcd

When such function is enabled, the specified values for DHCP
option will be seen in DHCP reply packets.

Interface - Choose the interface for such option.

Next Server IP Address/SIAddr - Type the IP address for the
next server. Vigor router’s DHCP server can redirect clients
to a secondary server specified in such field.

Option Number - Type a number for such function.
DataType - Choose the type (ASCII or Hex or address list) for
the data to be stored.

Data - Type the content of the data to be processed by the
function of DHCP option.

Force router to use DNS
server IP address .....

Force Vigor router to use DNS servers configured in
LAN1/LAN2/LAN3/LAN4 instead of DNS servers given by the
Internet Access server (PPPoE, PPTP, L2TP or DHCP server).

Inter-LAN Routing

Check the box to link two or more different subnets (LAN and
LAN).

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-1 Details Page for LAN1 — Ethernet TCP/IP and DHCP Setup

There are two configuration pages for LAN1, Ethernet TCP/IP and DHCP Setup (based on IPv4)
and IPv6 Setup. Click the tab for each type and refer to the following explanations for
detailed information.

LAN == General Setup

LAM 1 Ethernet TCP /' IP and DHCP Setup LAHN 1 IPvG Setup
Metwork Configuration DHCP Server Configuration
For MAT Usage = Enable Server O Disable Server
IP &ddress 192.168.1.1 Enable Relay Agent
Subnet Mask 266.255.255.0 Start IP Address 192.168.1.10
IP Pool Counts 200
RIP Protocol Control Disahle ¥ Gateway IP Address 197 1621 1
Lease Time 26400 (5]
¢ Clear DHCP lease for inactive clients
periodically
DS Server IP Address
Primary IP Address
Secondary [P Address

il
Available settings are explained as follows:
Item Description
Network Configuration For NAT Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatches related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Enable Server - Let the router assign IP address to every host
in the LAN.

® Start IP Address - Enter a value of the IP address pool for
the DHCP server to start with when issuing IP addresses.
If the 1st IP address of your router is 192.168.1.1, the
starting IP address must be 192.168.1.2 or greater, but
smaller than 192.168.1.254.

® |P Pool Counts - Enter the maximum number of PCs that
you want the DHCP server to assign IP addresses to. The
default is 50 and the maximum is 253.
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® Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same
as the 1st IP address of the router, which means the
router is the default gateway.

® | ease Time - Enter the time to determine how long the
IP address assigned by DHCP server can be used.

® Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the
LAN DHCP server, the server will give out an IP to this
client for a certain amount of time (e.g., 1 day).
However, even if this client only uses the IP for say 5
minutes, the server still "reserves" 1 day for that client.
Because a DHCP server only has a limited number of IPs
to lease to its DHCP clients, soon enough all the IPs will
be used out and then no one will be able to get any IPs
from this server anymore. Therefore, this feature is used
to get the IP back from inactive clients (i.e. doesn't use
the IP but the server still reserves the IP for him).

Enable Relay Agent -Specify which subnet that DHCP server
is located the relay agent should redirect the DHCP request
to.

® DHCP Server IP Address - It is available when Enable
Relay Agent is checked. Set the IP address of the DHCP
server you are going to use so the Relay Agent can help to
forward the DHCP request to the DHCP server.

Disable Server - Let you manually assign IP address to every
host in the LAN.

DNS Server IP Address

DNS stands for Domain Name System. Every Internet host
must have a unique IP address, also they may have a
human-friendly, easy to remember name such as
www.yahoo.com. The DNS server converts the user-friendly
name into its equivalent IP address.

Primary IP Address -You must specify a DNS server IP address
here because your ISP should provide you with usually more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default DNS Server IP
address: 194.109.6.66 to this field.

Secondary IP Address - You can specify secondary DNS server
IP address here because your ISP often provides you more
than one DNS Server. If your ISP does not provide it, the
router will automatically apply default secondary DNS Server
IP address: 194.98.0.1 to this field.

The default DNS Server IP address can be found via Online
Status:

Online Status

Physical Connection System Uptime: 22:22:45
IPv4 IPv6
LAN Status Primary DNS: 8.8.8.8 Secondary DNS: 8.8.4.4
IP Address TX Packets RX Packets
192.168.1.1 o] 41533

If both the Primary IP and Secondary IP Address fields are left
empty, the router will assign its own IP address to local users
as a DNS proxy server and maintain a DNS cache.

If the IP address of a domain name is already in the DNS
cache, the router will resolve the domain name immediately.
Otherwise, the router forwards the DNS query packet to the
external DNS server by establishing a WAN (e.g. DSL/Cable)
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| connection.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-2 Details Page for LAN1~ LAN4 — IPv6 Setup

There are two configuration pages for each LAN port, Ethernet TCP/IP and DHCP Setup (based
on IPv4) and IPv6 Setup. Click the tab for each type and refer to the following explanations
for detailed information. Below shows the settings page for IPv6.

LAHN == General Setup

LAHN 1 Ethernet TCP /IP and DHCP Setup LAN 1 IPvG Setup

* Enable IPvG
WAN Primary Interface | WANT ¥

Static IPvE Address

IPv6 Address { Prefix Length
! Add Delete
Unigque Local Address{ULA) configuration
off Y| [ 64
Current IPvG Address Tahle
Index IPve Address/Prefix Length Scope
1 FEGO::21D: AAFF:FEOO:0/64 Link

DNS Server IPvG Address

Primary DMNS Server 2001:4860:4860:.8888
Secondary DMNS Server 2001:4360:48360::83844
Management SLAnCstateless) ¥

Other Option{O-hit)

DHCPwG Server

= Enahle Server Disable Server
< Ao IPvG range

Start IPvE Address

End IPvE Address

Advance setting Edit

Ok

It provides 2 daemons for LAN side IPv6 address configuration. One is SLAAC(stateless) and
the other is DHCPv6 Server (Stateful).

Available settings are explained as follows:

Item Description

Enable IPv6 Check the box to enable the configuration of LAN 1 IPv6
Setup.

WAN Primary Interface Use the drop down list to specify a WAN interface for IPv6.

Static IPv6 Address IPv6 Address -Type static IPv6 address for LAN.
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Prefix Length - Type the fixed value for prefix length.
Add - Click it to add a new entry.
Delete - Click it to remove an existed entry.

Unique Local Address
(ULA) configuration

Such feature is used for the host without assigned I1Pv6
address to obtain IPv6 address automatically or have an I1Pv6
address specified manually via ULA configuration. It is
convenient for communication among different subnets.

Off N
off

l suto LILS Prefix
fdanually LA Prefix

Auto ULA Prefix - The system will generate the required IPv6
address.

Manually ULA Prefix - A user can type the ULA IPv6 address
manually.

DNS Server IPv6 Address

Primary DNS Sever - Type the IPv6 address for Primary DNS
server.

Secondary DNS Server -Type another IPv6 address for DNS
server if required.

Management

Host under LAN can be assigned IP address from Vigor router
via the following method.

SLAAC(stateless) (v

SLAAC(stateless)
DHCPvR(stateful)
| off

® SLAAC(stateless) - The IP address (with Prefix) of the
host shall be formed according to RA transmitted by Vigor
router.

@ DHCPv6(stateful) - The IP address of the host shall be
assigned after communicating with DHCPv6 server for
answering the request of client.

® Off - No IP address is assigned.

Other Option (O-bit) - Check this box to enable the O-bit for
obtaining additional information (e.g., DNS) from DHCPv6.

DHCPv6 Server
Configuration

Enable Server -Click it to enable DHCPv6 server. DHCPv6
Server could assign IPv6 address to PC according to the
Start/End IPv6 address configuration.

Disable Server -Click it to disable DHCPv6 server.

Start IPv6 Address / End IPv6 Address -Type the start and
end address for IPv6 server.

Advance setting

More options are offered under the Advance setting. Click
Edit to open the pop-up window.
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[ 192.168.1.1/doc/enstadit.him B

Router Advertisement Configuration

® Enable Disable

Hop Limit B4

Min Interval Time{sec) 200

Max Interval Time({sec) B00

Default Lifetime(sec) 1800 (High awailahility secondary is 0}

Default Preference Mediurm ¥

MTU “ suto

]

Extension WAN
Available WAN Selected WAN

WYANZ
WYAMS
WYANY

oK Close

Router Advertisement Configuration - Click Enable to
enable router advertisement server. The router
advertisement daemon sends Router Advertisement
messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router
Solicitation message. These messages are required for IPv6
stateless auto-configuration.

Disable - Click it to disable router advertisement server.

Hop Limt - The value is required for the device behind the
router when IPv6 is in use.

Min/Max Interval Time (sec) - It defines the interval
(between minimum time and maximum time) for sending RA
(Router Advertisement) packets.

Default Lifetime (sec) -Within such period of time,
Vigor2832 can be treated as the default gateway.

Default Preference - It determines the priority of the host
behind the router when RA (Router Advertisement) packets
are transmitted.

MTU - It means Max Transmit Unit for packet. If Auto is
selected, the router will determine the MTU value for LAN.
Extension WAN - Not only the IP address can be obtained

from the primary WAN, but also the prefix for IPv6 LAN IP
address can be assigned by extension WAN specified here.

When you finish the configuration, please click OK to save and exit this page.
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[I-2-1-3 Details Page for LAN2 ~ LAN4

LAN »> General Setup

LAN 2 Ethernet TCP /IP and DHCP Setup LAN 2 IPvh Setup
Network Configuration DHCP Server Configuration

= For MAT Usage For Routing Usage = Enable Server O Disable Server

IF Address 19216821 Enable Relay Agent

Subnet Mask 255 755 255 0 Start IP Address 192.168.2.10
IP Pool Counts 100
Gateway IP Address 192.168.2.1
Lease Time 258200 (s)
¢ Clear DHCP lease for inactive clients
periodically.

DNS Server IP Address
Frimary IP Address
Secondary IP Address

O

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For NAT Usage - Click this radio button to invoke NAT
function.

For Routing Usage - Click this radio button to invoke this
function.

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
size of the network. (Default: 255.255.255.0/ 24)

DHCP Server
Configuration

DHCP stands for Dynamic Host Configuration Protocol. The
router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

Enable Server - Let the router assign IP address to every host
in the LAN.

Disable Server - Let you manually assign IP address to every
host in the LAN.

Enable Relay Agent - If you want to use another DHCP server
in the network other than the Vigor Router’s, you can let
Relay Agent help you to redirect the DHCP request to the
specified location.

DHCP Server IP Address - It is available when Enable Relay
Agent is checked. Set the IP address of the DHCP server you
are going to use so the Relay Agent can help to forward the
DHCP request to the DHCP server.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
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192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Gateway IP Address - Enter a value of the gateway IP
address for the DHCP server. The value is usually as same as
the 1st IP address of the router, which means the router is
the default gateway.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Clear DHCP lease for inactive clients periodically -
Whenever a DHCP client requests an IP address from the LAN
DHCP server, the server will give out an IP to this client for a
certain amount of time (e.g., 1 day). However, even if this
client only uses the IP for say 5 minutes, the server still
"reserves" 1 day for that client. Because a DHCP server only
has a limited number of IPs to lease to its DHCP clients, soon
enough all the IPs will be used out and then no one will be
able to get any IPs from this server anymore. Therefore, this
feature is used to get the IP back from inactive clients (i.e.
doesn't use the IP but the server still reserves the IP for him.

When you finish the configuration, please click OK to save and exit this page.

[I-2-1-4 Details Page for IP Routed Subnet

LAN > General Setup

TCPAP and DHCP Setup for IP Routed Subnet

Metwork Configuration

Enable @ Disahle
For Routing Usage
IP Address

Subnet Mask

RIP Protocol Control

192.168.0.1
255.2585.255.0

Cizable *

DHCP Server Configuration

Start IP Address

IP Pool Counts 0 (max. 32)

Lease Time 259200 =3
Use LaM Port s P1 W P2

< Use MAC Address

Index Matched MAC Address given IP Address

MAC Address :
Add Delete Edit Cancel

Ok

Available settings are explained as follows:

Item

Description

Network Configuration

Enable/Disable - Click Enable to enable such configuration;
click Disable to disable such configuration.

For Routing Usage,

IP Address - Type in private IP address for connecting to a
local private network (Default: 192.168.1.1).

Subnet Mask - Type in an address code that determines the
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size of the network. (Default: 255.255.255.0/ 24)
RIP Protocol Control,

Disable - deactivate the RIP protocol. It will lead to a
stoppage of the exchange of routing information between
routers. (Default)

Enable - activate the RIP protocol.

DHCP Server DHCP stands for Dynamic Host Configuration Protocol. The
Configuration router by factory default acts a DHCP server for your network
so it automatically dispatch related IP settings to any local
user configured as a DHCP client. It is highly recommended
that you leave the router enabled as a DHCP server if you do
not have a DHCP server for your network.

If you want to use another DHCP server in the network other
than the Vigor Router’s, you can let Relay Agent help you to
redirect the DHCP request to the specified location.

Start IP Address - Enter a value of the IP address pool for the
DHCP server to start with when issuing IP addresses. If the
1st IP address of your router is 192.168.1.1, the starting IP
address must be 192.168.1.2 or greater, but smaller than
192.168.1.254.

IP Pool Counts - Enter the maximum number of PCs that you
want the DHCP server to assign IP addresses to. The default is
50 and the maximum is 253.

Lease Time - Enter the time to determine how long the IP
address assigned by DHCP server can be used.

Use LAN Port - Specify an IP for IP Route Subnet. If it is
enabled, DHCP server will assign IP address automatically for
the clients coming from P1. Please check the box of P1.

Use MAC Address - Check such box to specify MAC address.

MAC Address: Enter the MAC Address of the host one by one
and click Add to create a list of hosts which can be assigned,
deleted or edited from above pool. Set a list of MAC Address
for 2" DHCP server will help router to assign the correct IP
address of the correct subnet to the correct host. So those
hosts in 2™ subnet won’t get an IP address belonging to 1%
subnet.

Add - Type the MAC address in the boxes and click this button
to add.

Delete - Click it to delete the selected MAC address.
Edit - Click it to edit the selected MAC address.

Cancel - Click it to cancel the job of adding, deleting and
editing.

When you finish the configuration, please click OK to save and exit this page.
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[I-2-2 VLAN

With the 6-port Gigabit switch on the LAN side, Vigor router provides extremely high speed
connectivity for the highest speed local data transfer of any server or local PCs. On the
Wireless-equipped models (e.g., Vigor2832n), each of the wireless SSIDs can also be grouped
within one of the VLANSs.

Tagged VLAN

The tagged VLANs (802.1qg) can mark data with a VLAN identifier. This identifier can be
carried through an onward Ethernet switch to specific ports. The specific VLAN clients can
also pick up this identifier as it is just passed to the LAN. You can set the priorities for
LAN-side QoS. You can assign each of VLANSs to each of the different IP subnets that the router
may also be operating, to provide even more isolation. The said functionality is tag-based
multi-subnet.

Port-Based VLAN

Relative to tag-based VLAN which groups clients with an identifier, port-based VLAN uses
physical ports (P1 ~ P4) to separate the clients into different VLAN group.

Virtual LAN function provides you a very convenient way to manage hosts by grouping them
based on the physical port. The multi-subnet can let a small businesses have much better
isolation for multi-occupancy applications. Go to LAN page and select VLAN. The following
page will appear. Click Enable to invoke VLAN function.

Below is an example page in Vigor2832n:

LAN »>VLAN Configuration
VLAN Configuration
4 Enahle
LAN Wireless LAN YLAN Tag

P1 P2 P3 P4 SSID1 SSID2 SSID3 SSID4 Subnet Enable viD Priority
VLAND ¢ & & & LAWY ¥ 0 o
VLAN1 4 ¢ ¢ td LAWZ ¥ 0 o
VLAN2 LAWY ¥ 0 o
VLAN3 LAWY ¥ 0 o
V0LANA LAWY ¥ 0 o
VLANS LAWY ¥ 0 o
VLANG LANT ¥ 0 o
VLAN? LAWY ¥ 0 o

¢ Permit untagged device in P1 to access router

1. For each VLA row, if enable is checked for the WLAN Tag then the corresponding YID will be
applied to wired LAN traffic,

2, Wireless LaM traffic is always untagged, but will still be a member of the WLAN group selected.
3, Each vID must be unigue.

]9 Clear Cancel

Info Settings in this page only applied to LAN port but not WAN port.

Available settings are explained as follows:

Item Description
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Enable

Click it to enable VLAN configuration.

LAN

P1 - P4 - Check the LAN port(s) to group them under the
selected VLAN.

Wireless LAN

SSID1 - SSID4 - Check the SSID boxes to group them under the
selected VLAN.

Subnet

Choose one of them to make the selected VLAN mapping to
the specified subnet only. For example, LAN1 is specified for
VLANO. It means that PCs grouped under VLANO can get the
IP address(es) that specified by the subnet.

VLAN Tag

Enable - Check the box to enable the function of VLAN with
tag.

The router will add specific VLAN number to all packets on
the LAN while sending them out.

Please type the tag value and specify the priority for the
packets sending by LAN.

VID - Type the value as the VLAN ID number. The range is
form 0 to 4095.

Priority - Type the packet priority number for such VLAN.
The range is from 0 to 7.

Permit untagged device in
P1 to access router

It can help users to communicate with the router still even
though configuring wrong VLAN tag setting. It is
recommended to enable the management port (LAN 1) to
ensure the data transmission is unimpeded.

1)

Info Leave one VLAN untagged at least to prevent from not connecting to Vigor
router due to unexpected error.

Vigor2832 Series features a hugely flexible VLAN system. In its simplest form, each of the
Gigabit LAN ports can be isolated from each other, for example to feed different companies
or departments but keeping their local traffic completely separated.

Configuring port-based VLAN for wireless and non-wireless clients

1.  All the wire network clients are categorized to group VLANO in subnet 192.168.1.0/24

(LAN1).

2. All the wireless network clients are categorized to group VLANL in subnet

192.168.2.0/24 (LAN2).

3. Open LAN>>VLAN Configuration. Check the boxes according to the statement in step 1

and Step 2.
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LAN >=>WLAN Configuration

YLAN Configuration
¢ Enable
LAN Wireless LAN VLAN Tag

P1 P2 P3 P4 SSID1 SSID2 SSID3 SSID4 Subnet Enahble VID Priority
VLANDO & & & & LAMT ¥ 0 o
WLAN1 Cd Cd EJ EJ LAMZ ¥ 0 o
VLANZ LAMT ¥ 0 o
VLAN3I LAMT ¥ 0 o
VLAN4 LAMT ¥ 0 o
VLANS LAM T ¥ 0 o
VLANG LAMT ¥ 0 o
VLAN? LAMT ¥ 0 o

¢ Permit untagged device in P1 to access router

1. For each WLAN row, if enable is checked for the WLAN Tag then the corresponding VYID will he
applied to wired LaN traffic,

2, Wireless LAN traffic is always untagged, but will still be a member of the YLAN group selected.

3. Each VID must be unigue.

Ok Clear Cancel

4.  Click OK.

Open LAN>>General Setup. If you want to let the clients in both groups communicate
with each other, simply activate Inter-LAN Routing by checking the box between LAN1
and LAN2.

| IE RUdlzsd oWdonieL 1. l0o.U L Ueldilzs Fdye |

Advanced [You can configure DHCP server options here,
Force router to use "DMS server IP address" settings specified in| LANT ¥
Inter-LAN Routing

Subnet LaMN 1 Lap 2 LaMN 3 LAMN 4
LaM 1

LaM 2 L

LA 3

LaM 4

MNote: LAN 2f3/4 are available wthen YLAN is enabled.
0K
Vigor router supports up to six private IP subnets on LAN. Each can be independent

(isolated) or common (able to communicate with each other). This is ideal for
departmental or multi-occupancy applications.

Info As for the VLAN applications, refer to “Appendix I: VLAN Application on
Vigor Router” for more detailed information.

[I-2-3 Bind IP to MAC

This function is used to bind the IP and MAC address in LAN to have a strengthening control in
network. When this function is enabled, all the assigned IP and MAC address binding together
cannot be changed. If you modified the binding IP or MAC address, it might cause you not
access into the Internet.

Click LAN and click Bind IP to MAC to open the setup page.
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LAN == Bind IP to MAC

Bind IP to MAC

ARP Tahble

Add or Update
IP Address
Mac Address
Comment

Enable @® Disable

Strict Bind

| Select &ll | Sort | Refresh | 1P Bind List { Limit: 300 entries ) | Select &ll | Sort |
IP Address Mac Address
192.165.1.5 00-05-5D-E4-DE-EE

Index IP iddress Mac iddress

Show Comment

Add Lpdate Celete

Note:  IP-MAC binding presets DHCP Allocations.
If you select Strict Bind, unspecified LAN clients cannot access the Internet.

QK

Backup IP Bind List :

Backup

Upload From File: | i#&Es | FEBTERE Restore

Available settings are explained as follows:

Item Description

Enable Click this radio button to invoke this function. However,
IP/MAC which is not listed in IP Bind List also can connect to
Internet.

Disable Click this radio button to disable this function. All the
settings on this page will be invalid.

Strict Bind Click this radio button to block the connection of the IP/MAC
which is not listed in IP Bind List.

ARP Table This table is the LAN ARP table of this router. The
information for IP and MAC will be displayed in this field.
Each pair of IP and MAC address listed in ARP table can be
selected and added to IP Bind List by clicking Add below.

Select All Click this link to select all the items in the ARP table.

Sort Reorder the table based on the IP address.

Refresh Refresh the ARP table listed below to obtain the newest ARP

table information.

Add or Update

IP Address - Type the IP address that will be used for the
specified MAC address.

Mac Address - Type the MAC address that is used to bind
with the assigned IP address.

Comment - Type a brief description for the entry.

Show Comment - Check this box to display the comment on
IP Bind List box.

IP Bind List

It displays a list for the IP bind to MAC information.
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Add

It allows you to add the one you choose from the ARP table or
the IP/MAC address typed in Add and Edit to the table of IP
Bind List.

Update It allows you to edit and modify the selected IP address and
MAC address that you create before.

Delete You can remove any item listed in IP Bind List. Simply click
and select the one, and click Delete. The selected item will
be removed from the IP Bind List.

Backup Store the configuration for Bind IP to MAC as a file.

Restore Restore the previously stored configuration file and apply to
such page.

Info Before you select Strict Bind, you have to bind one set of IP/MAC address for

one PC. If not, no one of the PCs can access into Internet. And the web user
interface of the router might not be accessed.

When you finish the configuration, click OK to save the settings.
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lI-2-4 LAN Port Mirror

LAN port mirror can be applied for the users in LAN. Generally speaking, this function copies
traffic from one or more specific ports to a target port. This mechanism helps manager track
the network errors or abnormal packets transmission without interrupting the flow of data
access the network. By the way, user can apply this function to monitor all traffics which user
needs to check.

There are some advantages supported in this feature. First, it is more economical without
other detecting equipments to be set up. Second, it may be able to view traffic on one or
more ports within a VLAN at the same time. Third, it can transfer all data traffics to be
mirrored to one analyzer connecting to the mirroring port. Last, it is more convenient and
easy to configure in user’s interface.

LAN => LAM Port Mirror

LAN Port Mirror

Port Mirror:
= Enahle Disahle

Portl Port2 Port3 Portd WAMNL WAMNZ
Mirror Port
Mirrored Tx Port
Mirrored R Port

MNote: The mirrored YWaM1 is a software mirror, it will lead to a substantial decline in performance.,

Ok
Available settings are explained as follows:
Item Description
Port Mirror Check Enable to activate this function. Or, check Disable to
close this function.
Mirror Port Select a port to view traffic sent from mirrored ports.
Mirrored Tx Port Select which ports are necessary to be mirrored for

transmitting the packets.

Mirrored Rx Port Select which ports are necessary to be mirrored for receiving
the packets.

After finishing all the settings here, please click OK to save the configuration.

[1-2-5 Wired 802.1x

IEEE 802.1x is an IEEE Standard for port-based Network Access Control (PNAC). It is part of the
IEEE 802.1 group of networking protocols. It provides an authentication mechanism for the
device that is attached to a LAN or WLAN.

Wired 802.1x provides authentication for one network device on each LAN port. The RADIUS
Server settings must be configured before enabling 802.1x because the EAP (Extensible
Authentication Protocol) Authenticator relies on the RADIUS Server in its authentication
process. Each LAN port with Wired 802.1x configured will only forward 802.1x packets and
block all other packets until the authentication has successfully completed.
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LAN >> Wired 802.1X

Wired 802.1X

LAl 802, 1%

¥/ Enable
authentication Type:

External RADIUS

802.1% ports: External BA
Pl | Local E'l_03.1>< o3 b4
Note:

1. 802.1¥ enahbled LAN ports only support a single attached device using EAPOL authentication. To
authenticate multiple devices through a LAN port you need an 802.1%-capable switch. Then configure
802.1% on the attached switch instead.

2. Please configure External RADIUS or Local 802.1X for authentication.
3. Authentication by External RADIUS supports PEAP and EAP-TLS.

oK
Available settings are explained as follows:
Item Description
Enable Check the box to enable LAN 802.1x function.
Authentication Type Use the drop down list to choose which server (External
RADIUS or Local 802.1x) will be used for authenticating LAN
user.
802.1X ports After enabling the function, simply specify the LAN port(s) to
apply such function.

After finishing all the settings here, please click OK to save the configuration.
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[I-3 NAT

Usually, the router serves as an NAT (Network Address Translation) router. NAT is a
mechanism that one or more private IP addresses can be mapped into a single public one.
Public IP address is usually assigned by your ISP, for which you may get charged. Private IP
addresses are recognized only among internal hosts.

When the outgoing packets destined to some public server on the Internet reach the NAT
router, the router will change its source address into the public IP address of the router,
select the available public port, and then forward it. At the same time, the router shall list an
entry in a table to memorize this address/port-mapping relationship. When the public server
response, the incoming traffic, of course, is destined to the router’s public IP address and the
router will do the inversion based on its table. Therefore, the internal host can communicate
with external host smoothly.

The benefit of the NAT includes:

® Save cost on applying public IP address and apply efficient usage of IP address. NAT
allows the internal IP addresses of local hosts to be translated into one public IP address,
thus you can have only one IP address on behalf of the entire internal hosts.

® Enhance security of the internal network by obscuring the IP address. There are
many attacks aiming victims based on the IP address. Since the attacker cannot be
aware of any private IP addresses, the NAT function can protect the internal network.

Info On NAT page, you will see the private IP address defined in RFC-1918.
Usually we use the 192.168.1.0/24 subnet for the router. As stated before,
the NAT facility can map one or more IP addresses and/or service ports into
different specified services. In other words, the NAT function can be
achieved by using port mapping methods.
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Web User Interface

[1-3-1 Port Redirection

Port Redirection is usually set up for server related service inside the local network (LAN),
such as web servers, FTP servers, E-mail servers etc. Most of the case, you need a public IP
address for each server and this public IP address/domain name are recognized by all users.
Since the server is actually located inside the LAN, the network well protected by NAT of the
router, and identified by its private IP address/port, the goal of Port Redirection function is
to forward all access request with public IP address from external users to the mapping
private IP address/port of the server.

The port redirection can only apply to incoming traffic.

To use this function, please go to NAT page and choose Port Redirection web page. The Port
Redirection Table provides 40 port-mapping entries for the internal hosts.
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MAT == Port Redirection

Port Redirection | Setto Factory Default |

WAN
Interface

Al
all
all
all
Al
Al
Al
all
all
Al

Index Service Mame Protocol Public Port Private IP Status

=3
B 12 1 [ | [ e

ﬁxxxxxxxxxx

)
i
™
'
=
)
=
]
=
P
ol
:
L
=
L
I
o
=
W
R
=
i

==

Mote: The port number values set in this page might be invalid due to the same values configured
for Managerment Port Setup in System Maintenance>>Management and SSLYPH.

Each item is explained as follows:

Item Description

Index Display the number of the profile.

Service Name Display the description of the specific network service.

WAN Interface Display the WAN IP address used by the profile.

Protocol Display the transport layer protocol (TCP or UDP).

Public Port Display the port number which will be redirected to the
specified Private IP and Port of the internal host.

Private IP Display the IP address of the internal host providing the
service.

Status Display if the profile is enabled (v) or not (x).

Press any number under Index to access into next page for configuring port redirection.

HAT »> Port Redirection

Index Mo. 1

Enahble
Mode
Service Mame

Protocal
WAk Interface ALL 0T
Public Port ]
Private IP

Private Port ]

Note: In "Range"” Mode the End IP will be calculated automatically once the Public Port and Start IP
have been entered.

Ok Clear Cancel

Available settings are explained as follows:

Item

Description

Enable

Check this box to enable such port redirection setting.
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Mode Two options (Single and Range) are provided here for you to
choose. To set a range for the specific service, select Range.
In Range mode, if the public port (start port and end port)
and the starting IP of private IP had been entered, the
system will calculate and display the ending IP of private IP
automatically.

Service Name Enter the description of the specific network service.
Protocol Select the transport layer protocol (TCP or UDP).
WAN IP Select the WAN IP used for port redirection. There are eight

WAN IP alias that can be selected and used for port
redirection. The default setting is All which means all the
incoming data from any port will be redirected to specified
range of IP address and port.

Public Port Specify which port can be redirected to the specified Private
IP and Port of the internal host. If you choose Range as the
port redirection mode, you will see two boxes on this field.
Type the required number on the first box (as the starting
port) and the second box (as the ending port).

Private IP Specify the private IP address of the internal host providing
the service. If you choose Range as the port redirection
mode, you will see two boxes on this field. Type a complete
IP address in the first box (as the starting point). The second
one will be assigned automatically later.

Private Port Specify the private port number of the service offered by the
internal host.

After finishing all the settings here, please click OK to save the configuration.

Note that the router has its own built-in services (servers) such as Telnet, HTTP and FTP etc.
Since the common port numbers of these services (servers) are all the same, you may need to
reset the router in order to avoid confliction.

For example, the built-in web user interface in the router is with default port 80, which may
conflict with the web server in the local network, http://192.168.1.13:80. Therefore, you
need to change the router’s http port to any one other than the default port 80 to avoid
conflict, such as 8080. This can be set in the System Maintenance >>Management Setup. You
then will access the admin screen of by suffixing the IP address with 8080, e.g.,
http://192.168.1.1:8080 instead of port 80.

System Maintenance »> Management d
IPv4 Management Setup IPvii Management Setup LAN Access Setup
Router Mame DrayTek
Default:Disable Auto-Logout Management Port Setup
Enable validation Code in Internet/LaM = lser Define Ports Default Ports
ACCEss Telnet Port 23 {Default: 23}
Hote: IES and below version does MOT support .
HTTP Port a0 Default: 80
DrayQS CAPTCHA auth code. - ( :
HTTPS Port 443 (Default: 443)
Internet Access Control FTP Port 21 (Default: 21)
Allow managerent from the Internet TROGD Part a064 {Default: 8069)
Domain name allowed S5H Port 22 (Default: 22)
FTP Server
HTTP Server TLS/SSL Encryption Setup
HTTPS Server Enable SSL 2.0
Telnet Server
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[I-3-2 DMZ Host

As mentioned above, Port Redirection can redirect incoming TCP/UDP or other traffic on
particular ports to the specific private IP address/port of host in the LAN. However, other IP
protocols, for example Protocols 50 (ESP) and 51 (AH), do not travel on a fixed port. Vigor
router provides a facility DMZ Host that maps ALL unsolicited data on any protocol to a single
host in the LAN. Regular web surfing and other such Internet activities from other clients will
continue to work without inappropriate interruption. DMZ Host allows a defined internal user
to be totally exposed to the Internet, which usually helps some special applications such as
Netmeeting or Internet Games etc.

The security properties of NAT are somewhat bypassed if you set up DMZ host. We suggest
you to add additional filter rules or a secondary firewall.

Click DMZ Host to open the following page. You can set different DMZ host for each WAN
interface. Click the WAN tab to switch into the configuration page for that WAN.

NAT »> DMZ Host Setup

DMZ Host Setup
WAN1 WANZ WAN3 VAN

WAN 1

Mane v

Private IP Choose P

oK
Available settings are explained as follows:

Item Description
WAN1 Choose Private IP or None.
Private IP Enter the private IP address of the DMZ host, or click Choose
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PC to select one.

Choose IP

Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of private
IP addresses of all hosts in your LAN network. Select one
private IP address in the list to be the DMZ host.

Er L alEs

192.168.1.10
192,168,118

When you have selected one private IP from the above dialog,
the IP address will be shown on the screen. Click OK to save
the setting.

DMZ Host for WAN2, WAN3, or WAN4 is slightly different with WANL1.

See the following figure.

MAT > DMZ Host Setup
DMZ Host Setup
VAN WANZ VWANS VAN
VAN 2
Enable Private IP
0.0.0.0 Choose IF
Ok

If you previously have set up WAN Alias for PPPoE or Static or Dynamic IP mode in WAN2
interface, you will find them in Aux. WAN IP for your selection.

HAT => DMZ Host Setup
DMZ Host Setup
WWAN1 VWAN2 VWANT YWANA
VAN 1
Index Enable Aux. WAN IP Private IP
1. 0.0.0.0 Choose [P
2. 192.168.1.56 n.0.0.0 Choose [P
[0]34 Clear

Available settings are explained as follows:

Item Description
Enable Check to enable the DMZ Host function.
Private IP Enter the private IP address of the DMZ host, or click Choose

PC to select one.
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Choose IP Click this button and then a window will automatically pop
up, as depicted below. The window consists of a list of
private IP addresses of all hosts in your LAN network. Select
one private IP address in the list to be the DMZ host.

2 nepeo._ (20K

1e2168.1.10
192168.1.18

When you have selected one private IP from the above
dialog, the IP address will be shown on the screen. Click OK
to save the setting.

After finishing all the settings here, please click OK to save the configuration.
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II-3-3 Open Ports

Open Ports allows you to open a range of ports for the traffic of special applications.

Common application of Open Ports includes P2P application (e.g., BT, KaZaA, Gnutella,
WinMX, eMule and others), Internet Camera etc. Ensure that you keep the application
involved up-to-date to avoid falling victim to any security exploits.

Click Open Ports to open the following page:

NAT => Open Ports
Open Ports Setup | Set to Factory Default |
Index Comment WanN Interface Aux. WAN IP Local IP Address Status
1. b3
2. ®
3. b3
4. b
5. b3
6. b
i b3
8. b
9. ¥
10. b
== 110 | 11-20 | 21-30 | 3140 == Hext >

Note: The port number values set in this page might be invalid due to the same values configured
for Management Port Setup in System Maintenance>>Management and SSLWPN.

Available settings are explained as follows:

Item Description

Index Indicate the relative number for the particular entry that you
want to offer service in a local host. You should click the
appropriate index humber to edit or clear the corresponding

entry.

Comment Specify the name for the defined network service.

WAN Interface Display the WAN interface used by such index.

Aux. WAN IP Display the IP alias setting used by such index. If no IP alias
setting exists, such field will not appear.

Local IP Address Display the private IP address of the local host offering the
service.

Status Display the state for the corresponding entry. X or V is to

represent the Inactive or Active state.

To add or edit port settings, click one index number on the page. The index entry setup page
will pop up. In each index entry, you can specify 10 port ranges for diverse services.
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HAT == Open Ports == Edit Open Ports

Inidex No. 1

¢ Enable Open Ports

Comment

Wk Interface WiART ¥

WAk [P 1921681486 ¥

Private IP Choose IP

Protocol Start Port End Paort Protocol Start Port End Port
1, e v 0 ] 2 | v 0 0
3. | v 0 ] 4, | v 0 0
TR - v 0 ] (ST p— v 0 0
P — v 0 ] ST p— v 0 0
=T — v 0 ] 10, |- v 0 0
Ol Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Open Ports

Check to enable this entry.

Comment

Make a name for the defined network application/service.

WAN Interface

Specify the WAN interface that will be used for this entry.

WAN IP

Specify the WAN IP address that will be used for this entry.
This setting is available when WAN IP Alias is configured.

Private IP

Enter the private IP address of the local host or click Choose
PC to select one.

Choose IP - Click this button and, subsequently, a window
having a list of private IP addresses of local hosts will
automatically pop up. Select the appropriate IP address of
the local host in the list.

Protocol

Specify the transport layer protocol. It could be TCP, UDP,
or ----- (none) for selection.

Start Port

Specify the starting port number of the service offered by
the local host.

End Port

Specify the ending port number of the service offered by the
local host.
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After finishing all the settings here, please click OK to save the configuration.

NAT => Open Ports
Open Ports Setup | Setto Factory Default |
Index Comment WAN Interface ARux. WAN IP Local IP Address Status
1. P26 WA 1 192.,168.1.56 192,168.1.5 W
2. b
3 b
4. b
LN b
6. b
i b
8. b
9. b
10. b
<< 110 | 11-20 | 2130 | 31-40 == Hext ==

Note: The port number values set in this page might be invalid due to the same values configured
for Management Port Setup in System Maintenance>>Management and SSLYPN.

II-3-4 Port Triggering

Port Triggering is a variation of open ports function.
The key difference between "open port" and "port triggering" is:

®  Once the OK button is clicked and the configuration has taken effect, "open port" keeps
the ports opened forever.

® Once the OK button is clicked and the configuration has taken effect, "port triggering"
will only attempt to open the ports once the triggering conditions are met.

® The duration that these ports are opened depends on the type of protocol used. The
"default” durations are shown below and these duration values can be modified via
telnet commands.

TCP: 86400 sec.
UDP: 180 sec.
IGMP: 10 sec.

TCP WWW: 60 sec.
TCP SYN: 60 sec.

HAT == Port Triggering
Port Triggering | Setto Factory Default |
Index Comment Triggering Protocol Triggering Port Incoming Protocol Incoming Port Status
1. "
2. kS
3. S
9 kS
LN W
6. W
i k4
8. S
Q. W
10. W
< 1-10 | 11-20 =2 Mext =
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Available settings are explained as follows:

Item

Description

Comment

Display the text which memorizes the application of this
rule.

Triggering Protocol

Display the protocol of the triggering packets.

Triggering Port

Display the port of the triggering packets.

Incoming Protocol

Display the protocol for the incoming data of such triggering
profile.

Incoming Port

Display the port for the incoming data of such triggering
profile.

Status

Display if the rule is active or de-active.

Click the index number link to open the configuration page.

HAT == Port Triggering

Ho. 1

Enahble
Service

Comment

Triggering Protocol
Triggering Port
Incoming Protocol

Incoming Port

Mote: The Triggering Port and Incoming Port should be input like this
123-456,777-780 {legal), 123-456, 759 (legal), but 123-456-784 (illegal).

User Defined ¥

TCF v
a0

LUDP v
1024

(0]:4 Clear Cancel

Available settings are explained as follows:

Item

Description

Enable

Check to enable this entry.

Service

Choose the predefined service to apply for such trigger
profile.

User Defined

Real Flayer
CluickTime
WP

IRC

Al Talk
[

FalTalk
BitTaorrent

Comment

Type the text to memorize the application of this rule.

Triggering Protocol

Select the protocol (TCP, UDP or TCP/UDP) for such
triggering profile.

Triggering Port

Type the port or port range for such triggering profile.

Incoming Protocol

When the triggering packets received, it is expected the
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incoming packets will use the selected protocol. Select the
protocol (TCP, UDP or TCP/UDP) for the incoming data of
such triggering profile.

Incoming Port

Type the port or port range for the incoming packets.

After finishing all the settings here, please click OK to save the configuration.

II-3-5 ALG

ALG means Application Layer Gateway. There are two methods provided by Vigor router,
RTSP (Real Time Streaming Protocol) ALG and SIP (Session Initiation Protocol) ALG, for
processing the packets of voice and video.

RTSP ALG makes RTSP message, RTCP message, and RTP packets of voice and video be
transmitted and received correctly via NAT by Vigor router.

However, SIP ALG makes SIP message and RTP packets of voice be transmitted and received
correctly via NAT by Vigor router.

NAT >> ALG

ALG [Application Layer Gateway)

| Setto Factory Default |

Enable ALG
Enable Protocal Listen Port TCP upp
SIP SOE0 {1~B5535)
RTSP £54 {1~E5535)
Ok

Available settings are explained as follows:

Item Description

Enable ALG Check to enable such function.

Listen Port Type a port number for SIP or RTSP protocol.

TCP Check the box to make correspond protocol message packet
from TCP transmit and receive via NAT.

UDP Check the box to make correspond protocol message packet

from UDP transmit and receive via NAT.
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Dynamic DNS

The ISP often provides you with a dynamic IP address when you connect to the Internet via
your ISP. It means that the public IP address assigned to your router changes each time you
access the Internet. The Dynamic DNS feature lets you assign a domain name to a dynamic
WAN IP address. It allows the router to update its online WAN IP address mappings on the
specified Dynamic DNS server. Once the router is online, you will be able to use the registered
domain name to access the router or internal virtual servers from the Internet. It is
particularly helpful if you host a web server, FTP server, or other server behind the router.

Before you use the Dynamic DNS feature, you have to apply for free DDNS service to the DDNS
service providers. The router provides up to three accounts from three different DDNS service
providers. Basically, Vigor routers are compatible with the DDNS services supplied by most
popular DDNS service providers such as www.dyndns.org, www.no-ip.com, www.dtdns.com,
www.changeip.com, www.dynamic- nameserver.com. You should visit their websites to
register your own domain name for the router.

LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the
network administrators of your office set up FTP, Mail or Web server inside LAN, you can
specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is
adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2832 Series will
respond the specified private IP address.

Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The
schedule is also applicable to other functions.

RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

LDAP /Active Directory Setup

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.
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UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.
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Web User Interface
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[I-4-1 Dynamic DNS

Enable the Function and Add a Dynamic DNS Account

1.

4.

Assume you have a registered domain name from the DDNS provider, say
hostname.dyndns.org, and an account with username: test and password: test.

Open Applications>>Dynamic DNS.

Check Enable Dynamic DNS Setup.

Applications »> Dynamic DNS Setup

Dynamic DNS Setup

| Setto Factory Default |

Enable Dynamic DNS Setup e Log Farce Update
Auto-Update interval 14400 Mingsy (1~144007
Accounts:
Index WAN Interface Domain Name Active
1. WAML First %
2. WAML First ®
3. WAML First ®
4. WAML First ®
5. WAML First ®
6. WAML First ®

QK Clear All

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Setup

Check this box to enable DDNS function.

Set to Factory
Default

Clear all profiles and recover to factory settings.

View Log

Display DDNS log status.

Force Update

Force the router updates its information to DDNS server.

Auto-Update
interval

Set the time for the router to perform auto update for DDNS
service.

Index

Click the number below Index to access into the setting page
of DDNS setup to set account(s).

WAN Interface

Display the WAN interface used.

Domain Name

Display the domain name that you set on the setting page of
DDNS setup.

Active

Display if this account is active or inactive.

Select Index number 1 to add an account for the router. Check Enable Dynamic DNS
Account, and choose correct Service Provider: dyndns.org, type the registered
hostname: hostname and domain name suffix: dyndns.org in the Domain Name block.
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The following two blocks should be typed your account Login Name: test and Password:

test.

Applications >> Dynamic DNS Setup »>> Dynamic DNS Account Setup

Index : 1

Mail Extender

Determine Real
WA IP

¥/ Enable Dynamic DNS Account
WaN Interface WWANT First v

Service Provider | dyn.com (www.dyn. com) v
Service Type Dynamic ¥
Domain Mame chronicBB53 L dyndns.org dyndns.ory v
Login Mame chronicBB53 {max. 64 characters)
Password ~ [sessssesees {max, 23 characters)
wildcards
Backup Mx

Internet IP v

B34 Clear Cancel

Available settings are explained as follows:

Item

Description

Enable Dynamic DNS
Account

Check this box to enable the current account. If you did
check the box, you will see a check mark appeared on the
Active column of the previous web page in step 2).

WAN Interface

WAN1/WAN2/WAN3/WAN4 First - While connecting, the
router will use WAN1/WAN2/WAN3/WAN4 as the first

channel for such account. If WAN1/WAN2/WAN3 /WAN4
fails, the router will use another WAN interface instead.

WAN1/WAN2/WAN3/WAN4 Only - While connecting, the
router will use WAN1/WAN2/WAN3/WAN4 as the only
channel for such account.

Service Provider

Select the service provider for the DDNS account.

Service Type

Select a service type (Dynamic, Custom or Static). If you
choose Custom, you can modify the domain that is chosen in
the Domain Name field.

Domain Name

Type in one domain name that you applied previously. Use
the drop down list to choose the desired domain.

Login Name Type in the login name that you set for applying domain.
Password Type in the password that you set for applying domain.
Wildcard and The Wildcard and Backup MX (Mail Exchange) features are
Backup MX not supported for all Dynamic DNS providers. You could get

more detailed information from their websites.

Mail Extender

If the mail server is defined with another name, please type
the name in this area. Such mail server will be used as
backup mail exchange.

Determine Real
WAN [P

If a Vigor router is installed behind any NAT router, you can
enable such function to locate the real WAN IP.

When the WAN IP used by Vigor router is private IP, this
function can detect the public IP used by the NAT router and
use the detected IP address for DDNS update.
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There are two methods offered for you to choose:

® WAN IP - If it is selected and the WAN IP of Vigor router
is private, DDNS update will take place right away.

® Internet IP - If it is selected and the WAN IP of Vigor
router is private, it will be converted to public IP
before DDNS update takes place.

5. Click OK button to activate the settings. You will see your setting has been saved.

Disable the Function and Clear all Dynamic DNS Accounts

Uncheck Enable Dynamic DNS Setup, and click Clear All button to disable the function and
clear all accounts from the router.

Delete a Dynamic DNS Account

Click the Index number you want to delete and then click Clear All button to delete the
account.
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[I-4-2 LAN DNS / DNS Forwarding

The LAN DNS lets the network administrators host servers with privacy and security. When the

network administrators of your office set up FTP, Mail or Web server inside LAN, you can

specify specific private IP address (es) to correspondent servers. Thus, even the remote PC is

adopting public DNS as the DNS server, the LAN DNS resolution on Vigor2832 Series will

respond the specified private IP address.

Simply click Application>>LAN DNS to open the following page.

Applications => LAN DNS / DNS Forwarding

LAN DHNS Resolution / Conditional DNS Forwarding

| Setto Factory Default |

Enable Index Profile Domain Name Forwarding DMNS Server
4 1. LAaN_D1 wewewy draytek.com -
’ 2. LAaN_D2 wwewy draysuppart.com v 172.16.3.89
3. -
4, -
5, _
6. -
7. -
8. _
9. -
10. -
<< 1-10 | 11-20 | 21-30 | 31-40 | 41-50 | 51-60 | 61-70 | 71-80 | 81-90 | 91-100 | 101-110 | 111-120 ==
QK
Each item is explained as follows:
Item Description

Set to Factory Default

Clear all profiles and recover to factory settings.

Enable

Check the box to enable the selected profile.
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Index Click the number below Index to access into the setting
page.
Profile Display the name of the LAN DNS profile.

Domain Name

Display the domain name of the LAN DNS profile.

Forwarding Display that such profile is conditional DNS forwarding or
not.
DNS Server Display the IP addres of the DNS Server.

You can set up to 20 LAN DNS profiles.

To create a LAN DNS profile:
1.
2.

Click any index, say Index No. 1.

The detailed settings with index 1 are shown below.

Applications >> LAN DNS / DNS Forwarding

LAH DHNS Conditional DHS Forwarding

Profile Index : 1
Enable
Profile:
Dormain Name:

IP Address List
Index IP Address

Add Delete

Note: 1. Support wildcard subdomain, ex: * .example.com or
Towewew example ¥
2, One domain Mame has only one [Pv4 address and IPv6 address
in the same subnet.

CHAME(Alias Domain Mame): | Add

Same Subnet Rep

Ok Clear

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for LAN DNS and click OK to
save the configuration, the name also will be applied to
conditional DNS forwarding automatically.

Domain Name

Type the domain name for such profile.

CNAME (Alias Domain
Name)

CNAME is abbreviation of Canonical name record.

Such option is used to record the domain name or the host
alias.

Add - Click it to add a new host with specified reference.
Delete - Click it to remove the setting.

IP Address List

The IP address listed here will be used for mapping with the
domain name specified above. In general, one domain name
maps with one IP address. If required, you can configure two
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IP addresses mapping with the same domain name.
Add - Click it to open a dialog to type the host’s IP address.

Host's IP Address

Canly use this record for responding to DNS queries if the sender's TP
Address (client making the request) is in the same subnet as the host's IP

Address.

® Only responds to the DNS.... - Different LAN PCs can
share the same domain name. However, you have to
check this box to make the router identify & respond
the IP address for the DNS query coming from different
LAN PC.

Delete - Click it to remove an existed IP address on the list.

Click OK button to save the settings.

4. If you need to configure LAN DNS settings, click index 1 to edit the LAN DNS profile just
created. Or, you can click index 2 to use this profile as conditional DNS forwarding.

Applications => LAN DNS [ DNS Forwarding

LAN DNS Conditional DNS Forwarding
Profile Index : 2
¥/ Enahle
Profile:|LaM_D2
Domain Mame:www draysupport.com
Note: Support wildcard subdomain, ex: * .example.com
DMS Server IP Address:|

8154 Clear

Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Profile Type a name for such profile.

Note: If you type a name here for conditional DNS forwarding
and click OK to save the configuration, the name also will be
applied to LAN DNS automatically.

Domain Name Type the domain name for such profile.

DNS Server IP Address | Type the IP address of the DNS server you want to use for DNS
forwarding.

5.  Click OK button to save the settings.

6. A new LAN DNS profile has been created.
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[1-4-3 DNS Security

DNS security is able to ensure that the incoming data is not falsified and the source of the
data is secure and correct to prevent from DNS attack by someone.

[I-4-3-1 General Setup

All of WAN interfaces of Vigor router can be configured with DNS Security enabled
respectively.

Application >> DNS Security J

DMNS Security

General Setup Domain Diagnose Befresh
Enable Interface Primary DNS Secondary DNS Bogus DNS Reply
WANL --- --- Pass v
WY A2 --- --- Pass ¥
MY ANT S S Pass v
W AN --- --- Pass v

Note:
. The DMS server supports DMSSEC

% The DMS server does not support DNSSEC, function may not wark as expected even if it is enabled

0K
Available settings are explained as follows:
Item Description
Enable Check the box to enable the DNS security management.
Interface There are four WAN interfaces allowed to be set with DNS

security enabled.

Primary DNS Display the IP address of primary DNS obtained from DHCP
server or specified by Static WAN.

Secondary DNS Display the IP address of secondary DNS obtained from DHCP
server or specified by Static WAN.

Bogus DNS Reply Sometime, Vigor router might encounter packets from bogus
DNS inquiry. There are two ways to reply such DNS inquiry.

Drop - Discard the packets.

Pass - Accept the packets and let them pass through Vigor
router.
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lI-4-3-2 Domain Diagnose

This page is used to configure settings for manually detecting if the domain is secure not.

Application > DNS Security

DNS Security

General Setup

o

Domain Diagnose DMS Cache

Domain:
Interface:
DMS Server:
Diagnose

= IPv4 O IPVE
WWANT Y

Motz If the damain have not been gueried before, it will takes few seconds to process.

Domain Name IF address Interface Verify Result

Result | Clear |

Available settings are explained as follows:

Item Description

Domain Type the domain name or IP address (IPv4/IPv6) that you
want to query.

Interface Specify the interface required for executing diagnose.

DNS Server Type the IP address of the DNS Server which will diagnose the
domain specified above.

Diagnose Click it to perform the diagnosis for the domain.

Result The diagnosed information will be displayed on such field.
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11-4-4 Schedule

The Vigor router has a built-in clock which can update itself manually or automatically by
means of Network Time Protocols (NTP). As a result, you can not only schedule the router to
dialup to the Internet at a specified time, but also restrict Internet access to certain hours so
that users can connect to the Internet only during certain hours, say, business hours. The

schedule is also applicable to other functions.

You have to set your time before set schedule. In System Maintenance>> Time and Date
menu, press Inquire Time button to set the Vigor router’s clock to current time of your PC.
The clock will reset once if you power down or reset the router. There is another way to set
up time. You can inquiry an NTP server (a time server) on the Internet to synchronize the
router’s clock. This method can only be applied when the WAN connection has been built up.

Applications >> Schedule

Schedule : Current System Time (2000 Jan1 Sat1:33:38

| System time set |

Set to Factory Default |

1

2

It

[

I

=]

I==d

=]

=]

Enable Index Comment

Time

Days in a week
un

E

o

un.

|

0

E

un

1

E

un

o)

E

un

[y

E

un

o

un.

|

o

E

un

w

E

un

o

E

un

o

un.

|

1

E

un

o

E

un

[y

un.

|

o

E

un

Available settings are explained as follows:

Bm Force on

Force down

Item

Description

Current System Time

Display the time Vigor router used.

System time set

Click it to acess into the time setup page (System

Maintenance>>Time and Date).

Set to Factory Default

Clear all profiles and recover to factory settings.

Enable

Click the box to enable such schedule profile.

Index

Click the number below Index to access into the setting page
of schedule.
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Comment

Display the name of the time schedule.

Time

Display the valid time period by time bar.

Days in a week

Display which day(s) will be always on and which day(s) will
be always off of the schedule profile by color boxes.

- If it lights in green, it means such schedule is active.

You can set up to 15 schedules. Then you can apply them to your Internet Access or VPN and
Remote Access >> LAN-to-LAN settings.

To add a schedule:

1. Click any index, say Index No. 1.

2. The detailed settings of the call schedule with index 1 are shown below.

Applications => Schedule

Index No. 1
¢ Enable Schedule Setup
Start Date (yyyy-mm-dd) 2000 1 w1 ¥
Start Time (hhimm) o v:n0
Duration Time (kh:mm) o v:n0
Action Force On v
Idle Timeout ] minute(s).(max. 255, 0 for default)
How Often
once
= Weekdays
Sun ¥ Mon & Tue ¥ Wed # Thu ¥ Fri Sat
8174 Clear Cancel

Available settings are explained as follows:

Iltem Description

Enable Schedule Check to enable the schedule.

Setup

Start Date Specify the starting date of the schedule.
(yyyy-mm-dd)

Start Time (hh:mm)

Specify the starting time of the schedule.

Duration Time
(hh:mm)

Specify the duration (or period) for the schedule.

Action

Specify which action Call Schedule should apply during the
period of the schedule.

Force On -Force the connection to be always on.
Force Down -Force the connection to be always down.

Enable Dial-On-Demand -Specify the connection to be
dial-on-demand and the value of idle timeout should be
specified in Idle Timeout field.

Disable Dial-On-Demand -Specify the connection to be up
when it has traffic on the line. Once there is no traffic over
idle timeout, the connection will be down and never up again
during the schedule.

Idle Timeout

Specify the duration (or period) for the schedule.

How often -Specify how often the schedule will be applied
Once -The schedule will be applied just once
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Weekdays -Specify which days in one week should perform
the schedule.

3. Click OK button to save the settings.

Example

Suppose you want to control the PPPOE Internet access connection to be always on (Force On)
from 9:00 to 18:00 for whole week. Other time the Internet access connection should be
disconnected (Force Down).

Office 1z TR

Hour: Y | 2 fY ‘[ 2
-9 ¥ -9 ¥
(Force On) g el R wl

) L

Mon - Sun 9:00 am to 6:00 pm

Make sure the PPPoE connection and Time Setup is working properly.
Configure the PPPoE always on from 9:00 to 18:00 for whole week.

Configure the Force Down from 18:00 to next day 9:00 for whole week.

A W N

Assign these two profiles to the PPPOE Internet access profile. Now, the PPPOE Internet
connection will follow the schedule order to perform Force On or Force Down action

according to the time plan that has been pre-defined in the schedule profiles.

11-4-5 RADIUS/TACACS+

Remote Authentication Dial-In User Service (RADIUS) is a security authentication
client/server protocol that supports authentication, authorization and accounting, which is
widely used by Internet service providers. It is the most common method of authenticating
and authorizing dial-up and tunneled network users.

11-4-5-1 External RADIUS

The built-in RADIUS client feature enables the router to assist the remote dial-in user or a
wireless station and the RADIUS server in performing mutual authentication. It enables
centralized remote access authentication for network management.

Vigor router can be operated as a RADIUS client. Therefore, this page is used to configure
settings for external RADIUS server. Then LAN user of Vigor router will be authenticated by
such server for network application.
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Applications >> RADIUS TACACS+

External RADIUS Internal RADIUS External TACACS+
Enahle
Server IP Address
Destination Port 1812

Shared Secret
Confirm Shared Secret

Note: If yvour radius server does not support MS-CHAP / MS-CHAPYZ, please go to YPH and Remote
Access > PPP General Setup, and select 'PAP Only' for 'Dial-In PPP Authentication'

[0]34 Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable RADIUS client feature.

Server |IP Address Enter the IP address of RADIUS server

Destination Port The UDP port number that the RADIUS server is using. The

default value is 1812, based on RFC 2138.

Shared Secret The RADIUS server and client share a secret that is used to
authenticate the messages sent between them. Both sides
must be configured to use the same shared secret. The
maximum length of the shared secret you can set is 36
characters.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.

11-4-5-2 Internal RADIUS

Except for being a built-in RADIUS client, Vigor router also can be operated as a RADIUS server
which performs security authentication by itself. This page is used to configure settings for
internal RADIUS server. Then LAN user of Vigor router will be authenticated by Vigor router
directly.
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Applications == RADIUS/ TACACS+

External RADIUS Internal RADIUS

External TACACS+

Enahle
Authentication Port 1812
RADIUS Client Access List

Index Enable Shared Secret IP Address IP Mask IPv6 Address IPv6 Length
1 0.0.0.0 0.0.0.0 i 0
2 0.0.0.0 0.0.0.0 0
3 0.0.0.0 0.0.0.0 i 0
4 0.0.0.0 0.0.0.0 0
User Profile
Select All Clear All
Available List Authentication List

Synchronize Intarnal RADIU

S user list to Local B02.1% user list.

Note:

1.0nly the user profiles which is enabled in User Management => User Profile will be listed here, and it shows in the
Systemn Maintenance >> Internal Service User List.

2.RADIUS Client Access List is first match.

0K Clear Cancel

Available settings are explained as follows:

Item

Description

Enable

Check to enable internal RADIUS client feature.

Authentication Port

Set a port number for internal RADIUS server.

RADIUS Client Access List

Allow to configure that clients under specified domain (IPv4
and IPv6) must be authenticated with the specified shared
secret.

Enable - Check to enable RADIUS client feature.

Shared Secret - The RADIUS server and client share a secret
that is used to authenticate the messages sent between
them. Both sides must be configured to use the same shared
secret. The maximum length of the shared secret you can set
is 36 characters.

IP Address - Type the IP addres of the wired/wireless
client.

IP Mask - Type the subnet mask required for the IP address.

IPv6 Address - Type the IPv6 address of the wired/wireless
client.

IPv6 Length - Type the prefix length required for the IPv6
address.

User Profile

During the process of security authentication, user account
and user password will be required for identity
authentication. Before configuring such page, create at least
one user profile in User Management>>User Profile first.

Select All - Click it to select all of the user profiles in
Available List.
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Clear All- Click to remove all of the user profiles in Available
List.

Available List - The user profiles without RADIUS server
enabled in User Management >> User Profile will be listed
in this field.

Authentication List -The user profiles with RADIUS server
enabled in User Management >> User Profile will be listed

in this field.
Synchronize Internal Users can be authenticated by RADIUS server and local
RADIUS user list to Local 802.1X to get certain network service. It is not necessary to
802.1X user list create new user profiles (containing user accounts and user

passwords) for RADIUS and local 802.1X respectively.

Simply check this box; all of the user profiles (prepared for
RADIUS server authentication) listed in Authentication List
will be synchronized for local 802.1X user authentication.

After finished the above settings, click OK button to save the settings.

11-4-5-3 External TACACS+

It means Terminal Access Controller Access-Control System Plus. It works like RADIUS does.
Click the TACACS+ Setup to open the following page:

Applications => RADIUS TACACS+

External RADIUS Internal RADIUS External TACACS+

¢ Enahle

Server IP Address

Destination Port 49

Type ASCI r

Shared Secret
Confirm Shared Secret

(0]:4 Clear Cancel

Available settings are explained as follows:

Item Description

Enable Check to enable TACACS+ feature.

Server |IP Address Enter the IP address of TACACS+ server.

Destination Port The UDP port number that the TACACS+ server is using.
Shared Secret The TACACS+ server and client share a secret that is used to

authenticate the messages sent between them. Both sides
must be configured to use the same shared secret.

Confirm Shared Secret Re-type the Shared Secret for confirmation.

After finished the above settings, click OK button to save the settings.
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II-4-6 Active Directory/ LDAP

Lightweight Directory Access Protocol (LDAP) is a communication protocol for using in TCP/IP
network. It defines the methods to access distributing directory server by clients, work on
directory and share the information in the directory by clients. The LDAP standard is
established by the work team of Internet Engineering Task Force (IETF).

As the name described, LDAP is designed as an effect way to access directory service without
the complexity of other directory service protocols. For LDAP is defined to perform, inquire
and modify the information within the directory, and acquire the data in the directory
securely, therefore users can apply LDAP to search or list the directory object, inquire or
manage the active directory.

General Setup

This page allows you to enable the function and specify general settings for LDAP server.

Applications >> Active Directory JLDAP

Active Directory LDAP | Setto Factory Default |
Active Directory /
General Setup LDAP Profiles

Enable
Bind Type Sirnple Mode ¥
Server Address
Destination Port 389

Jse 551
Regular DM
Regular Passwaord

8134 Cancel

Mote: After finishing the configuration of the LDAP profiles, they will be listed in the page
of WYPN and Remote Access > PPP General Setup . If you want to use the profiles for WPK
authentication, check the boxes under PPTP LDAP Profiles in WPH and Remote Access »>
PPP General Setup first,

Available settings are explained as follows:

Item Description
Enable Check to enable such function.
Bind Type There are three types of bind type supported.

® Simple Mode - Just simply do the bind authentication
without any search action.

®  Anonymous - Perform a search action first with
Anonymous account then do the bind authentication.

®  Regular Mode- Mostly it is the same with anonymous
mode. The different is that, the server will firstly check
if you have the search authority.

For the regular mode, you’ll need to type in the Regular DN
and Regular Password.

Server Address Enter the IP address of LDAP server.

Vigor2832 Series User’s Guide



Destination Port Type a port number as the destination port for LDAP server.
Use SSL Check the box to use the port number specified for SSL.
Regular DN Type this setting if Regular Mode is selected as Bind Type.
Regular Password Specify a password if Regular Mode is selected as Bind Type.

After finished the above settings, click OK button to save the settings.

Active Directory / LDAP Profiles

You can configure eight AD/LDAP profiles. These profiles would be used with User
Management for different purposes in management.

Applications >> Active Directory LDAP

Active Directory LDAP | Setto Factory Default |

Active Directory !
General Setup LDAP Profiles
Index Hame Distinguished Hame

[l N

Mote: After finishing the configuration of the LDAP profiles, they will be listed in the page
of WPH and Remote Access => PPP General Setup, If you want to use the profiles for VPN
authentication, check the boxes under PPTP LDAP Profiles in YPH and Remote Access ==
PPP General Setup first,

Click any index number link to open the following page.

Applications => Active Directory 1L DAP>>Server Profiles

Indez No. 1
Mame R
Common Mame Identifier W][n]
Base Distinguished Name B

Additional Filter

Note: Flease type in your additional filter for BaseDM search request,
For example,

1) For OpenlDa&P: (gidMumber=500)

21 For aD: (mskPallowDialin=TRUE)

Group Distinguished Marme L‘i
[0]34 Cancel

Available settings are explained as follows:

Item Description

Name Type a name for such profile. The length of the user name is
limited to 19 characters.
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Common Name Identifier | Type or edit the common name identifier for the LDAP server.
The common name identifier for most LDAP server is “cn”.

Base Distinguished Name | Type or edit the distinguished name used to look up entries on
/ Group Distinguished the LDAP server.

Name Sometimes, you may forget the Distinguished Name since it’s

too long. Then you may click the Ige button to list all the
account information on the AD/LDAP Server to assist you finish
the setup.

Additional Filter Type the condition for additional filter.

After finished the above settings, click OK to save and exit this page. A new profile has been
created.
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[1-4-7 UPnP

The UPnP (Universal Plug and Play) protocol is supported to bring to network connected
devices the ease of installation and configuration which is already available for directly
connected PC peripherals with the existing Windows 'Plug and Play' system. For NAT routers,
the major feature of UPnP on the router is “NAT Traversal”. This enables applications inside
the firewall to automatically open the ports that they need to pass through a router.

Info UPNP is required for some applications such as PPS, Skype, eMule...and etc.
If you are not familiar with UPnP, it is suggested to turn off this function for
security.

Applications == UPnP

uPnP

¥ Enable UPNP Service DefaultWwan
Enahle Connection Control Service

Enable Connection Status Service | YWANT

Wi 2
MNote:To allow MAT pass-through to a UPAP enabled client the AN crol service must also
be enabled. AN |
Qk Clear Cancel
Available settings are explained as follows:
Item Description
Enable UPNP Service Accordingly, you can enable either the Connection Control
Service or Connection Status Service.
Default WAN It is used to specify the WAN interface for applying such
function.

The reminder as regards concern about Firewall and UPnP:
Can't work with Firewall Software

Enabling firewall applications on your PC may cause the UPnP function not working properly.
This is because these applications will block the accessing ability of some network ports.

Security Considerations

Activating the UPnP function on your network may incur some security threats. You should
consider carefully these risks before activating the UPnP function.

® Some Microsoft operating systems have found out the UPnP weaknesses and hence you
need to ensure that you have applied the latest service packs and patches.

® Non-privileged users can control some router functions, including removing and adding
port mappings.

The UPnP function dynamically adds port mappings on behalf of some UPnP-aware
applications. When the applications terminate abnormally, these mappings may not be
removed.
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11-4-8 IGMP

IGMP is the abbreviation of Internet Group Management Protocol. It is a communication
protocol which is mainly used for managing the membership of Internet Protocol multicast
groups.

Applications == IGMP

IGMP
IGMP Proxy WA v
IGMP Proxy acts as a multic hosts on the LaN side, Enable IGMP prowy to access any
multicast group. This functic ez =ct when Bridge Mode is enabled .
IGMP Snooping Ak
Enable: Farwards multicast) yyapa ports that are members of that group.
Disable: Treats multicast e pyepg any as broadcast traffic.

Ol Cancel
| Refresh
Working Multicast Groups
Index | Group ID | P1 P2 P3 | P4
Available settings are explained as follows:
Item Description
IGMP Proxy Check this box to enable this function. The application of

multicast will be executed through WAN/PVC/VLAN port. In
addition, such function is available in NAT mode.

IGMP Snooping Check this box to enable this function. Multicast traffic will
be forwarded to ports that have members of that group.
Disabling IGMP snooping will make multicast traffic treated
in the same manner as broadcast traffic.

Refresh Click this link to renew the working multicast group status.

Group ID This field displays the ID port for the multicast group. The
available range for IGMP starts from 224.0.0.0 to
239.255.255.254.

P1- P4 It indicates the LAN port used for the multicast group.

After finishing all the settings here, please click OK to save the configuration.
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11-4-9 Wake on LAN

A PC client on LAN can be woken up by the router it connects. When a user wants to wake up
a specified PC through the router, he/she must type correct MAC address of the specified PC
on this web page of Wake on LAN (WOL) of this router.

In addition, such PC must have installed a network card supporting WOL function. By the way,
WOL function must be set as “Enable” on the BIOS setting.

Applications => Wake on LAN

Wake on LAN

Mote: \Wake on LAN integrates with Bind IP to MAC function, only binded PCs
can wake up through IP.

Wake by MAC Address ¥

IP Address: - ¥

MAC Address: { - B - Wake Up!
Result

Available settings are explained as follows:

Item Description

Wake by Two types provide for you to wake up the binded IP.

® If you choose Wake by MAC Address, you have to type
the correct MAC address of the host in MAC Address
boxes.

® [f you choose Wake by IP Address, you have to choose
the correct IP address.

IP Address The IP addresses that have been configured in
Firewall>>Bind IP to MAC will be shown in this drop down
list. Choose the IP address from the drop down list that you
want to wake up.

MAC Address Type any one of the MAC address of the bound PCs.

Wake Up Click this button to wake up the selected IP. See the
following figure. The result will be shown on the box.
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[1-4-10 SMS / Mail Alert Service

The function of SMS (Short Message Service)/Mail Alert is that Vigor router sends a message to
user’s mobile or e-mail box through specified service provider to assist the user knowing the
real-time abnormal situations.

Vigor router allows you to set up to 10 SMS profiles which will be sent out according to
different conditions.

SMS Alert

This page allows you to specify SMS provider, who will get the SMS, what the content is and
when the SMS will be sent.

Applications >> SMS / Mail Alert Senice

SMS Alert Mail Alert | Set to Factory Default |
Index SMS Provider Recipient Motify Profile Schedule(1-15)
1 1-797 r 1-99% 7

2 1-777 v 1-79% ¥

3 1-777 ¥ 1-797 ¥

4 1-777 ¥ 1-79% 7

5 1777 v 1-797 ¥

6 1-777 v 1-997 ¥

7 1-797 r 1-99% 7

8 1-797 v 1-99% ¥

L] 1-777 v 1-99% ¥

10 1-777 ¥ 1-797 ¥

Mote: All the SMS alert profiles share the same "Sending Interval” setting if they use the same SMS
Provider.

Ok Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
SMS Provider Use the drop down list to choose SMS service provider.

You can click SMS Provider link to define the SMS server.

Recipient Type the phone number of the one who will receive the
SMS.
Notify Profile Use the drop down list to choose a message profile. The

recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content

of the SMS.

Schedule (1-15) Type the schedule number that the SMS will be sent out.
You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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Mail Alert

This page allows you to specify Mail Server profile, who will get the notification e-mail, what
the content is and when the message will be sent.

Application »> SMS / Mail Alert Service

SMS alert Mail Alert | Set to Factory Default |
Index Mail Service Recipient Motify Profile Schedule(1-15)
1 1-79% % 1-997 ¥
2 1-79% % 1-997 ¥
3 T-0rew 1-%97 ¥
4 1-79% % 1-997 ¥
5 1-79% % 1-997 ¥
6 1-79% % 1-997 ¥
7 1-79% % 1-997 ¥
8 1-79% % 1-997 ¥
9 1-79% % 1-997 ¥
10 1-79% % 1-997 ¥
Mote: All the Mail Alert profiles share the same "Sending Interval” setting if they use the same Mail
Server.
Ok Cancel

Available settings are explained as follows:

Item Description
Index Check the box to enable such profile.
Mail Service Use the drop down list to choose mail service object. All of

the available objects are created in Object
Settings>>SMS/Mail Service Option. If there is no object
listed, click Mail Service link to define a new one with
specified service provider.

Recipient Type the e-mail address of the one who will receive the
notification message.

Notify Profile Use the drop down list to choose a message profile. The
recipient will get the content stated in the message profile.
You can click the Notify Profile link to define the content
of the mail message.

Schedule (1-15) Type the schedule number that the notification will be sent
out.

You can click the Schedule(1-15) link to define the
schedule.

After finishing all the settings here, please click OK to save the configuration.
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11-4-11 Bonjour

Bonjour is a service discovery protocol which is a built-in service in Mac OS X; for Windows or
Linux platform, there is correspondent software to enable this function for free.

Usually, users have to configure the router or personal computers to use above services.
Sometimes, the configuration (e.g., IP settings, port number) is complicated and not easy to
complete. The purpose of Bonjour is to decrease the settings configuration (e.g., IP setting).
If the host and user’s computer have the plug-in bonjour driver install, they can utilize the
service offered by the router by clicking the router name icon. In short, what the
Clients/users need to know is the name of the router only.

To enable the Bonjour service, click Applications>>Bonjour to open the following page.
Check the box(es) of the server service(s) that you want to share to the LAN clients.

Applications == Bonjour d

Bonjour Setup

# Enable Bonjour Service
HTTP Server
Telnet Server
FTP Server
S5H Server
LPR Printer Server

0154 | | Cancel

Below shows an example for applying the bonjour feature that Vigor router can be used as the
FTP server.

1. Here, we use Firefox and DNSSD to discover the service in such case. Therefore, just
ensure the Bonjour client program and DNSSD for Firefox have been installed on the
computer.

2) Browser - Mozilla Firefox
File Edit View History Bookmarks Tools Help
|@Mozilla Frefox Start Page = | i Browser * | i Browser * | Browser

€ B3 | @ chromesfdnssdicontent/browser htm]
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2. Open the web browse, Firefox. If Bonjour and DNSSD have been installed, you can open
the web page (DNSSD) and see the following results.

chrome:#dnssd/content/browser html ¢ 8- Googleﬁ

DNSSD for Firefox

Browser Caonfiguration Options Diagnostic Information

Interface Name Type Domain Service Info

2 DS1010F lus _http._tep local Select a service on the [eft to view
further details

2 DE1010Pus(WebDAY) _http_tcp local

2 HP Laserlet 1300 _ipp._tcp. local

2 tetseng-vitual-machine {b _udisks-ssh._tcp. local

2 tetseng-virtual-machine [00:0c:29:78:bc:24] _workstation_tcp local

2 tomkac-desktop [00:0c:29:26:02:5d] _winrkstation._tcp local

3. Open System Maintenance>>Management. Type a name as the Router Name and click

OK.
System Maintenance > Management a
IPv4 Management Setup IPvé Management Setup LAN Access Setup
Router Mame CirayTek
Default:Disable Auto-Logout Management Port Setup
Enable walidation Code in Internet/Lan = lser Define Ports Default Ports
Access Telnet Port 23 (Default; 23)
Hote: IES and below version does NOT support )
HTTP Port 80 Default: 80
Dray05 CAPTCHA auth code, ¢ )
HTTPS Port 443 (Default: 443)
Internet Access Control FTFP Port 21 (Default: 21)
Allow management from the nternet TROGS Port angEa (Default; 8069)
Domain name allawed SSH Port 77 (Default: 223
FTP Server
HTTP Server TLS/SSL Encryption Setup

4. Next, open Applications>>Bonjour. Check the service that you want to use via Bonjour.

Applications >> Bonjour 0

Bonjour Setup
4 Enable Bonjour Service
# HTTP Server
Telnet Server
+ FTP Server
S5H Server
4 LPR Printer Server

LY

]2 Cancel

5. Open the DNSSD page again. The available items will be changed as the follows. It means
the Vigor router (based on Bonjour protocol) is ready to be used as a printer server, FTP
server, SSH Server, Telnet Server, and HTTP Server.
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| @ chrome /dnssd/content/browser. html

¢ | 8- Google

DNSSD for Firefox

Birowser Configuration Options

Diagnostic Infarmation

Interface Name

2 DS1010PIus

2 DE1010P lus(WWebDAY)

2 HP Laserlet 1300

2 Wigor Router

2 Wigor Router

2 “igor Router

2 Wigor Router

2 Wigor Router

2 tetseng-virtual-machine

2 tetsengvirtualmaching [00:0c:29:78: be:24]
2 tormkac-desktop [00:0c:29:26:09:54d]

Type Domain Service Info
_http._tep local. Select a service on the left to view
further details
_http_tep local
_ipp._tcp. local
_ftp_tep local
_http._tep local.
_printer._top. local.
_ssh._tcp. local.
_telnet._tcp local
0
hW) _udisks-zsh._tcp local
_wiorkstation._top. local.
_workstation._top. local.

6. Now, any page or document can be printed out through Vigor router (installed with a

printer).

Prinker
Mame Microsoft KPS Document YWriker Properties... ]
Stakus Auka HP Laserlet 1200 Series PCL on RD-KC
Auko Microsoft KPS Document Writer on RD-KC
Type Auka Microsaft %P5 Document ‘Writer an TIM-PiC
Lacation Wigar Router
Carnrnert
[ ] Prink ko file
Print range Copies
(&) &ll pages Mumber of copies -
(O Pages 1 =, =,
) | | [ 2 3 [ 2 3 Collate
Selection 1 1
Qpkions, ., [ (0] 4 l [ Zancel ] [ Help
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Application Notes

A-1 How to Implement the LDAP/AD Authentication for User Management?

For simplifying the configuration of LDAP authentication for User Access Management, we
implement “Group” feature.

There is no need to pre-configure user profile for each user on Vigor router anymore. We only
need to configure the Groups DN, then the Vigor router (e.g., Vigor2832 series) can pass the
authentication to LDAP server with the pre-defined Group path.

Below shows the configuration steps:
1. Access into the web user interface of the Vigor router.

2. Open Applications>>Active Directory /LDAP to get the following page for configuring
LDAP related settings.

Applications >> Active Directory LDAP

Active Directory LDAP | Setto Factory Default |
Active Directory /
General Setup LDAP Profiles
¢ Enable
Bind Type Regular Mode ¥
Server Address 172.16.2.8
Destination Part 384
lJse 551
Regular DM uid=vpntest,ou=vpnuser,dc=ms,dc=dr
Regular Password  aeeeeem
[o]24 Cancel

Hote: After finishing the configuration of the LDAP profiles, they will be listed in the page
of YPH and Remote Access == PPP General Setup. If you want to use the profiles for VPN
authentication, check the boxes under PPTP LDAP Profiles in WPH and Remote Access »=»
PPP General Setup first.

There are three types of bind type supported:
® Simple Mode - Just simply do the bind authentication without any search action.

® Anonymous - Perform a search action first with Anonymous account then do the
bind authentication.

®  Regular Mode- Mostly it is the same with anonymous mode. The different is that,
the server will firstly check if you have the search authority.
For the regular mode, you’ll need to type in the Regular DN and Regular Password.

3. Create LDAP server profiles. Click the Active Directory /LDAP tab to open the profile
web page and click any one of the index number link.

If we have two groups “RD1” and “SHRD” on LDAP server, we can configure two LDAP
server profiles with different Group Distinguished Name.
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Applications == Active Directory LDAP=>Server Profiles

Index Ho. 1
Mame rd1
Common Mame Identifier uid
Base Distinguished Mame ou=people,dc=ms,de=draytek, dc=corr B
Additional Filter ch=shrd,ou=group,dc=msg

Hote: Please type in your additional filker for BaseDM search reguest,
For example,

1) For OpenlDAP: (gidMurmber=500)
21 Far AD: (msMPAllowDialin=TRLE)

Group Distinguished Mame B
Qs Cancel

and

Applications >» Active Directory LDAP>>5Server Profiles

Index Ho. 2
Mame shrd
Commmon Name Identifier uid
Base Distinguished Mame ou=peaple de=ms de=dravtek,de=com B
Additional Filter ch=shrd,ou=group,de=ms,de=draytek

Note: Please type in your additional filker for BaseDM search request,
For example,

13 For OpenLDAP: {gidMumber=500)
23 For &AD: (msMPAllowDialin=TRELUE)

Group Distinguished Name L‘i
Ok Cancel

4.  Click OK to save the settings above.

5. Open User Management>>General Setup. Select User-Based as the Mode option.
User Management >> General Setup

General Setup

Mode Selection:

Rule-Based is 2 management method based on IP address. Administrator may set
diffarent firewall rules to different IP address.

= User-Based iz a management method based on user profiles, administrator may set
different firewall rules to different user profiles,
Motice for User-Based mode:
+ In User-Based mode, Active Rules in Firewall will be applied to all LAM clients,

packets that matches the Active Rules will be blocked or pass immediately, no user
authentication is required.

+ Only Inactive Rules in Firewall can be set for individual user profile, In User-Based
mode, packets that do not match Active Rules will need authentication, and the
Inactive Rule applied to the specific user profile will then take effect.

Authentication page:

Web Authentication:  ® HTTPS HTTR
Display IP address on the dialog box pops up after successful login,

Landing page:
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6. Then open VPN and Remote Access>>PPP General Setup to check the profile(s) that
will be authenticated with LDAP server.

YPH and Remote Access => PPP General Setup

PPP General Setup

PPPMP Protocol PPP Authentication Methods
Dial-In PPP < Remote Dial-in User
Authentication PAPICHAPMS-CHAPMIS- CHAPYZ ¥ ;’ BANTL LG
Dial-In PPP - = < ADFLDAP
Encryption(MPPE]) Optianal MPPE 7 rdl
Mutual Authentication (PAR) Yes ® Mo ¢ shrd
Username TS
Password . .
IP Address Assignment for Dial-In Users gmtl:':u pl?ﬁ'ﬂ? SEIECt PAR O’;'}; D'E"‘I:D?ESAP
DHCP Disable set uthentication',if you want to use ar
CWh_en isabla set) TACACS+ for PPP Authentication.
Asgighed IP startLal 1 192.168.1.200
LAN 2 192.168.2.200 Mote: Default priority is Remote Dial-in User -=
LAN 3 182.162.3.200 RADIUS -= ADJLDARP - TACACS+,

LAN 4 192 168.4.200

ile using Radius or LDAP furthentication:
&ssign IP from subnet: | LAMT ¥

Ok

After above configurations, users belong to either “rd1” or *“shrd” group can access Internet
after inputting their credentials on LDAP server.
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lI-5 Routing

172

Route Policy (also well known as PBR, policy-based routing) is a feature where you may need
to get a strategy for routing. The packets will be directed to the specified interface if they
match one of the policies. You can setup route policies in various reasons such as load balance,
security, routing decision, and etc.

Through protocol, IP address, port number and interface configuration, Route Policy can be
used to configure any routing rules to fit actual request. In general, Route Policy can easily
reach the following purposes:

Load Balance
You may manually create policies to balance the traffic across network interface.
Specify Interface

Through dedicated interface (WAN/LAN/VPN), the data can be sent from the source IP to the
destination IP.

Address Mapping

Allows you specify the outgoing WAN IP address (es) for an internal private IP address or a
range of internal private IP addresses.

Priority

The router will determine which policy will be adopted for transmitting the packet according
to the priority of Static Route and Route Policy.

Failover to/Failback

Packets will be sent through another Interface or follow another Policy when the original
interface goes down (Failover to). Once the original interface resumes service (Failback),
the packets will be returned to it immediately.

Other routing

Specify routing policy to determine the direction of the data transmission.

Info For more detailed information about using policy route, refer to Support
>>FAQ/Application Notes on www.draytek.com.
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Web User Interface

[I-5-1 Static Route

Go to LAN to open setting page and choose Static Route. The router offers IPv4 and IPv6 for
you to configure the static route. Both protocols bring different web pages.

II-5-1-1 Static Route for IPv4

LAN => Static Route Setup
1Pt IPvt | Setto Factory Default | View Routing Table |
Index Destination Address Status Index Destination Address Status
1 777 7 6. 777 7
2. 777 7 7. 777 7
3 777 7 8. 777 7
4. 777 7 0. 777 7
5 277 ? 10. 277 ?
<< 110 | 1120 | 2130 == Next ==
Status: v —— Active, ® -— Inactive, ? — Empty
Available settings are explained as follows:
Item Description
Index The number (1 to 30) under Index allows you to open next
page to set up static route.
Destination Address Displays the destination address of the static route.
Status Displays the status of the static route.
Set to Factory Default Clear all of the settings and return to factory default
settings.
Viewing Routing Table Displays the routing table for your reference.
Diagnostics >> Yiew Routing Table
Current Running Routing Tahle IPvi Routing Table | Refresh |
Key: C - connected, 3 - static, R - RIP, * - default, ~ - private
Ce 182.165.1.0/ 255.255.255.0 directly connected LAN1
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Add Static Routes to Private and Public Networks

Here is an example (based on IPv4) of setting Static Route in Main Router so that user A and B
locating in different subnet can talk to each other via the router. Assuming the Internet
access has been configured and the router works properly:

®  use the Main Router to surf the Internet.

® create a private subnet 192.168.10.0 using an internal Router A (192.168.1.2)

® create a public subnet 211.100.88.0 via an internal Router B (192.168.1.3).

® have set Main Router 192.168.1.1 as the default gateway for the Router A 192.168.1.2.

Before setting Static Route, user A cannot talk to user B for Router A can only forward
recognized packets to its default gateway Main Router.

1. Go to LAN page and click General Setup, select 1st Subnet as the RIP Protocol Control.
Then click the OK button.

(1)

Info There are two reasons that we have to apply RIP Protocol Control on
1st Subnet. The first is that the LAN interface can exchange RIP
packets with the neighboring routers via the 1st subnet
(192.168.1.0/24). The second is that those hosts on the internal
private subnets (ex. 192.168.10.0/24) can access the Internet via the
router, and continuously exchange of IP routing information with
different subnets.
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2.  Click the LAN >> Static Route and click on the Index Number 1. Check the Enable box.
Please add a static route as shown below, which regulates all packets destined to
192.168.10.0 will be forwarded to 192.168.1.2. Click OK.

LAN => Static Route Setup
Index Ho. 1
¢ Enable

Destination IP Address 192 168.10.0
Subnet Mask 2852552550
Gateway IP Address 192.168.1.2
MNetwork Interface LAMT ¥

Note: \WaM5S, WANG, WANT are router-borne YWANsS,

0]78 Cancel Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IP Type an IP address as the destination of such static route.

Address

Subnet Mask Type the subnet mask for such static route.

Network Interface Use the drop down list to specify an interface for such
static route.

3. Return to Static Route Setup page. Click on another Index Number to add another
static route as show below, which regulates all packets destined to 211.100.88.0 will be
forwarded to 192.168.1.3. Click OK.

LAN == Static Route Setup
Index Ho. 2
¢ Enable

Destination IP Address 211.100.88.0
Subnet Mask 255.265.255.0
Gateway IP Address 19216813
MNetwaork Interface LANT ¥

Note: WANS, WANG, WANT are router-borne WAaks,

QK Cancel Delete

4. Go to Diagnostics and choose Routing Table to verify current routing table.

Diagnostics => View Routing Table

Current Running Routing Table IPv Routing Table | Refresh |
Key: C - commected, 5 - static, R - RIF, * - default, ~ - priwvate
G- 192.168.10.04 255.255.255.0 via 192.168.1.2 LAN1
C~ 192.165.1.0/ 255.255.255.0 directly connected LANL

Note: WAMNS, WANG, WANT are router-borne WANs,
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1I-5-1-2 Static Route for IPv6

You can set up to 40 profiles for IPv6 static route. Click the IPv6 tab to open the following
page:
LAN == Static Route Setup

1Pvd IPvi | Setto Factory Default | View IPvG Routing Table |
Index Destination Address Status Inde:x Destination Address Status

1. 2 f0 ¥ 11. 2f0 ¥
2. 20 ® 12, 20 ®
3. 20 b3 13. 20 b3
4. 20 ® 14, 20 ®
5. Hin] ® 15. 20 ®
6. 20 ® 16. 20 ®
7. /0 ® 17. 20 ®
8. 2 f0 " 18. 2 f0 "
9. 20 ® 19, 20 ®
10. 2 f0 H 20, 2 f0 H

Z1-20]21-40 = Nexst ==

Status: v — Active, ¥ - Inactive, ¥ -—- Empty

Available settings are explained as follows:

Item Description

Index The number (1 to 40) under Index allows you to open next
page to set up static route.

Destination Address Displays the destination address of the static route.

Status Displays the status of the static route.

Set to Factory Default Clear all of the settings and return to factory default
settings.

Viewing IPv6 Routing Displays the routing table for your reference.

Table

Click any underline of index humber to get the following page.

LAHN == Static Route Setup

Index No. 1

Enable

Destination IPv6 Address [ Prefix Len |- Jo
Gateway IPve Address

Metwork Interface LAMT ¥

Ok Cancel Delete

Available settings are explained as follows:

Item Description

Enable Click it to enable this profile.

Destination IPv6 Address / | Type the IP address with the prefix length for this entry.
Prefix Len

Gateway IPv6 Address Type the gateway address for this entry.

Network Interface Use the drop down list to specify an interface for this static

route.

When you finish the configuration, please click OK to save and exit this page.
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II-5-2 Load-Balance /Route Policy

It allows network administrator to manage the outbound traffic more specifically. The policy
set in Load-Balance/Route Policy always has higher priority than Default Route and Auto
Load Balance set in WAN >> Internet Access, and always has lower priority than the Firewall
Rules. Administrator may also define a priority to this policy.

lI-5-2-1 General Setup

General Setup lists all the policies and shows whether the policy is enabled/disabled, what
are the criteria to match, and through which the interface should the traffic to go if the
criteria are matched, and also its priority.

Load-BalanceRoute Policy

Load-Balance Route Policy 10 ¥ rules per page | Set to Factory Default |

Dest Dest
S Src I[P SrcIP DestIP DestIP Move Mowe
Index Enable Comment Protocol Interface  Priority Crart End Start End Port  Port Up Down
Start End
1 Any WA 1 200 Ay Ay Any Any Any ANy Down
2 any WAk 1 200 any any Ay Ay Any  any  UP Down
3 any WAk 1 200 &y &y Ay Ay Any  any  UP Down
4 Any WAk 200 Any Any Any Any Ay Aany  UP Down
] Any WAk 1 200 Any Any Any Any Ay Aany  UP Down
[i] Any WAk 200 Any Any Any Any Ay Aany  UP Down
7 Any WA 1 200 ARy ARy Ay Any any  any UP Down
8 Any WA 1 200 ARy ARy Ay Ary any  any  UP Down
9 ANy WAN L 200 ANy ANy ARy any  any  Any  UP Down
10 ANy WAR L 200 ANy ANy ARy any  Any  Any  UP Down
<< 110 | 11-20 | 21-30 | 31-40 | 41-50 == Hext =
= ‘Wizard Mode: most frequently used settings in three pages
Advance Mode: all settings in one page
Ok
Available settings are explained as follows:
Item Description
Index Click the number of index to access into the configuration
web page.
Enable Check this box to enable this policy.
Protocol Display the protocol used for this policy.

Interface

Display the interface to send packets to once the policy is
matched.

Interface Address

Display the WAN IP or WAN IP alias address which is used as
source IP of the outgoing packets.

Src IP Start Displays the IP address for the start of the source IP.

Src IP End Displays the IP address for the end of the source IP.

Dest IP Start Displays the IP address for the start of the destination IP.
Dest IP End Displays the IP address for the end of the destination IP.

Dest Port Start

Displays the IP address for the start of the destination port.

Dest Port End

Displays the IP address for the end of the destination port.

Move UP/Move Down

Use Up or Down link to move the order of the policy.
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Wizard Mode Allow to configure frequently used (simple and basic)
settings of route policy via three setting pages.

Advance Mode Allows to configure detailed settings of route policy.

To use Wizard Mode, simple do the following steps:

1. Click the Wizard Mode radio button.

2. Click Index 1. The setting page will appear as follows:

Load-Balance/Route Policy

Index: 1 Criteria

Load-Balance/Foute Policy applies to packets that meet the following criteria
Source IP = ANy
Src IP Start SrcIP End
Destination IP Ay
= Dest IP Start Dest IP End
192.168.1.6 ~[192.168.1.65
= Back Mext = Finish Cancel
Available settings are explained as follows:
Item Description
Source IP Any - Any IP can be treated as the source IP.
Src IP Start - Type the source IP start for the specified WAN
interface.

Src IP End - Type the source IP end for the specified WAN
interface. If this field is blank, it means that all the source
IPs inside the LAN will be passed through the WAN
interface.

Destination IP Any - Any IP can be treated as the destination IP.
Dest IP Start- Type the destination IP start for the specified
WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

3. Click Next to get the following page.

Load-BalanceRoute Policy

Index: 1 Interface

Load-Balance/Route Policy directs the packets to the interface below

Interface WAN v
Interface Address

= Back [ent = Finish Cancel

Available settings are explained as follows:

Item Description
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Interface Use the drop down list to choose an interface or VPN profile.
Packets match with the above criteria will be transferred to
the interface chosen here.

Interface Address Use the drop down list to choose an existed IP address.

4. After specifying the interface, click Next to get the following page.

Load-Balance/Route Policy

Index: 1 HAT or Routing

Based on the settings in the previous pages, we guess you want to have: Force MAT

The current setting is:
O Force MAT
Force Routing

= Back Mext = Finizh Cancel
Available settings are explained as follows:
Iltem Description
Force NAT /Force It determines which mechanism that the router will use to
Routing forward the packet to WAN.

5. After choosing the mechanism, click Next to get the summary page for reference.

Load-BalanceRoute Policy

Index: 1 Configuration Summary

Criteria

Source IP Any
Destination IP 192.168.1.6 ~ 192,168.1.65

Interface
WS 1

More options
Force MAT

= Back et = Finish Cancel

6. If there is no error, click Finish to complete wizard setting.

Load-Balance /Route Policy <«
Load-BalanceRoute Policy 10 ¥ |rules per page | Set to Factory Default |
Sre Dest Dest
Index Enable Comment Protocol Interface Priority SS;:Z:E 1P DSets;:éP DestIP End Port Port MLDJVE gq;\,:i
End Start End P
1w any  MONLIE 00 any any 19216816 192,168,166 Any Any Down
2 Any WAL 200 Any ANy Any Any Any  Any  UP Down
3 Any WAL 200 Any ANy Any Any Any  Any  UP Down
4 Any WANL 200 Any  Any any By Any  Any UP Down
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To use Advance Mode, do the following steps:

1. Click the Advance Mode radio button.

2. Click Index 2 to access into the following page.

Load-BalanceRoute Policy

Index: 2
# Enable
Comment Delete
Criteria
Protocol Ary v
Source = any
Src IP Range
Src IP Subnet
Destination W ANy

Destination Part

Send via if Criteria Matched

Packet Forwarding to WaN
wia
Failover to

Interface
Gateway
Priority
Low
Priority: 200
250
Default Route
] More Options

Dest IP Range
Dest IP Subnet
Domain Mame

Ay
Dest Port Start Dest Port End

£

= W AN SLAN WUANT v
[ v
VRN VRN 1.7 Y

Default Gateway
Specific Gateway

High

150 i}
Routes in Routing Table

= Force MAT
Force Routing

VAR FLAN Default Wan v

WPM VEMNT1.77? T
Route Policy |Index1 ¥
Gateway ® Default Gateway

Specific Gateway 0,0.0.0

Ok

Clear Cancel Diagnose

Available settings are explained as follows:

Iltem Description

Enable Check this box to enable this policy.

Comment Type a brief explanation for such profile.

Protocol Use the drop-down menu to choose a proper protocol for the
WAN interface.

Source IP Any - Any IP can be treated as the source IP.

Src IP Start - Type the source IP start for the specified WAN
interface.

Src IP End - Type the source IP end for the specified WAN
interface. If this field is blank, it means that all the source

Vigor2832 Series User’s Guide



IPs inside the LAN will be passed through the WAN interface.

Destination IP

Any - Any IP can be treated as the destination IP.

Dest IP Start- Type the destination IP start for the specified
WAN interface.

Dest IP End - Type the destination IP end for the specified
WAN interface. If this field is blank, it means that all the
destination IPs will be passed through the WAN interface.

Destination Port

Any - Any port number can be treated as the destination
port.

Dest Port Start - Type the destination port start for the
destination IP.

Dest Port End - Type the destination port end for the
destination IP. If this field is blank, it means that all the
destination ports will be passed through the WAN interface.

Send to if criteria
matched

Interface - Use the drop down list to choose a WAN or LAN
interface or VPN profile. Packets match with the above
criteria will be transferred to the interface chosen here.

Gateway IP - Specific gateway is used only when you want to
forward the packets to the desired gateway. Usually, Default
Gateway is selected in default.

Priority

Packets will be transmitted based on all routes or Route
Policy. Vigor router will determine which rule will be
adopted for transmitting the packet according to the priority
of Static Route and Route Policy.

The greater the value is, the lower the priority is. Default
value for route policy is “200”” which means it has higher
priority than the default route.

More options

Packet Forwarding to WAN via - When you choose WAN
(e.g., WANL1) as the Interface for packet transmission, you
have to specify the way the packet forwarded to. Choose
Force NAT or Force Routing.

Failover to - Check this button to lead the data passing
through specific interface (WAN/LAN/VPN/Route Policy)
automatically when the selected interface (defined in Send
via if criteria matched) is down.

® WAN/LAN - Use the drop down list to choose an
interface as an auto failover interface.

® VPN - Use the drop down list to choose a VPN tunnel as
a failover tunnel.

® Route Policy - Use the drop down list to choose an
existed route policy profile.

Gateway IP - Specific gateway is used only when you want
to forward the packets to the desired gateway. Usually,
Default Gateway is selected in default.

3.  When you finish the configuration, please click OK to save and exit this page.
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II-5-2-2 Diagnose

With the analysis done by such page, possible path (static route, routing table or policy
route) of the packets sent out of the router can be traced.

Load-Balance/Route Policy »> Diagnose

Test how the packets will be routed

Mode ® analyze a single packet

Analyze multiple packets by uploading an input file

Packet Information

Protocal | ICMP v
Src IP Specify an [P v | 19216812
Dst IP Specify an [P v
Dst Port | Any Fort ¥
Analyze
or
Load-Balance/Route Policy »> Diagnose
Test how the packets will be routed
Mode analyze a single packet
®  Analyze multiple packets by uploading an input file
Input File
BEER | FBETRRESR { download an example input file)
Analyze
Available settings are explained as follows:
Item Description
Mode Analyze how a packet will be sent - Choose such mode to

make Vigor router analyze how a single packet will be sent
by a route policy.

Analyze how multiple packets... - Choose such mode to
make Vigor router analyze how multiple packets in a
specified file will be sent by a route policy.

Packet Information Specify the nature of the packets to be analyzed by Vigor
router.

Protocol- Specify a protocol for diagnosis.
Src IP - Type an IP address as the source IP.
Dst IP - Type an IP address as the destination IP.

Dst Port - Use the drop down list to specify the destination
port.

Analyze - Click it to perform the job of analyzing. The
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analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Input File Select - Click the download link to get a blank example
file. Then, click such button to select that blank *“.csv” file
for saving the result of analysis.

Mode
O analyze how a packet will be sent

L

Inpuit File . R .
u mi diagnose_example_input file cev
RIS 3
40ZE
Analyze

WEE TH -

TE#iERS 7T Hrif

Analyze - Click it to perform the job of analyzing. The
analyzed result will be shown on the page. If required, click
export analysis to export the result as a file.

Note that the analysis was based on the current
"load-balance/route policy" settings, we do not guarantee
it will be 100% the same as the real case.
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Application Notes

A-1 How to set up Address Mapping with Route Policy?

Address Mapping is used to map a specified private IP or a range of private IPs of NAT subnet
into a specified WAN IP (or WAN IP alias IP). Refer to the following figure.

This document introduces how to set up address mapping with Route Policy. When a WAN
interface has multiple public IP addresses, Administrator may specify the outgoing IP for
certain internal IP address by a Route Policy.

1. Set up WAN IP Alias. Go to WAN >> Internet Access >> Details Page, and click on WAN
IP Alias button.

[ 192.168.1 1idochwripalias him +
VAN IP Alias { Multi-NAT )
Index Enahle Aux. WAN IP
1.
2, 1721711
3. 1721727
4, ] 0.0.0.0
5. F 0.0.0.0
&. O 0.0.0.0
7. O 0.0.0.0
8. ] 0.0.0.0
<< 18| 916 | 17-24 | 2532 == Next ==
[ ok J|[ clearal ] [ Close |

® Check Enable.
® Enter the WAN IP address.
® Click OK to save.

After setting up the WAN IP Alias, the IP addresses will be shown in the drop-down list of
Interface in Route Policy setting.
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2. Go to Load Balance/Route policy. Create a Route Policy for specific IP address to send
from specific WAN IP Address.

Load-Balance/Route Policy

Index: 1

Enable

Comment Floor_1

Criteria

Protocol Any -

Source IP Range »
Start:192.168.1.20 End:192.168.1.30

Destination Any v

Destination Port Any w

Send wia if Criteria Matched

Interface ) WAN/LAN VAR v

221721711 »

OWPN YPM 1 testl  w

Gateway @ Default Gateway

Packet Forwarding ta WAN
via

Failover to

JPriority
[ Failback

() Specific Gateway

Force MAT
Force Routing

@ WANLAN Diefault WAk v

OwPN YPN 1test! v
O Route Policy |Index1  +
Gateway @ Default Gateway

O Specific Gateway [1.0.0.0

Mew sessions affected by this Policy will be sent via primary interface once that interface
resumes service; while existing sessions will remain on the failovered interface.

[ oK

] [ Clear | [ Cancel | [Diagnose]

Enable this policy.

Enter Source IP as the range of private IP address.

Leave the Destination IP and Port as Any.

Select Interface as WAN, and then select Interface address from the drop-down list.
(The List can be edited in WAN IP Alias setting.)

Enable Failover to other WAN so the traffic will be sent via other Interface when
the path fails. But do not enable this option if you want the traffic only to use a
designated IP address.

Click OK to save.

3.  After the above configuration, packet source from the range between 192.168.1.20 and

192.168.1.30 sent to the Internet will use the public IP 172.17.1.1.
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A-2 How to use destination domain name in a route policy?

Route Policy supports using a domain name as destination criteria. It provides a more direct
way to set up route polices if the network administrator is trying to specify the gateway for

the traffic that destined for a

certain website.

To use a destination domain name as criteria, just select Domain Name as Destination in
Criteria, and enter the domain name in the empty field.

Criteria
Protocol Any v
Source Ay
* Src IP Range
Start:|192.168.1.20 End:|192.168.1.30
Src IP Subnet
Destination

.

Destination Port .

Ay
Dest IF Range
Dest IP Subnet

Damain Mame

- semer! draytek.com

Select Delete
Add
Any

Or you may click Select, and use a string that is pre-defined in Objects Settings >> String

Object as the domain name.

[9 192.168.1.1/ dociatrobislt.him

Objects Setting >> String Object

Index String

ANy

Src IP Range
Start:192.168.1.20
Src IP Subnet

Ay
Dest IP Range
Dest IP Subnet

* Domain Mame

- sarverl draytek com

Add
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1 Floor_1
Floor_2
sdapot
portal.draytek.com

Floor_3

[0 T CUR R B

| (B]34 | | Cancel |

| Select ||| Delete
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Click Add too add more domain names, we can set up to 5 domain names in one route policy.

Destination

Ay
Dest IF Range

Dest IP Subnet

* Domain Mame

4 - portal.draytek.com Select
- gervar.draytek.com Select
- serverd.draytek.com Select
- serverd draytek.com Select

Add{up to 2)

Auto-create String Objects

Delete
Delete
Delete
Delete

If you manually enter the domain name in a route policy, after clicking OK to apply the route
policy, those domain names will be given a number.

Destination

Destination Port

Any
Dest IP Range

Dest IP Subnet

* Daomain Name

4 - portal.draytek.com Select
G -|lserver draytek.com Select
7 -zerverd. draytek.com Select
[ -|lgervard. draytek.com Select

Addiup to 5)

Ay

Delete
Delete
Delete
Delete

That means the router has automatically created string objects for those domain names, so
that they can be used in other route policies or other functions.

Objects Setting »> String Object

Add

Index

== b B = L R L LR B | SR )
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String

Floor_1

Floor_2

sdapot
portal.draytek.com
Floor_3
serverZ.draytek.com
server3.draytek.com

serverd.draytek.com

10 ¥ | strings per page | Setto Factory Default |

Clear
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This page is left blank.
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Part Ill Wireless LAN

Wireless LAN enables high mobility so WLAN users
can simultaneously access all LAN facilities just
like on a wired LAN as well as Internet access.

Wireless
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lll-1 Wireless LAN
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This function is used for “n” models only.

Over recent years, the market for wireless communications has enjoyed tremendous growth.
Wireless technology now reaches or is capable of reaching virtually every location on the
surface of the earth. Hundreds of millions of people exchange information every day via
wireless communication products. The Vigor2832 wireless series router (with “n” in model
name) is designed for maximum flexibility and efficiency of a small office/home. Any
authorized staff can bring a built-in WLAN client PDA or notebook into a meeting room for
conference without laying a clot of LAN cable or drilling holes everywhere. Wireless LAN
enables high mobility so WLAN users can simultaneously access all LAN facilities just like on a
wired LAN as well as Internet access.

Vigor2832 wireless router is a highly integrated wireless local area network (WLAN) for 2.4
GHz 802.11n WLAN applications. Vigor2832 “n” series router supports 802.11n up to 300 Mbps
for 40 MHz channel operations.

Info The actual data throughput will vary according to the network conditions
and environmental factors, including volume of network traffic, network
overhead and building materials.

In an Infrastructure Mode of wireless network, Vigor wireless router plays a role as an Access
Point (AP) connecting to lots of wireless clients or Stations (STA). All the STAs will share the
same Internet connection via Vigor wireless router. The General Settings will set up the

information of this wireless network, including its SSID as identification, located channel etc.

Multiple SSIDs

Vigor router supports four SSID settings for wireless connections. Each SSID can be defined
with different name and download/upload rate for selecting by stations connected to the
router wirelessly.
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Real-time Hardware Encryption

Vigor Router is equipped with a hardware AES encryption engine so it can apply the highest
protection to your data without influencing user experience.

Complete Security Standard Selection

To ensure the security and privacy of your wireless communication, we provide several
prevailing standards on market.

WEP (Wired Equivalent Privacy) is a legacy method to encrypt each frame transmitted via
radio using either a 64-bit or 128-bit key. Usually access point will preset a set of four keys
and it will communicate with each station using only one out of the four keys.

WPA (Wi-Fi Protected Access), the most dominating security mechanism in industry, is
separated into two categories: WPA-personal or called WPA Pre-Share Key (WPA/PSK), and
WPA-Enterprise or called WPA/802.1x.

In WPA-Personal, a pre-defined key is used for encryption during data transmission. WPA
applies Temporal Key Integrity Protocol (TKIP) for data encryption while WPA2 applies AES.
The WPA-Enterprise combines not only encryption but also authentication.

Since WEP has been proved vulnerable, you may consider using WPA for the most secure
connection. You should select the appropriate security mechanism according to your needs.
No matter which security suite you select, they all will enhance the over-the-air data
protection and /or privacy on your wireless network. The Vigor wireless router is very flexible
and can support multiple secure connections with both WEP and WPA at the same time.

Info The password (PSK) of default security mode is provided and stated on the
label pasted on the bottom of the router. For the wireless client who wants
to access into Internet through such router, please input the default PSK
value for connection.

JDULE: 8
N FCC ID:RRK-WMPNDO2A1

~ WPA+WPA2 Password:
580400 TW4IYM

LR

Separate the Wireless and the Wired LAN- WLAN Isolation

It enables you to isolate your wireless LAN from wired LAN for either quarantine or limit
access reasons. To isolate means neither of the parties can access each other. To elaborate
an example for business use, you may set up a wireless LAN for visitors only so they can
connect to Internet without hassle of the confidential information leakage. For a more

flexible deployment, you may add filters of MAC addresses to isolate users’ access from wired
LAN.

Manage Wireless Stations - Station List

It will display all the stations in your wireless network and the status of their connection.
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WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between

wireless station and wireless access point (vigor router) with the encryption of WPA and
WPA2.
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Web User Interface

l1I-1-1 Wireless Wizard

The wireless wizard allows you to configure settings specified for a host AP (for home use or
internal use for a company) and specified for a guest AP (for any wireless clients accessing

into Internet).

Follow the steps listed below:

1. Open Wizards>>Wireless Wizard.

2. The screen of wireless wizard will be shown as follows. This page will be used for internal
users in a company or your home.

Wireless Wizard

Host AP Configuration
Mame: |Dra\,fTek |
Mode: [ Mixed(11b+11g+ 11y ||
Channel: [Channel B, 2437MHz |

Security Key:

Note:The host AP configured here will be used for home or internal company use,

— |

Available settings are explained as follows:

Iltem Description

Name Type the SSID name of this router for wireless 2.4GHz. The
default name is defined with DrayTek. Change the name if
required.

Mode At present, the router can connect to 11b Only, 11n Only,
11g Only, Mixed (11b+11g), Mixed (11g+11n), and Mixed
(11b+11g+11n) stations simultaneously. Simply choose Mix
(11b+11g+11n) mode.

Channel Means the channel of frequency of the wireless LAN. The

default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
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determine for you.

Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64
Hexadecimal digits leading by 0x, such as
“0x321253abcde...”).

Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

3. After typing the required information, click Next. The settings in the page limit the
wireless station (guest) accessing into Internet but not being allowed to share the LAN
network and VPN connection.

Wireless Wizard

Guest AP Configuration

Enable @ Disable

Mame: DrayTek_Guest
Password:
Rate Contral: Enable Upload 30000 kbps Download|zooon kbps

MNote: The configured guest AP will not be able to access VPN connections or
communicate with wireless devices connecting to the router's other &Ps, The guest
AP will be configured to be not able to connect to LAN interfaces also. However if the
WLAN configurations were already made, then the guest AP will be able to connect to
LaM ports belonging in the same YLAN group. This AP interface is by default
configured for Internet access only.

(=Back | [ Hed= |
Available settings are explained as follows:
Item Description
Enable/Disable Click it to enable or disable settings in this page.
SSID Type the SSID name of this router. (SSID1)
Security Key The wireless mode offered by this wizard is WPA2/PSK.

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication.

Either 8~63 ASCII characters, such as 012345678(or 64

Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Bandwidth Limit It controls the data transmission rate through wireless
connection.

Total Upload - Check Enable and type the transmitting rate
for data upload. Default value is 30,000 kbps.

Total Download - Type the transmitting rate for data
download. Default value is 30,000 kbps.
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Next Click it to get into the next setting page.

Cancel Exit the wireless wizard without saving any changes.

4. After typing the required information, click Next.

5. The following page will display the configuration summary for wireless setting.

Wireless Wizard

Configuration Summary

Basic Wireless Settings

Mode:Mized(11b+11g+11n)
Channel:Channel 6, 2437MHz

Host AP Configurations

MName:DrayTek

Guest AP Configurations

Status:Disabled
MName:DrayTek_Guest
Bandwidth Limit:Disabled

= Back Mext = Finish Cancel

6. Click Finish to complete the wireless settings configuration.
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I1I-1-2 General Setup

By clicking the Wireless LAN>> General Settings, a new web page will appear so that you
could configure the SSID and the wireless channel. Please refer to the following figure for
more information.

Wireless LAN >> General Setup

General Setting { IEEE 802.11 )

¢ Enable Wireless LA

Mode ;

Channel:

LW o

4
Note:

setting.

Mote:

Enable Hide 551D
DirayTek

DirayTek_Guest

Enabling the Isolate Member configuration will forbid the wireless clients associated
to the same S51D from connecting to each other,

The isolate YPN configuration will isolate the wireless traffic from WPH connections
and thus, wireless clients will not be able to access the WPN network under this
Associated Schedule Profiles: \ , .

Only schedule profiles that have the action "Force Down' are applied to the YWLAN,
all other actions are ignored MValid settings are profile indexes 1 to 15,

Mized{TTh+11g+11n
Channel B, 2437MHz  »

SSID Isolate Member Isolate WP

[ ok | [ cancel |

Available settings are explained as follows:

Item

Description

Enable Wireless LAN

Check the box to enable wireless function.

Mode

At present, the router can connect to 11b Only, 11g Only,
11n Only (2.4GHz), Mixed (11b+11g), Mixed (11g+11n), and
Mixed (11b+11g+11n) stations simultaneously. Simply choose
Mixed (11b+11g+11n) mode.

Channel

Means the channel of frequency of the wireless LAN. The
default channel is 6. You may switch channel if the selected
channel is under serious interference. If you have no idea of
choosing the frequency, please select Auto to let system
determine for you.

Hide SSID

Check it to prevent from wireless sniffing and make it harder
for unauthorized clients or STAs to join your wireless LAN.
Depending on the wireless utility, the user may only see the
information except SSID or just cannot see any thing about
Vigor wireless router while site surveying. The system allows
you to set four sets of SSID for different usage. In default,
the first set of SSID will be enabled. You can hide it for your
necessity.

SSID

Means the identification of the wireless LAN. SSID can be any
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text numbers or various special characters.

Isolate Member -Check this box to make the wireless clients
(stations) with the same SSID not accessing for each other.

VPN - Check this box to make the wireless clients (stations)
with different VPN not accessing for each other.

Schedule Set the wireless LAN to work at certain time interval only.
You may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

After finishing all the settings here, please click OK to save the configuration.
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I11-1-3 Security

This page allows you to set security with different modes for SSID 1, 2, 3 and 4 respectively.
After configuring the correct settings, please click OK to save and invoke it.

The password (PSK) of default security mode is provided and stated on the label pasted on the
bottom of the router. For the wireless client who wants to access into Internet through such
router, please input the default PSK value for connection.

1ID:RRK-WMPNDO2A1

L TW43YM

By clicking the Security, a new web page will appear so that you could configure the settings
of WPA and WEP.

Wireless LAN => Security Settings

SSID 1 S5ID 2 551D 3 55D 4
Mode: MixedWPAHWPAZNPSK A
WPA
Encryption Mode: TKIP for WPAFAES for WPA2

Pre-Shared Key(PSK):
Password Strength:

Strong password requirements:

1. Have at least 7 characters, including numbers and letters,

2. Have at least one upper-case letter and one lower-case letter,

3. Including non-alphanumeric characters is a plus.

Type B~63 ASCII character or 64 Hexadecimal digits leading by "0x", for
example "cfgs01a2..." or "Dx655abed...."

=
M
R

Encryption Mode: G4-Bit ¥

KEYl: R
KEVE: R

KEV3: R

key 4
MHote:

For 64 hit WEP key configurations, please insert 5 ASCII characters or 10
Hexzadecimal digits leading by "0x", Examples are "AB312" or "0x4142333132",
For 128 bit WEP key configurations, please insert 13 ASCII characters or 26
Hexadecimal digits leading by "0x",

| Ok | | Cancel |

Available settings are explained as follows:

Item Description
Mode There are several modes provided for you to choose.
Info You should also set RADIUS Server
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simultaneously if 802.1x mode is selected.

Disable - Turn off the encryption mechanism.

WEP-Accepts only WEP clients and the encryption key should
be entered in WEP Key.

WEP/802.1x Only - Accepts only WEP clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA/802.1x Only- Accepts only WPA clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

WPA2/802.1x Only- Accepts only WPA2 clients and the
encryption key is obtained dynamically from RADIUS server
with 802.1X protocol.

Mixed (WPA+WPA2/802.1x only) - Accepts WPA and WPA2
clients simultaneously and the encryption key is obtained
dynamically from RADIUS server with 802.1X protocol.
WPA/PSK-Accepts only WPA clients and the encryption key
should be entered in PSK.

WPA2/PSK-Accepts only WPA2 clients and the encryption key
should be entered in PSK.

Mixed (WPA+ WPA2)/PSK - Accepts WPA and WPA2 clients
simultaneously and the encryption key should be entered in
PSK.

WPA

The WPA encrypts each frame transmitted from the radio
using the key, which either PSK (Pre-Shared Key) entered
manually in this field below or automatically negotiated via
802.1x authentication. Either 8~63 ASCII characters, such as
012345678(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

Pre-Shared Key (PSK) - Either 8~63 ASCII characters, such as
012345678..(or 64 Hexadecimal digits leading by 0x, such as
"0x321253abcde...").

WEP

64-Bit - For 64 bits WEP key, either 5 ASCII characters, such
as 12345 (or 10 hexadecimal digitals leading by 0x, such as
0x4142434445.)

128-Bit - For 128 bits WEP key, either 13 ASCII characters,
such as ABCDEFGHIJKLM (or 26 hexadecimal digits leading by
0x, such as 0x4142434445464748494A4B4C4D).

Encryption Mode:

All wireless devices must support the same WEP encryption
bit size and have the same key. Four keys can be entered
here, but only one key can be selected at a time. The keys
can be entered in ASCIl or Hexadecimal. Check the key you
wish to use.

After finishing all the settings here, please click OK to save the configuration.
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I1I-1-4 Access Control

In the Access Control, the router may restrict wireless access to certain wireless clients only
by locking their MAC address into a black or white list. The user may block wireless clients by
inserting their MAC addresses into a black list, or only let them be able to connect by inserting
their MAC addresses into a white list.

In the Access Control web page, users may configure the white/black list modes used by each
SSID and the MAC addresses applied to their lists.

Wireless LAN »> Access Control

Access Control

Enable Mac Address Filter SSID 1 | Wihite List ¥ SSID 2 | Wihite List ¥
SSID 3 | Wihite List ¥ SSID 4 | Wihite List ¥
MAC Address Filter{ Limit: 64 entries )
Index Attribute MAC Address Apply SSID
Client's MAC Address : : : :
Apply SSID S5ID 1 551D 2 S5ID 3 S5I0D 4
Attribute s Isolate the station from LAN
Add Delete Edit Cancel

o124 Clear All

Backup Access Control: | Backup

Upload From File: | #@® | FRIEITER Restore

Available settings are explained as follows:

Item

Description

Enable Mac Address Filter

Select to enable the MAC Address filter for wireless LAN
identified with SSID 1 to 4 respectively. All the clients
(expressed by MAC addresses) listed in the box can be
grouped under different wireless LAN. For example, they can
be grouped under SSID 1 and SSID 2 at the same time if you
check SSID 1 and SSID 2.

MAC Address Filter

Display all MAC addresses that are edited before.

Client’s MAC Address

Manually enter the MAC address of wireless client.

Apply SSID

After entering the client’s MAC address, check the box of the
SSIDs desired to insert this MAC address into their access
control list.

Attribute s: Isolate the station from LAN - select to isolate the
wireless connection of the wireless client of the MAC address
from LAN.

Add Add a new MAC address into the list.

Delete Delete the selected MAC address in the list.

Edit Edit the selected MAC address in the list.
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Cancel Give up the access control set up.

OK Click it to save the access control list.

Clear All Clean all entries in the MAC address list.

After finishing all the settings here, please click OK to save the configuration.

11-1-5 WPS

WPS (Wi-Fi Protected Setup) provides easy procedure to make network connection between
wireless station and wireless access point (vigor router) with the encryption of WPA and
WPA2.

1)

Info WPS is available for the wireless station with WPS supported.

It is the simplest way to build connection between wireless network clients and vigor router.
Users do not need to select any encryption mode and type any long encryption passphrase to
setup a wireless client every time. He/she only needs to press a button on wireless client, and
WPS will connect for client and router automatically.

There are two methods to do network connection through WPS between AP and Stations:
pressing the Start PBC button or using PIN Code.
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®  On the side of Vigor 3220 series which served as an AP, press WPS button once on the
front panel of the router or click Start PBC on web configuration interface. On the side
of a station with network card installed, press Start PBC button of network card.

® [f you want to use PIN code, you have to know the PIN code specified in wireless client.
Then provide the PIN code of the wireless client you wish to connect to the vigor router.

For WPS is supported in WPA-PSK or WPA2-PSK mode, if you do not choose such mode in
Wireless LAN>>Security, you will see the following message box.

Microzoft Internet Explorer

L4 "_'., WES only supports in WEA/WEAZ-FEE Mode.
L

Please click OK and go back Wireless LAN>>Security to choose WPA-PSK or WPA2-PSK mode
and access WPS again.
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Below shows Wireless LAN>>WPS web page:

Available settings are explained as follows:

Item Description

Enable WPS Check this box to enable WPS setting.

WPS Status Display related system information for WPS. If the wireless
security (encryption) function of the router is properly
configured, you can see ‘Configured’ message here.

SSID Display the SSID1 of the router. WPS is supported by SSID1

only.

Authentication Mode

Display current authentication mode of the router. Only
WPA2/PSK and WPA/PSK support WPS.

Configure via Push Button

Click Start PBC to invoke Push-Button style WPS setup
procedure. The router will wait for WPS requests from
wireless clients about two minutes. The WPS LED on the
router will blink fast when WPS is in progress. It will return to
normal condition after two minutes. (You need to setup WPS
within two minutes)

Configure via Client
PinCode

Please input the PIN code specified in wireless client you
wish to connect, and click Start PIN button. The WPS LED on
the router will blink fast when WPS is in progress. It will
return to normal condition after two minutes. (You need to
setup WPS within two minutes)
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111-1-6 WDS

WDS means Wireless Distribution System. It is a protocol for connecting two access points (AP)
wirelessly. Usually, it can be used for the following application:

®  Provide bridge traffic between two LANs through the air.

®  Extend the coverage range of a WLAN.

To meet the above requirement, two WDS modes are implemented in Vigor router. One is
Bridge, the other is Repeater. Below shows the function of WDS-bridge interface:

The application for the WDS-Repeater mode is depicted as below:

The major difference between these two modes is that: while in Repeater mode, the packets
received from one peer AP can be repeated to another peer AP through WDS links. Yet in
Bridge mode, packets received from a WDS link will only be forwarded to local wired or
wireless hosts. In other words, only Repeater mode can do WDS-to-WDS packet forwarding.

In the following examples, hosts connected to Bridge 1 or 3 can communicate with hosts
connected to Bridge 2 through WDS links. However, hosts connected to Bridge 1 CANNOT
communicate with hosts connected to Bridge 3 through Bridge 2.
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Click WDS from Wireless LAN menu. The following page will be shown.

Wireless LAN >>WD5S Settings
WDS Settings | Setto Factory Default |
Mode: Bridge ¥ Bridge
Enable Peer MAC Address
Security: C N CIE
= Disahle Pre-shared Key
Pre-shared Key: . . . . .
Type: Note: Disable unused links to get better
WP WPAZ performance.
Key 1
Repeater
Type 8~63 ASCII characters or 64 hexadecimal |Enable Paer MAC Addess

digits leading by "0x", for example "cfgs01a2..."
or "Ox655abed....".

Access Point Function:
= Enable Disahle

Status:
Send "Hello" message to peers.

Link Status

Mote: The status is valid only when the peer also
supports this function,

0] Cancel

Available settings are explained as follows:

Item Description

Mode Choose the mode for WDS setting. Disable mode will not
invoke any WDS setting. Bridge mode is designed to fulfill
the first type of application. Repeater mode is for the
second one.

Disahle w

Security There are three types for security, Disable and Pre-shared
key. The setting you choose here will make the following
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WEP or Pre-shared key field valid or not. Choose one of the
types for the router.

Pre-shared Key

Type - There are some types for you to choose. WPA and
WPAZ2 are used for WDS devices (e.g.2920n wireless router,
you can set the encryption mode as WPA or WPA2 to establish
your WDS system between AP and the router.

Key - Type 8 ~ 63 ASCII characters or 64 hexadecimal digits
leading by “0x”.

Bridge

If you choose Bridge as the connecting mode, please type in
the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Yet please disable the unused link to get better
performance. If you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Repeater

If you choose Repeater as the connecting mode, please type
in the peer MAC address in these fields. Four peer MAC
addresses are allowed to be entered in this page at one time.
Similarly, if you want to invoke the peer MAC address,
remember to check Enable box in the front of the MAC
address after typing.

Access Point Function

Click Enable to make this router serve as an access point;
click Disable to cancel this function.

Status

It allows user to send “hello” message to peers. Yet, it is
valid only when the peer also supports this function.

After finishing all the settings here, please click OK to save the configuration.
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[1I-1-7 Advanced Setting

This page allows users to set advanced settings such as operation mode, channel bandwidth,
guard interval, and aggregation MSDU for wireless data transmission.

Wireless LAN >> Advanced Setting

HT Physical Mode

Operation Mode
Channel Bandwidth

Guard Interval

Long Prearmble

aggregation MSDUA-MSDL)

* Mized Mode Green Field
20 '™ 20740 40
long ® auto

* Enable Disable

Enable ® [Disable

Tw Power ® 100% 20% 60% 30% 20% 10%
WM Capable * Enable Disable
APSD Capable Enable ® Disable
Fragment Length (256 - 2346) 2346
RTS Threshold {1 - 2347 2347
Ok

Available settings are explained as follows:

Item

Description

Operation Mode

Mixed Mode - the router can transmit data with the ways
supported in both 802.11a/b/g and 802.11n standards.
However, the entire wireless transmission will be slowed
down if 802.11g or 802.11b wireless client is connected.

Green Field - to get the highest throughput, please choose
such mode. Such mode can make the data transmission
happen between 11n systems only. In addition, it does not
have protection mechanism to avoid the conflict with
neighboring devices of 802.11a/b/g.

Channel Bandwidth

20- the router will use 20Mhz for data transmission and
receiving between the AP and the stations.

20/40 - the router will use 20Mhz or 40Mhz for data
transmission and receiving according to the station
capability. Such channel can increase the performance for
data transit.

40 - the router will use 40Mhz for data transmission and
receiving according to the station capability. Such channel
can increase the performance for data transit.

Guard Interval

It is to assure the safety of propagation delays and
reflections for the sensitive digital data. If you choose auto
as guard interval, the AP router will choose short guard
interval (increasing the wireless performance) or long guard
interval for data transmit based on the station capability.

Aggregation MSDU

Aggregation MSDU can combine frames with different sizes.
It is used for improving MAC layer’s performance for some
brand’s clients. The default setting is Enable.

Long Preamble

This option is to define the length of the sync field in an
802.11 packet. Most modern wireless network uses short
preamble with 56 bit sync field instead of long preamble with
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128 bit sync field. However, some original 11b wireless
network devices only support long preamble. Click Enable to
use Long Preamble if needed to communicate with this kind
of devices.

Tx Power Set the power percentage for transmission signal of access
point. The greater the value is, the higher intensity of the
signal will be.

WMM Capable To apply WMM parameters for wireless data transmission,

please click the Enable radio button.

APSD Capable

The default setting is Disable.

Fragment Length
(256 - 2346)

Set the Fragment threshold of wireless radio. Do not modify
default value if you don’t know what it is, default value is
2346.

RTS Threshold (1 - 2347)

Minimize the collision (unit is bytes) between hidden stations
to improve wireless performance.

Set the RTS threshold of wireless radio. Do not modify default
value if you don’t know what it is, default value is 2347.

After finishing all the settings here, please click OK to save the configuration.
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I1I-1-8 Bandwidth Management

The downstream or upstream from FTP, HTTP or some P2P applications will occupy large of
bandwidth and affect the applications for other programs. Please use Bandwidth Management
to make the bandwidth usage more efficient.

Wireless LAN => Bandwidth Management

551D 1 S5ID 2 S5ID 3 551D 4
SSID: DrayTek
Enable s
Bandwidth Limit Type Auto Adjustment ¥
Total Upload Limit(kbps) 30000
Total Download Limit(kbps) 30000

Note: 1.Download: Traffic going to any station.Upload: Traffic being sent from a wireless station.
2.48llow auto adjustment could make the best utilization of available bandwidth.

(0]14 Cancel

Available settings are explained as follows:

Item Description

SSID Display the specific SSID name.

Enable Check this box to enable the bandwidth management for
clients.

Bandwidth Limit Type Auto Adjustment - Bandwidth limit is determined by the

system automatically.

Per Station Limit - Bandwidth limit is determined according
to the limitation of the wireless client.

Total Upload Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data traffic (uploading)
for all of the wireless clients connecting to Vigor2832.

Total Download Limit It is available when Auto Adjustment is selected.

Type a value to define the maximum data clientstations
connecting to Vigor2832.

Upload Limit It is available when Per Station Limit is selected.

Type a value to define the maximum data traffic (uploading)
for each wireless client connecting to Vigor2832.

Download Limit It is available when Per Station Limit is selected

Type a value to define the maximum data traffic
(downloading) for each wireless client connecting to
Vigor2832.

After finishing this web page configuration, please click OK to save the settings
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[1I-1-9 AP Discovery

Vigor router can scan all regulatory channels and find working APs in the neighborhood. Based
on the scanning result, users will know which channel is clean for usage. Also, it can be used
to facilitate finding an AP for a WDS link. Notice that during the scanning process (about 5
seconds), no client is allowed to connect to Vigor.

This page is used to scan the existence of the APs on the wireless LAN. Yet, only the AP which
is in the same channel of this router can be found. Please click Scan to discover all the
connected APs.

Wireless LAN »> Access Point Discovery

Access Point List
Index BSSID Channel RS5I SSID Authentication
Scan
See Statistics.
Add to WDS Settings :
AP's MAC address : : : : :
Add to = Bridge Repeater

Mote:

1. During the scanning process (~5 seconds), no station is allowed to connect with the router,
2. 4P Discovery can only support up to 32 APs displayed on the screen.

Available settings are explained as follows:

Item Description
Scan It is used to discover all the connected AP. The results will be
shown on the box above this button.
Statistics It displays the statistics for the channels used by APs.
Wireless LAN == Site Survey Statistics
Recommended channels for usage:12345678910111213
AP number v.s. Channel
1123 4[5 /6 7891011 12 13 14
Channel
Add to If you want the found AP applying the WDS settings, please
type in the AP’s MAC address on the bottom of the page and
click Bridge or Repeater. Next, click Add to. Later, the MAC
address of the AP will be added to Bridge or Repeater field of
WDS settings page.
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lI-1-10 Airtime Fairness

Airtime fairness is essential in wireless networks that must support critical enterprise
applications.

Most of the applications are either symmetric or require more downlink than uplink capacity;
telephony and email send the same amount of data in each direction, while video streaming
and web surfing involve more traffic sent from access points to clients than the other way
around. This is essential for ensuring predictable performance and quality-of-service, as well
as allowing 802.11n and legacy clients to coexist on the same network. Without airtime
fairness, offices using mixed mode networks risk having legacy clients slow down the entire
network or letting the fastest client(s) crowd out other users.

With airtime fairness, every client at a given quality-of-service level has equal access to the
network's airtime.

The wireless channel can be accessed by only one wireless station at the same time.

The principle behind the IEEE802.11 channel access mechanisms is that each station has
equal probability to access the channel. When wireless stations have similar data rate, this
principle leads to a fair result. In this case, stations get similar channel access time which is
called airtime.

However, when stations have various data rate (e.g., 11g, 11n), the result is not fair. The
slow stations (11g) work in their slow data rate and occupy too much airtime, whereas the
fast stations (11n) become much slower.

Take the following figure as an example, both Station A(11g) and Station B(11n) transmit data
packets through Vigor router. Although they have equal probability to access the wireless
channel, Station B(11n) gets only a little airtime and waits too much because Station A(11g)
spends longer time to send one packet. In other words, Station B(fast rate) is obstructed by
Station A(slow rate).

p— | . . |
\
'Q—Q }
Station A I,’ >
'ff, Time
Station B
To improve this problem, Airtime Fairness is added for Vigor router. Airtime Fairness function
tries to assign similar airtime to each station (A/B) by controlling TX traffic. In the following
figure, Station B(11n) has higher probability to send data packets than Station A(11g). By this
way, Station B(fast rate) gets fair airtime and it's speed is not limited by Station A(slow rate).
pm—— | | \Ill
\
'é )
Station A I,’ ’
'g'."»/ Time
Station B 4
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It is similar to automatic Bandwidth Limit. The dynamic bandwidth limit of each station
depends on instant active station number and airtime assignment. Please note that Airtime
Fairness of 2.4GHz and 5GHz are independent. But stations of different SSIDs function
together, because they all use the same wireless channel. IN SPECIFIC ENVIRONMENTS, this
function can reduce the bad influence of slow wireless devices and improve the overall
wireless performance.

Suitable environment:

(1) Many wireless stations.
(2) All stations mainly use download traffic.
(3) The performance bottleneck is wireless connection.

Wireless LAN >> Airtime Fairness

Enable Airtime Fairness

Triggering Client Mumber 2 (2 ~ 64) (Default: 2}

Note:
Please enable or disable this function according to the real situation and user experience. It is NOT
suitable for all environments.

[0]34 Cancel

Available settings are explained as follows:

Item Description

Enable Airtime Fairness Try to assign similar airtime to each wireless station by
controlling TX traffic.

Airtime Fairness - Click the link to display the following
screen of airtime fairness note.

[ 172.17.3.110/wirelsss/ap_at_note.asp

Airtime Fairness Note:

o * Airtime is the time where a wireless station occupies the wirelees channel. Airtime Fairness function

i tries to assign sirilar airtime to each station by controlling T traffic, IN SPECIFIC ENVIRONMENTS,
this function can reduce the bad influence of slow wireless devices and improve the overall wireless
performance.

* Suitable enviranment : (1) Many wireless stations. (2) All stations mainly use download traffic. (3)
The performance bottlensck is wireless connection.

* Triggering Client Number: airtime Fairness function is applied only when active station number
achigves this number,

Triggering Client Number -Airtime Fairness function is
applied only when active station number achieves this
number.

After finishing this web page configuration, please click OK to save the settings.

1)

Info Airtime Fairness function and Bandwidth Limit function should be mutually
exclusive. So their webs have extra actions to ensure these two functions
are not enabled simultaneously.
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l1I-1-11 Station List

Station List provides the knowledge of connecting wireless clients now along with its status
code. There is a code summary below for explanation. For convenient Access Control, you
can select a WLAN station and click Add to Access Control below.

Wireless LAN == Station List

Station List
Advanced
Index Status IP Address MAC Address Azsociated with

Refresh

Status Codes :

: Connected, Mo encryption,

. Connected, WEP,

» Connected, \WPRPA,

» Connected, WPAZ,

: Blocked by Access Control,

» Connecting.

: Fail to pass WPAPSK authentication,

mMEmMETMO

Addto Access Control :

Client's MAC address

MNote: After a station connects to the router successfully, it may be turned off without notice. In that
case, it will still be on the list until the connection expires.

Add

Available settings are explained as follows:

Item Description

Refresh Click this button to refresh the status of station list.

Add Click this button to add current typed MAC address into
Access Control.
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This page is left blank.
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Part IV VPN

A Virtual Private Network (VPN) is the extension of a
private network that encompasses links across shared
or public networks like the Internet. In short, by VPN
technology, you can send data between two computers
across a shared or public network in a manner that
emulates the properties of a point-to-point private
link.

VPN

It is a form of VPN that can be used with a standard
Web browser.

SSLVPN

A digital certificate works as an electronic ID, which is

Certificate
Management
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IV-1 VPN and Remote Access

A Virtual Private Network (VPN) is the extension of a private network that encompasses links
across shared or public networks like the Internet. In short, by VPN technology, you can send
data between two computers across a shared or public network in a manner that emulates the
properties of a point-to-point private link.

The VPN built is suitable for:

® Communication between home office and customer

®  Secure connection between Teleworker, staff on business trip and main office
® Exchange data between remote office and main office
°

POS between chain store and headquarters

Site-to-Site (LAN-to-LAN)
® A connection between two router's LAN networks.

® Allows employees in branch offices and head office to share the same network resources.

Local Network Remote Network
192.168.1.0/24

172.16.2.0/24

WO

Remote Access (Remote Dial-in)

® A connection between the remote host and router's LAN network. The host will use an IP
address in the local subnet.

® Allows employees to access the company's internal resources when they are traveling.

Local Network
192.168.1.0/24

n= . Remote Host
8 e — 192.168.1.100
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Web User Interface

IV-1-1 VPN Client Wizard

Such wizard is used to configure VPN settings for VPN client. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial out connection (from server to client) step by step.

1. Open Wizards>>VPN Client Wizard. The following page will appear.

YPH Client Wizard

Choose VYPH Establishment Enironment

LAMN-to-LAN WP Client Mode Selection: Route Mode ¥

Please choose a LAN-to-LAN Profile: [Index] [Status] [Name] v

HNote:Please use Route Mode for typical LAN-to-LAN tunnels.
If the remote network is anly expecting a single client ar IP and is not configured to
route the subnet then select MAT Mode.
If you are unsure of your configuration select Route Mode,

< Back et = Finish Cancel

Available settings are explained as follows:

Item

Description

LAN-to-LAN Client
Mode Selection

Choose the client mode.

Route Mode/NAT Mode - If the remote network only allows
you to dial in with single IP, please choose NAT mode,
otherwise please choose Route Mode.

Please choose a
LAN-to-LAN Profile

There are 32 VPN profiles for users to set.
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2.

When you finish the mode and profile selection, please click Next to open the following

page.

VPN Client Wizard

YPH Connection Setting

Security ranking {1 is the highest; 4 is the lowest)

Throughput ranking {1 is the highest; 5 is the lowest)

IPzec
L2TP
L2TP aver IPsec (Mice to Have)
L2TP aver IPsec (Must
| 5L

1. L2TP over IPsec 1. PPTP (None Encryption)
2, IPsec 2, L2TP
3. PPTP (Encryption) 3. IPsec
4, L2ZTP 4, L2TP over IPsec
5. PPTP (None Encryption) 5. PPTP (Encryption)
Select VPM Type: | PPTP (Encryption) v |
PPTF (Mone Encryption)

PPTP (Encryption)

=Back | | Mext= | | Finish | | Cancel

In this page, you have to select suitable VPN type for the VPN client profile. There are six
types provided here. Different type will lead to different configuration page. After
making the choices for the client profile, please click Next. You will see different
configurations based on the selection(s) you made.

Info The following descriptions for VPN Type are based on the Route Mode
specified in LAN-to-LAN Client Mode Selection.

When you choose PPTP (None Encryption) or PPTP (Encryption), you will see the

following graphic:

VPN Client Wizard

YPH Client PPTP Encryption Settings

Profile Name
WP Dial-Out Through
Always on

Server IPfHost Mame for VP
{e.q. draytek .com or 123.45.67.89)

Username

Passwaord

Remote Metwork IP
Remote Metwork Mask

Y
WANT First ¥

Y

0.0.0.0
255.255.255.0

=Back | | Mext= | [ Finish | | Cancel

Vigor2832 Series User’s Guide



When you choose IPsec, you will see the following graphic:

YPH Client Wizard

WYPH Client IPsec Settings

Profile Mame
WPMN Dial-Out Through

Always on

Server IP/Host Mame for WPM
{e.q. draytek.com or 123.45.67.89)

IKE Authentication Method
= Pre-Shared Key
Confirm Pre-Shared Key
Digital Signature (%.509)
Peer ID
Local ID
Alternative Subject Mame First
Subject Mame First
Local Certificate
IPsec Security Method
= Medium (&H)
High (ESP)
Remote Netwark IP
Remote Metwork Mask

Y
WANT First

Mone

Mone

DES without Authenticatior

0.0.0.0
255.255.255.0

< Back et = Finish Cancel |
When you choose L2TP, you will see the following graphic:
YPH Client Wizard
WPH Client LZTP Settings
Profile Mame 97
WPM Dial-Out Through WAk First
Slways on
Server IP/Host Mame for WPM
{e.q. draytek.com or 123.45.67.89)
Jsername Y
Passwaord
Remote Metwork IP 0.0.0.0
Remote Metwork Mask 266.265.285.0
= Back [et = Finish Cancel
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When you choose L2TP over IPsec (Nice to Have) or L2TP over IPsec (Must), you will see
the following graphic:

YPH Client \Wizard

VPN Client L2TP over IPsec {Nice to Have) Settings

Profile Name 7
YPM Dial-Out Through WA First v
Always on

Server IPfHost Mame for VPN
(e.q. draytek.com or 123.45.67.89)
IKE Authentication Method
= Pre-Shared Key
Confirm Pre-Shared Key
Digital Signature (¥.509)
Peer ID Mane v
Local ID
Alternative Subject Mame First
Subject Mame First
Local Certificate Maone v
IPsec Security Method
= Mediurm (&H)

High (ESP) DES without Authenticatior ¥
Username Y
Passwaord
Remote Metwark IP 0.0.0.0
Remote Metwork Mask 255.255.255.0
= Back Mext = Finish Cancel

When you choose SSL, you will see the following graphic:

VPN Client Wizard

Profile Mame s
YPM Dial-Out Through WA First v
Always on
Server IP/Host Mame for VP
{e.qg. draytek.com or 123.45.67.89)
Server Port (for S5L Tunnel): 443
llsername s
Password
Remote Metwork IP 0.0.00
Remote Metwork Mask 266.265.265.0
= Back Mext = Finish Cancel

Available settings are explained as follows:

Item Description

Profile Name Type a name for such profile. The length of the file is limited
to 10 characters.

VPN Dial-Out Through | Use the drop down menu to choose a proper WAN interface
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for this profile. This setting is useful for dial-out only.
WAN1 First/ WAN2 First /WAN3 First/WAN4 First- While
connecting, the router will use
WAN1/WAN2/WAN3/WAN4/WANS as the first channel for
VPN connection. If WAN1/WAN2/WAN3/WAN4 fails, the
router will use another WAN interface instead.

WAN1 Only /WAN2 Only/WAN3 Only/WAN4 Only - While
connecting, the router will use WAN1/WAN2/WAN3/WAN4 as
the only channel for VPN connection.

WAN1 Only: Only establish VPN if WAN2 down - If WAN2
failed, the router will use WAN1 for VPN connection.
WAN2 Only: Only establish VPN if WAN1 down - If WAN1
failed, the router will use WAN2 for VPN connection.

Always On

Check to enable router always keep VPN connection.

Server IP/Host Name
for VPN

Type the IP address of the server or type the host name for
such VPN profile.

Server Port (for SSL
Tunnel)

Type a port number for SSL tunnel.

IKE Authentication
Method

IKE Authentication Method usually applies to those are
remote dial-in user or node (LAN to LAN) which uses dynamic
IP address and IPsec-related VPN connections such as L2TP
over IPsec and IPsec tunnel.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key-Confirm the pre-shared key.

Digital Signature
(X.509)

Click Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Local Certificate - Use the drop down list to choose one of
the certificates for using. You have to configure one
certificate at least previously in Certificate Management >>
Local Certificate. Otherwise, the setting you choose here
will not be effective.

IPsec Security Method

Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High - Encapsulating Security Payload (ESP) means payload

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),

Triple DES (3DES), and AES.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the user name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the password is limited to 11 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.

Remote Network
Mask

Please type the network mask (according to the real location
of the remote host) for building VPN connection.
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3.  After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Client Wizard

Please confirm your settings

LAM-to-LAN Index: 3

Profile Mame: 777

WPM Connection Type: ={=1

WP Dial-Out Through: WaANL First
Always on []u]

Server IPfHost Mame: 172.16.2.8
Server Port: 443

Remote Metwaork IP: 0.0.0.0
Remote Network Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:
= G0 to the YPH Connection Management,
Do another YPN Client \Wizard setup.
Yiew more detailed configurations.

= Back [Next = Finish Cancel
Available settings are explained as follows:

Item Description
Go to the VPN Click this radio button to access VPN and Remote
Connection Access>>Connection Management for viewing VPN
Management Connection status.
Do another VPN Click this radio button to set another profile of VPN Server
Server Wizard Setup | through VPN Server Wizard.
View more detailed Click this radio button to access VPN and Remote
configuration Access>>LAN to LAN for viewing detailed configuration.
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IV-1-2 VPN Server Wizard

Such wizard is used to configure VPN settings for VPN server. Such wizard will guide to set the
LAN-to-LAN profile for VPN dial in connection (from client to server) step by step.

1. Open Wizards>>VPN Server Wizard. The following page will appear.
VPN Server Wizard

Choose VPN Establishment Environment

YPM Server Mode Selection: Site to Site VPN (LAN-to-LAMN) v
Please choose a LaM-to-LaM Profile: [Index] [Status] [MName] v
Flease choose a Dial-in User Accounts: [Index] [Status] [MName] v

Allowed Dial-in Type:

PPTR
IPsec
L2TP with IPsec Policy | Mone v
S5L Tunnel
= Back Mext = Finish Cancel
Available settings are explained as follows:
Item Description
VPN Server Mode Choose the direction for the VPN server.
Selection Site to Site VPN - To set a LAN-to-LAN profile automatically,

please choose Site to Site VPN.

Remote Dial-in User -You can manage remote access by
maintaining a table of remote user profile, so that users can
be authenticated to dial-in via VPN connection.

Please choose a This item is available when you choose Site to Site VPN
LAN-to-LAN Profile (LAN-to-LAN) as VPN server mode. There are 32 VPN profiles
for users to set.

Please choose a This item is available when you choose Remote Dial-in User
Dial-in User Accounts | (Teleworker) as VPN server mode. There are 32 VPN tunnels
for users to set.

Allowed Dial-in Type | This item is available after you choose any one of dial-in user
account profiles. Next, you have to select suitable dial-in
type for the VPN server profile. There are several types
provided here (similar to VPN Client Wizard).

Vigor2832 Series User’s Guide 223



224

4 PPTP
+ [Pzec
¢ L2TP with IPsec Palicy
¢ S5L Tunnel Mone
Mice to Have
. Must

Different Dial-in Type will lead to different configuration
page. In addition, adjustable items for each dial-in type will
be changed according to the VPN Server Mode (Site to Site
VPN and Remote Dial-in User) selected.

After making the choices for the server profile, please click Next. You will see different
configurations based on the selection you made. Here we take the examples of choosing
Site-to-Site VPN as the VPN Server Mode.

When you check PPTP, you will see the following graphic:

YPH Server Wizard
VPH Authentication Setting
Frofile Marme e
PPTP f L2TP f L2TP over IPsec f 55L Tunnel Authentication
Lsername Y
Password
Peer IPAPN Client IP
Site to Site Information
Rermote NMetwork IP 0.0.00
Remote Metwork Mask 255.265.255.0
= Back [ext = Finigh Cancel
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When you check PPTP & IPsec & L2TP (three types) or PPTP & IPsec (two types) or L2TP
with Policy (Nice to Have/Must), you will see the following graphic:

VPH Server Wizard

VPN Authentication Setting

Profile Name

Username
Password

¥ Pre-Shared Key

Feer ID
Laocal ID

Peer IPAPMN Client IP
Feer ID

Rermote Metwaork [P
Remote Metwork Mask

PPTP f L2TP f L2TP over IPsec f S5L Tunnel &uthentication
IPsec / L2TP aver IPsec Authentication
Caonfirm Pre-Shared Key

Digital Signature (%.509)

Alternative Subject Name First
Subject Mame First

Site to Site Information

Y

Y

MHone v

0.0.0.0
255.255.2595.0

= Back Mext = Finish Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for such profile. The length of the file is limited
to 10 characters.

User Name This field is used to authenticate for connection when you
select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Password This field is used to authenticate for connection when you

select PPTP or L2TP with or without IPsec policy above.
The length of the name is limited to 11 characters.

Pre-Shared Key

For IPsec/L2TP IPsec authentication, you have to type a
pre-shared key.

The length of the name is limited to 64 characters.

Confirm Pre-Shared
Key

Type the pre-shared key again for confirmation.

Digital Signature
(X.509)

Check the box of Digital Signature to invoke this function.

Peer ID - Choose the peer ID selection from the drop down
list.

Local ID - Choose Alternative Subject Name First or Subject
Name First.

Peer IP/VPN Client IP

Type the WAN IP address or VPN client IP address for the
remote client.

Peer ID

Type the ID name for the remote client.
The length of the name is limited to 47 characters.

Remote Network IP

Please type one LAN IP address (according to the real
location of the remote host) for building VPN connection.
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Remote Network Please type the network mask (according to the real location
Mask of the remote host) for building VPN connection.

3. After finishing the configuration, please click Next. The confirmation page will be
shown as follows. If there is no problem, you can click one of the radio buttons listed on
the page and click Finish to execute the next action.

VPN Server Wizard
Please Confirm Your Settings
WP Environment: Site to Site WPH (LAN-to-LAM)
Index: 2
Profile Marne: o
Username: testlz3
Allowed Service: PPTP+IPsec+L2TP
Peer IPAPH Client IP: 172.16.2.1
Peer ID: El]
Remote Metwaork IP: 0.0.0.0
Remote Metwork Mask: 255.255.255.0

Click Back to modify changes if necessary. Otherwise, click Finish to save the current settings
and proceed to the following action:

= G0 to the YPM Connection Management.,
Do another WPN Server Wizard setup.
Wiew more detailed configurations.

= Back et = Finish Cancel

Available settings are explained as follows:

Item Description

Go to the VPN Click this radio button to access VPN and Remote

Connection Access>>Connection Management for viewing VPN

Management Connection status.

Do another VPN Click this radio button to set another profile of VPN Server

Server Wizard Setup | through VPN Server Wizard.

View more detailed Click this radio button to access VPN and Remote

configuration Access>>LAN to LAN for viewing detailed configuration.
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IV-1-3 Remote Access Control

Enable the necessary VPN service as you need. If you intend to run a VPN server inside your
LAN, you should disable the VPN service of Vigor Router to allow VPN tunnel pass through, as
well as the appropriate NAT settings, such as DMZ or open port.

YPH and Remote Access »» Remote Access Control Setup

Remote Access Control Setup

< Enable PPTP VPN Service
s Enahle IPSec WPN Service
< Enable LZTP WPM Service
s Enahle S5L WPN Service

Mote: To allow YPM pass-through to a separate WPMH server on the LaN, disable any services above
that use the same protocol and ensure that MAT Open Ports or Port Redirection is also configured.

(0]54 Clear Cancel

After finishing all the settings here, please click OK to save the configuration.
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IV-1-4 PPP General Setup

This submenu only applies to PPP-related VPN connections, such as PPTP, L2TP, L2TP over

IPsec.

VPN and Remote Access => PPP General Setup

PPP General Setup

PPP/MP Protocol

Dial-In PPP
Authentication

Dial-In PPP
Encryption{MPPE)

Mutual authentication (PaP)

Username

Qptional MPPE

Password

{(When DHCP Disable set)

PARP/CHAPMS-CHAPMS-CHARP2

IP Address Assignment for Dial-In Users

Aszigned IP start LaN 1 [192.168.1.200 Note: Default priority is Remote Dial-in User -
LaN 2 921682200 RADILUS - AD/LDAP -» TACACS+.
LAN 3 [2EEtPY While using Radius or LDAP Authentication:
LA 4 [192.165.4 200 Assign IP from subnet: |[LAMT ¥

PPP Authentication Methods
¥ Remote Dial-in User

¥ RADIUS

v 4 ADALDAR

PPTP LDAP Profile

Yes ® No
4 TACACSH

Note: Please select 'PAP Only 'Dial-In PPP
Authentication',if wou want to use AD/LDAP or
TACACS+ for PPP Authentication.

Ok

Available settings are explained as follows:

Item

Description

Dial-In PPP Authentication

PAP Only - elect this option to force the router to
authenticate dial-in users with the PAP protocol.

PAP/CHAP/MS-CHAP/MS-CHAPV2 - Selecting this option
means the router will attempt to authenticate dial-in users
with the CHAP protocol first. If the dial-in user does not
support this protocol, it will fall back to use the PAP protocol
for authentication.

Dial-In PPP Encryption
(MPPE)

Optional MPPE - This option represents that the MPPE
encryption method will be optionally employed in the router
for the remote dial-in user. If the remote dial-in user does
not support the MPPE encryption algorithm, the router will
transmit “no MPPE encrypted packets”. Otherwise, the MPPE
encryption scheme will be used to encrypt the data.

® Require MPPE (40/128bits) - Selecting this option will
force the router to encrypt packets by using the MPPE
encryption algorithm. In addition, the remote dial-in
user will use 40-bit to perform encryption prior to using
128-bit for encryption. In other words, if 128-bit MPPE
encryption method is not available, then 40-bit
encryption scheme will be applied to encrypt the data.

®  Maximum MPPE - This option indicates that the router

will use the MPPE encryption scheme with maximum
bits (128-bit) to encrypt the data.

Mutual Authentication
(PAP)

The Mutual Authentication function is mainly used to
communicate with other routers or clients who need
bi-directional authentication in order to provide stronger
security, for example, Cisco routers. So you should enable

228
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this function when your peer router requires mutual
authentication. You should further specify the User Name
and Password of the mutual authentication peer.

The length of the name/password is limited to 23/19
characters.

IP Address Assignment for
Dial-In Users (when DHCP
Disable set)

Assigned IP Start - Enter a start IP address for the dial-in PPP
connection for LAN1.

LAN2 ~ LAN4 will be available if it is enabled. Refer to
LAN>>General Setup for enabling the LAN interface.

PPP Authentication
Methods

Select the method(s) to be used for authentication in PPP
connection.

PPTP LDAP Profile

Configured LDAP profiles will be listed under such item.
Simply check the one you want to enable the PPP
authentication by LDAP server profiles.

However, if there is no profile listed, simply click the link of
PPTP LDAP Profile to create/add some new LDAP profiles
you want.

While using Radius or
LDAP Authentication

If PPP connection will be authenticated via RADIUS server or
LDAP profiles, it is necessary to specify the LAN profile for
the dial-in user to get IP from.
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IV-1-5 IPsec General Setup

In IPsec General Setup, there are two major parts of configuration.
There are two phases of IPsec.

® Phase 1: negotiation of IKE parameters including encryption, hash, Diffie-Hellman
parameter values, and lifetime to protect the following IKE exchange, authentication of
both peers using either a Pre-Shared Key or Digital Signature (x.509). The peer that
starts the negotiation proposes all its policies to the remote peer and then remote peer
tries to find a highest-priority match with its policies. Eventually to set up a secure
tunnel for IKE Phase 2.

® Phase 2: negotiation IPsec security methods including Authentication Header (AH) or
Encapsulating Security Payload (ESP) for the following IKE exchange and mutual
examination of the secure tunnel establishment.

There are two encapsulation methods used in IPsec, Transport and Tunnel. The Transport
mode will add the AH/ESP payload and use original IP header to encapsulate the data payload
only. It can just apply to local packet, e.g., L2TP over IPsec. The Tunnel mode will not only
add the AH/ESP payload but also use a new IP header (Tunneled IP header) to encapsulate the
whole original IP packet.

Authentication Header (AH) provides data authentication and integrity for IP packets passed
between VPN peers. This is achieved by a keyed one-way hash function to the packet to
create a message digest. This digest will be put in the AH and transmitted along with packets.
On the receiving side, the peer will perform the same one-way hash on the packet and
compare the value with the one in the AH it receives.

Encapsulating Security Payload (ESP) is a security protocol that provides data confidentiality
and protection with optional authentication and replay detection service.

WPH and Remote Access == IPsec General Setup

VPH IKENPsec General Setup
Dial-in Set up for Rermmote Dial-in users and Dynamic IP Client (LAM fo LAM],
IKE Authentication Method
Certificate for Dial-in Mone ¥
Pre-Shared Key
Pre-Shared Key
Confirm Pre-Shared Key
IPsec Security Method
< Medium (aH)
Data will be authentic, but will not be encrypted,

High (ESP) < DES + ZDES ¥ AES
Data will be encrypted and authentic,

QK Cancel

Available settings are explained as follows:

Item Description
IKE Authentication This usually applies to those are remote dial-in user or node
Method (LAN-to-LAN) which uses dynamic IP address and

IPsec-related VPN connections such as L2TP over IPsec and
IPsec tunnel. There are two methods offered by Vigor router
for you to authenticate the incoming data coming from
remote dial-in user, Certificate (X.509) and Pre-Shared
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Key.

Certificate for Dial-in -Choose one of the local certificates
from the drop down list.

Pre-Shared Key- Specify a key for IKE authentication.
Confirm Pre-Shared Key- Retype the characters to confirm
the pre-shared key.

Note: Any packets from the remote dial-in user which does
not match the rule defined in VPN and Remote
Access>>Remote Dial-In User will be applied with the
method specified here.

IPsec Security Method Medium - Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is active.

High (ESP) - Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated. You
may select encryption algorithm from Data Encryption
Standard (DES), Triple DES (3DES), and AES.

After finishing all the settings here, please click OK to save the configuration.

IV-1-6 IPsec Peer Identity

To use digital certificate for peer authentication in either LAN-to-LAN connection or Remote
User Dial-In connection, here you may edit a table of peer certificate for selection. As shown
below, the router provides 100 entries of digital certificates for peer dial-in users.

VYPH and Remote Access == IPsec Peer ldentity

¥509 Peer ID Accounts: | Set to Factory Default |
Inde:x Hame Status Index Hame Status
1 777 " 17. 277 ®
2 777 % 18. 277 ®
3 777 x 19. 277 %
4. 777 x 20. 277 ®
5. 777 " 21. 277 ®
6. 777 % 22, 277 ®
7 777 x 23. 277 %
g 777 x 24, 277 ®
0. 777 " 25, 277 ®
10. 777 % 26. 277 ®
11. 777 X 27. 277 %
12, 777 x 28. 277 ®
13. 777 " 29. 277 ®
14. 777 " 30. 277 ®
15. 777 X 31. 277 %
16. 777 x 32, 277 ®
Available settings are explained as follows:

Item Description

Set to Factory Default Click it to clear all indexes.

Index Click the number below Index to access into the setting page

of IPsec Peer Identity.
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Name Display the profile name of that index.

WPHN and Remote Access = IPsec Peer ldentity

Profile Index : 1

Click each index to edit one peer digital certificate. There are three security levels of digital
signature authentication: Fill each necessary field to authenticate the remote peer. The
following explanation will guide you to fill all the necessary fields.

Profile Hame 297
Enable this account

Accept Any Peer ID

Accept Subject Alternative Hame
Type IP Address
1P
Domain Mame
E-Mail

Accept Subject Hame
Country (C)
State (ST)
Location (L)
Crginization (O
Orginization Unit (0L
Comrmon Mame [CH)
Email (E)

Ok Clear

Available settings are explained as follows:

Cancel

Item Description

Profile Name

Type the name of the profile. The maximum length of the
name you can set is 32 characters.

Enable this account

Check it to enable such account profile.

Accept Any Peer ID

Click to accept any peer regardless of its identity.

Accept Subject
Alternative Name

Click to check one specific field of digital signature to accept
the peer with matching value. The field can be IP Address,
Domain, or E-mail Address. The box under the Type will
appear according to the type you select and ask you to fill in
corresponding setting.

Accept Subject Name

(E).

Click to check the specific fields of digital signature to
accept the peer with matching value. The field includes
Country (C), State (ST), Location (L), Organization (O),
Organization Unit (OU), Common Name (CN), and Email

After finishing all the settings here, please click OK to save the configuration.
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IV-1-7 Remote Dial-in User

You can manage remote access by maintaining a table of remote user profile, so that users
can be authenticated to dial-in via VPN connection. You may set parameters including
specified connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel,
and L2TP by itself or over IPsec) and corresponding security methods, etc.

The router provides 32 access accounts for dial-in users. Besides, you can extend the user
accounts to the RADIUS server through the built-in RADIUS client function. The following
figure shows the summary table.

YPN and Remote Access »> Remote Dial-in User d
Remote Access User Accounts: | Setto Factory Default |
Index User Active Status Index User Active Status

1 277 17. 777

2 277 18. 277

3 777 19. 77

4. 777 20. 777

5. 277 21. 237

6. 277 22, 777

7 277 23. 297

8. 277 24, 277

9. 777 25. 397

10. 777 26. 777

11. 277 27 277

12, 277 28. 777

13. 277 29 777

14, 277 30, 277

15. 777 iy 77

16. 777 32 777
Mote: User Accounts need to be added into User Group to enable SSL Portal Lagin.

oK Cancel

Available settings are explained as follows:

Item

Description

Set to Factory Default

Click to clear all indexes.

View All - Click it to display the all of the user accounts.
Online - Click it to display the online user accounts.
Offline - Click it to display the offline user accounts.

Index Click the number below Index to access into the setting page
of Remote Dial-in User.

User Display the username for the specific dial-in user of the
LAN-to-LAN profile. The symbol ??? represents that the
profile is empty.

Active Check the box to activate such profile.

Status Display the access state of the specific dial-in user. The

symbol V and X represent the specific dial-in user to be
active and inactive, respectively.
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Click each index to edit one remote user profile. Each Dial-In Type requires you to fill the
different corresponding fields on the right. If the fields gray out, it means you may leave it
untouched. The following explanation will guide you to fill all the necessary fields.

VYPH and Remote Access == Remote Dial-in User

Index No. 1

Enahle this account
Idle Timeout

Allowed Dial-In Type

User account and Authentication

Username fr

Passwaord(Max 19 char)

second(s) Enable Mohile One-Time Passwords(mOTP)
PIN Code

Secret

4 PPTP
IPsec Tunnel

SSL Tunnel

o
# LZTP with IPsec Policy | Mone
L

IKE Authentication Method
v Pre-Shared Key
IKE Fre-Shared key

Specify Remote Mode

Digital Signature(x.509)

v
Rerote Client IP Hone
IPsec Security Method
or Peer ID Mediurn{aH)
Metbios Naming Packet @ Pass Block High{ESP) DES « 3DES « AES
Multicast via WPHM = Block Local ID {optional)
(for some IGMP,IP-Camera,DHCP Relay..etc.)
Subnet
LAMT ¥
Assign Static [P Address

0.0.0.0

Ok Clear Cancel

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default,
the Idle Timeout is set to 300 seconds.

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPsec Tunnel - Allow the remote dial-in user to make an
IPsec VPN connection through Internet.

L2TP with IPsec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPsec. Select from below:

® None - Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-in
VPN connection becomes one pure L2TP connection.

®  Must -Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Allow the remote dial-in user to make an SSL
VPN connection through Internet.
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Specify Remote Node -You can specify the IP address of the
remote dial-in user, ISDN number or peer ID (used in IKE
aggressive mode).

Uncheck the checkbox means the connection type you select
above will apply the authentication methods and security
methods in the general settings.

Netbios Naming Packet -

®  Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

User Name - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the

name is limited to 23 characters.

Password - This field is applicable when you select PPTP or

L2TP with or without IPsec policy above. The length of the

password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this

box to make the authentication with mOTP function.

PIN Code - Type the code for authentication (e.g, 1234).

Secret - Use the 32 digit-secret number generated by mOTP
in the mobile phone (e.g., e759bb6f0e94c7ab4feb).

Subnet

Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication
Method

This group of fields is applicable for IPsec Tunnels and L2TP
with IPsec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPsec tunnel either with or
without specifying the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as
the pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature

to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>IPsec Peer Identity.

IPsec Security Method

This group of fields is a must for IPsec Tunnels and L2TP with
IPsec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option
is invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
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Triple DES (3DES), and AES.

Local ID (Optional)- Specify a local ID to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is optional
and can be used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.

IV-1-8 LAN to LAN

Here you can manage LAN-to-LAN connections by maintaining a table of connection profiles.
You may set parameters including specified connection direction (dial-in or dial-out),
connection peer ID, connection type (VPN connection - including PPTP, IPsec Tunnel, and
L2TP by itself or over IPsec) and corresponding security methods, etc.

The following figure shows the summary table according to the item
(All/Trunk/0Online/Offline) selected for View.

VPN and Remote Access >> LAN to LAN a
LAN-to-L&N Profiles: | Setto Factory Default |
View: = all Trunk
Index Hame Active Status Index Hame Active Status

1 B s 17. 777

2. 777 18. 77

3 777 19. 777

4. 77 20. 777

5. 777 21. 77

6. 777 22, 777

I 797? 23. 777

8. 777 24. 777

9. 777 25. 77

10. 777 26. 77

11. 777 27. 777

12. 777 28. 77

13. 777 29. 7

14. 77 30. 777

15. 777 3. 77

16. 777 32 777

(]34 Cancel

[mwwwww:This Dial-out profile has already joined for WPN Load Balance Mechanism]
[®xwwww: This Dial-out profile has already joined for WPH Backup Mechanism]
[Rwmmen:This Dial-out profile does not join for WP TRUMNEK]

The following shows profiles joined into VPN Load Balance and VPN Backup mechanism.
VPN and Remote Access »> LAN to LAN

LAN-to-LAN Profiles:
View: Al = Trunk

Hame Activate Members Status
Loadbalan1 v VPN-2 Offline
Connection Offline

[XHXKKK:This Dial-out profile has already joined for VPN Load Balance Mechanism]
[0 This Dial-out profile has already joined for VPN Backup Mechanism]
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If there is no profile joined yet, this page will be shown as follows:

YPH and Remote Access »» LAM to LAN

LAM-to-LAN Profiles:
View: O all = Trunk

I Mame Activate Members Status
0]34 Cancel

[Hxwdmy: This Dial-out profile has already joined for WPM Load Balance Mechanism]
[xxxx =¥ :This Dial-out profile has already joined for VPN Backup Mechanism]

Available settings are explained as follows:

Item Description
View All - Click it to display the LAN to LAN profiles.
Trunk - Click it to display the Trunk profiles.
Set to Factory Default Click to clear all indexes.
Name Indicate the name of the LAN-to-LAN profile. The symbol ???

represents that the profile is empty.

Active V - means the profile has been enabled.
X - means the profile has not been enabled.

Status Indicate the status of individual profiles. The symbol V and X
represent the profile to be active and inactive, respectively.

To edit each profile:

1. Click each index to edit each profile and you will get the following page. Each
LAN-to-LAN profile includes 5 subgroups. If the fields gray out, it means you may leave it
untouched. The following explanations will guide you to fill all the necessary fields.

VYPH and Remote Access >> LAN to LAN

Profile Index : 1
1. Common Settings
Profile Mame 777 Call Direction = Both © Dial-Out Dial-in
Enable this profile Always on
Idle Timeout 200 second(s)
"WPM Dial-Out Through Enable PIMG to keep IPsec tunnel alive
WAMT First v PING to the IP
Metbios Maming Packet @ Pass Block
Multicast via VPN Pass @ Block

(for some IGMP,IP-Camera, DHCP Relay. etc.)
2. Dial-Out Settings

Type of Server | am calling Username Y
= PPTP Passwaord({Max 15 char)
IPsec Tunnel PPP Authentication
L2TP with IPsec Policy | Mone v PAPICHAPMMS-CHAPIMS-CHAPYZ ¥
SSL Tunnel W1 Compression = 0On Off
Server IP/Host Mame far WPN, IKE Authentication Method
(such as draytek.com or 123.45.67.89) Pre-Shared Key
IKE Pre-Shared Key
Server Port (for SSL Tunnel): 443 Digital Signature(x.509)
Peer ID Mone r
Local ID

Alternative Subject Mame First
Subject Mame First

Local Certificate Mone v
IPsec Security Method

MediumiaH)

High{ESP) | DES without Authentication ¥
Advanced

Index(1-15) in Schedule Setup:

) ) '
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Available settings are explained as follows:

Item

Description

Common Settings

Profile Name - Specify a name for the profile of the
LAN-to-LAN connection.

Enable this profile - Check here to activate this profile.

VPN Dial-Out Through - Use the drop down menu to choose a
proper WAN interface for this profile. This setting is useful
for dial-out only.

®  WANL First/ WAN2 First/ WAN3 First/WAN4 First -
While connecting, the router will use
WAN1/WAN2/WAN3/WAN4 as the first channel for VPN
connection. If WAN1/WAN2/WAN3/WAN4 fails, the
router will use another WAN interface instead.

® \WAN1 Only /WAN2 Only/WAN3 Only/WAN4 Only
/WANS5 Only- While connecting, the router will use
WAN1/WAN2/WAN3/WAN4 as the only channel for VPN
connection.

® \WANL1 Only: Only establish VPN if WAN2 down - If
WAN?2 failed, the router will use WAN1 for VPN
connection.

® WAN2 Only: Only establish VPN if WAN1 down - If
WANL1 failed, the router will use WAN2 for VPN
connection.

Netbios Naming Packet

®  Pass - click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

® Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

® Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Call Direction - Specify the allowed call direction of this

LAN-to-LAN profile.

®  Both:-initiator/responder

®  Dial-Out- initiator only

® Dial-In- responder only.

Always On-Check to enable router always keep VPN
connection.

Idle Timeout: The default value is 300 seconds. If the
connection has been idled over the value, the router will
drop the connection.

Enable PING to keep IPsec tunnel alive - This function is to
help the router to determine the status of IPsec VPN
connection, especially useful in the case of abnormal VPN
IPsec tunnel disruption. For details, please refer to the note
below. Check to enable the transmission of PING packets to a
specified IP address.

Enable PING to keep IPsec tunnel alive is used to handle
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abnormal IPsec VPN connection disruption. It will help to
provide the state of a VPN connection for router’s judgment
of redial. Normally, if any one of VPN peers wants to
disconnect the connection, it should follow a serial of packet
exchange procedure to inform each other. However, if the
remote peer disconnects without notice, Vigor router will by
no where to know this situation. To resolve this dilemma, by
continuously sending PING packets to the remote host, the
Vigor router can know the true existence of this VPN
connection and react accordingly. This is independent of DPD
(dead peer detection).

PING to the IP - Enter the IP address of the remote host that
located at the other-end of the VPN tunnel.

Dial-Out Settings Type of Server | am calling - PPTP - Build a PPTP VPN
connection to the server through the Internet. You should set
the identity like User Name and Password below for the
authentication of remote server.

IPsec Tunnel - Build an IPsec VPN connection to the server
through Internet.

L2TP with IPsec Policy - Build a L2TP VPN connection
through the Internet. You can select to use L2TP alone or
with IPsec. Select from below:

® None: Do not apply the IPsec policy. Accordingly, the
VPN connection employed the L2TP without IPsec
policy can be viewed as one pure L2TP connection.

® Nice to Have: Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the dial-out
VPN connection becomes one pure L2TP connection.

®  Must: Specify the IPsec policy to be definitely applied
on the L2TP connection.

SSL Tunnel - Build an SSL VPN connection to the server
through Internet.

User Name - This field is applicable when you select, PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 49 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 15 characters.

PPP Authentication - This field is applicable when you

select, PPTP or L2TP with or without IPSec policy above.

PAP/CHAP/MS-CHAP/MS-CHAPV2 is the most common

selection due to compatibility.

VJ compression - This field is applicable when you select

PPTP or L2TP with or without IPsec policy above. VJ

Compression is used for TCP/IP protocol header compression.

Normally set to On to improve bandwidth utilization.

IKE Authentication Method - This group of fields is

applicable for IPsec Tunnels and L2TP with IPsec Policy.

® Pre-Shared Key - Input 1-63 characters as pre-shared
key.

® Digital Signature (X.509) - Select one predefined
Profiles set in the VPN and Remote Access >>IPsec
Peer ldentity.

Peer ID - Select one of the predefined Profiles set in
VPN and Remote Access >>IPsec Peer Identity.

Local ID - Specify a local ID (Alternative Subject Name
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First or Subject Name First) to be used for Dial-in
setting in the LAN-to-LAN Profile setup. This item is
optional and can be used only in IKE aggressive mode.

® | ocal Certificate - Select one of the profiles set in
Certificate Management>>Local Certificate.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy.

® Medium AH (Authentication Header) means data will
be authenticated, but not be encrypted. By default,
this option is active.

®  High (ESP-Encapsulating Security Payload)- means
payload (data) will be encrypted and authenticated.
Select from below:

® DES without Authentication -Use DES encryption
algorithm and not apply any authentication scheme.

® DES with Authentication-Use DES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

®  3DES without Authentication-Use triple DES
encryption algorithm and not apply any authentication
scheme.

®  3DES with Authentication-Use triple DES encryption
algorithm and apply MD5 or SHA-1 authentication
algorithm.

®  AES without Authentication-Use AES encryption
algorithm and not apply any authentication scheme.

®  AES with Authentication-Use AES encryption algorithm
and apply MD5 or SHA-1 authentication algorithm.

Advanced - Specify mode, proposal and key life of each IKE
phase, Gateway, etc.

The window of advance setup is shown as below:

IKE phase 1 mode -Select from Main mode and Aggressive
mode. The ultimate outcome is to exchange security
proposals to create a protected secure channel. Main mode
is more secure than Aggressive mode since more exchanges
are done in a secure channel to set up the IPsec session.
However, the Aggressive mode is faster. The default value in
Vigor router is Main mode.

® |KE phase 1 proposal-To propose the local available
authentication schemes and encryption algorithms to
the VPN peers, and get its feedback to find a match.
Two combinations are available for Aggressive mode
and nine for Main mode. We suggest you select the
combination that covers the most schemes.

® |KE phase 2 proposal-To propose the local available
algorithms to the VPN peers, and get its feedback to
find a match. Three combinations are available for both
modes. We suggest you select the combination that
covers the most algorithms.
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® |KE phase 1 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
28800 seconds. You may specify a value in between 900
and 86400 seconds.

® |KE phase 2 key lifetime-For security reason, the
lifetime of key should be defined. The default value is
3600 seconds. You may specify a value in between 600
and 86400 seconds.

®  Perfect Forward Secret (PFS)-The IKE Phase 1 key will
be reused to avoid the computation complexity in
phase 2. The default value is inactive this function.

Local ID-In Aggressive mode, Local ID is on behalf of the
IP address while identity authenticating with remote
VPN server. The length of the ID is limited to 47
characters.

Index(1-15) - Set the wireless LAN to work at certain time
interval only. You may choose up to 4 schedules out of the 15
schedules pre-defined in Applications >> Schedule setup.
The default setting of this field is blank and the function will

always work.
3. Dial-In Settings
Allowed Dial-In Type Jsername Y
+ PPTP Password(Max 11 char)
4 IPsec Tunnel W1 Compression = 0n off
¢ L2TP with IPsec Palicy [ Mone v
4 SSL Tunnel IKE Authentication Method
Pre-Shared Key
Specify Remote WPN Gateway IKE Pre-Shared Key
Peer WPH Server IP Digital Signature(x.509)
Mone ¥
or Peer ID Local ID
= Alternative Subject Mame First
Subject Mame First
IPsec Security Method
Mediurm(aH)
High(ESF) DES 3A0ES « AES
4. GRE Settings
Enahle IPsec Dial-Out function GRE over IPsec
Logical Traffic My GRE IP Peer GRE I[P
A, TCPAP Network Settings
My WAN TP 0.0.0.0 RIP Direction Disable v
Remote Gateway IP 0.0.0.0 From first subnet to remote network, you have
Remote Metwork 1P 0.0.0.0 o do
Route ¥
Remote Metwork Mask  (265.255.2585.0 - VBN with the S cubnat
Local Metwark TP 1921681 1 SEE VI WIER Ihe =ame subnets
Local Network Mask 255.755.255.0 Change default route to this VPN tunnel |
tare Only single Wak supports this )
oK Clear Cancel

Available settings are explained as follows:

Item Description

Dial-In Settings Allowed Dial-In Type - Determine the dial-in connection
with different types.

® PPTP - Allow the remote dial-in user to make a PPTP
VPN connection through the Internet. You should set
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the User Name and Password of remote dial-in user
below.

® |Psec Tunnel- Allow the remote dial-in user to trigger
an IPsec VPN connection through Internet.

® |L2TP with IPsec Policy - Allow the remote dial-in user
to make a L2TP VPN connection through the Internet.
You can select to use L2TP alone or with IPsec. Select
from below:

B None - Do not apply the IPsec policy. Accordingly,
the VPN connection employed the L2TP without
IPsec policy can be viewed as one pure L2TP
connection.

B Nice to Have - Apply the IPsec policy first, if it is
applicable during negotiation. Otherwise, the
dial-in VPN connection becomes one pure L2TP
connection.

B Must - Specify the IPsec policy to be definitely
applied on the L2TP connection.

®  SSL Tunnel- Allow the remote dial-in user to trigger an
SSL VPN connection through Internet.

Specify Remote VPN Gateway - You can specify the IP
address of the remote dial-in user or peer ID (should be the
same with the ID setting in dial-in type) by checking the box.
Also, you should further specify the corresponding security
methods on the right side.

If you uncheck the checkbox, the connection type you select
above will apply the authentication methods and security
methods in the general settings.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name is limited to 11 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
password is limited to 11 characters.

VJ Compression - VJ Compression is used for TCP/IP
protocol header compression. This field is applicable when
you select PPTP or L2TP with or without IPsec policy above.

IKE Authentication Method - This group of fields is
applicable for IPsec Tunnels and L2TP with IPsec Policy when
you specify the IP address of the remote node. The only
exception is Digital Signature (X.509) can be set when you
select IPsec tunnel either with or without specify the IP
address of the remote node.

® Pre-Shared Key - Check the box of Pre-Shared Key to
invoke this function and type in the required characters
(1-63) as the pre-shared key.

®  Digital Signature (X.509) -Check the box of Digital
Signature to invoke this function and select one
predefined Profiles set in the VPN and Remote Access
>>|Psec Peer Identity.

B Local ID - Specify which one will be inspected
first.

B Alternative Subject Name First - The alternative
subject name (configured in Certificate
Management>>Local Certificate) will be
inspected first.
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B Subject Name First - The subject name
(configured in Certificate Management>>Local
Certificate) will be inspected first.

IPsec Security Method - This group of fields is a must for
IPsec Tunnels and L2TP with IPsec Policy when you specify
the remote node.

® Medium- Authentication Header (AH) means data will
be authenticated, but not be encrypted. By default,
this option is active.

® High- Encapsulating Security Payload (ESP) means
payload (data) will be encrypted and authenticated.
You may select encryption algorithm from Data
Encryption Standard (DES), Triple DES (3DES), and AES.

GRE over IPsec
Settings

Enable IPsec Dial-Out function GRE over IPsec: Check this
box to verify data and transmit data in encryption with GRE
over IPsec packet after configuring IPsec Dial-Out setting.
Both ends must match for each other by setting same virtual
IP address for communication.

Logical Traffic: Such technique comes from RFC2890. Define
logical traffic for data transmission between both sides of
VPN tunnel by using the characteristic of GRE. Even hacker
can decipher IPsec encryption, he/she still cannot ask LAN
site to do data transmission with any information. Such
function can ensure the data transmitted on VPN tunnel is
really sent out from both sides. This is an optional function.
However, if one side wants to use it, the peer must enable it,
too.

My GRE IP: Type the virtual IP for router itself for verified by
peer.

Peer GRE IP: Type the virtual IP of peer host for verified by
router.

TCP/IP Network
Settings

My WAN IP -This field is only applicable when you select
PPTP or L2TP with or without IPsec policy above. The default
value is 0.0.0.0, which means the Vigor router will get a PPP
IP address from the remote router during the IPCP
negotiation phase. If the PPP IP address is fixed by remote
side, specify the fixed IP address here. Do not change the
default value if you do not select PPTP or L2TP.

Remote Gateway IP - This field is only applicable when you
select PPTP or L2TP with or without IPsec policy above. The
default value is 0.0.0.0, which means the Vigor router will
get a remote Gateway PPP IP address from the remote router
during the IPCP negotiation phase. If the PPP IP address is
fixed by remote side, specify the fixed IP address here. Do
not change the default value if you do not select PPTP or
L2TP.

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPsec, this is the destination clients IDs of phase 2 quick
mode.

Local Network IP / Local Network Mask - Display the local
network IP and mask for TCP / IP configuration. You can
modify the settings if required.

More - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Masks
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through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.

92.168.1. 1o 121 M Et htm

Profile Index :1

Remote Network

Metwork [P

Metrask
205,205 285 285132 7

Add Delete Edit
Create Phase2 SA for each subnet.(IPsec)

[o]24 Close

RIP Direction - The option specifies the direction of RIP
(Routing Information Protocol) packets. You can
enable/disable one of direction here. Herein, we provide
four options: TX/RX Both, TX Only, RX Only, and Disable.

From first subnet to remote network, you have to do - If
the remote network only allows you to dial in with single IP,
please choose NAT, otherwise choose Route.

Change default route to this VPN tunnel - Check this box to
change the default route with this VPN tunnel.

IPSec VPN with the For both ends (e.g., different sections in a company) are
Same subnet within the same subnet, there is a function which allows you
to build Virtual IP mapping between two ends. Thus, when
VPN connection established, the router will change the IP
address according to the settings configured here and block
sessions which are not coming from the IP address defined in
the Virtual IP Mapping list.

After checking the box of IPSec VPN with the Same subnet,
the options under TCP/IP Network Settings will be changed
as shown below:

5. TCPAP Network Settings
Remote Network 1P 0.0.0.0 From Local Subnet to Remote network, you have
Remote Hetwark Mask 255.355.255.0 o do
Translated Local Metwork | LAN1 v |to
9216810 ¢ 1Psec VPN with the Same Subnets
= Translated Type = yhaole Subnet
Advanced Specific IP Address

virtual IP Mapping

Route ¥

0K Clear Cancel

Remote Network IP/ Remote Network Mask - Add a static
route to direct all traffic destined to this Remote Network IP
Address/Remote Network Mask through the VPN connection.
For IPSec, this is the destination clients IDs of phase 2 quick
mode.

Translated Local Network - This function is enabled in
default. Use the drop down list to specify a LAN port as the
transferred direction. Then specify an IP address. Click
Advanced to configure detailed settings if required.

Advanced - Add a static route to direct all traffic destined to
more Remote Network IP Addresses/ Remote Network Mask
through the VPN connection. This is usually used when you
find there are several subnets behind the remote VPN router.
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L] 1921681 1o/ 12 E i +

Profile Index -2

Remote Metwork
Metwork IP

Metrnask
2A5. 2562552685132 W

Add

[dcreate Phase2 54 far each subnet.(IPsec)

Local Metwork [

Translated to |0.0.0.0

Add

[ ok ] [ close |

Translated Type - There are two types for you to choose.
® Whole Subnet

®  Specific IP Address

Virtual IP Mapping - A pop up dialog will appear for you to
specify the local IP address and the mapping virtual IP
address.

| ] 1921681 1Moc/L2Lwid PR him +

Virtual IP Mapping Profile 2

Local IP

wirtual IP

(o)

[ ok ] [ cClose |

2. After finishing all the settings here, please click OK to save the configuration.
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IV-1-9 VPN Trunk Management

VPN trunk includes four features - VPN Backup, VPN load balance, GRE over IPsec, and Binding
tunnel policy.

Features of VPN TRUNK — VPN Backup Mechanism

VPN TRUNK Management is a backup mechanism which can set multiple VPN tunnels as
backup tunnel. It can assure the network connection not to be cut off due to network
environment blocked by any reason.

® VPN TRUNK-VPN Backup mechanism can judge abnormal situation for the environment of
VPN server and correct it to complete the backup of VPN Tunnel in real-time.

® VPN TRUNK-VPN Backup mechanism is compliant with all WAN modes (single/multi)

@ Dial-out connection types contain IPsec, PPTP, L2TP, L2TP over IPsec and ISDN (depends
on hardware specification)

® The web page is simple to understand and easy to configure

Fully compliant with VPN Server LAN Site Single/Multi Network

@ Mail Alert support, please refer to System Maintenance >> SysLog / Mail Alert for
detailed configuration

® Syslog support, please refer to System Maintenance >> SysLog / Mail Alert for detailed
configuration

® Specific ERD (Environment Recovery Detection) mechanism which can be operated by
using Telnet command

VPN TRUNK-VPN Backup mechanism profile will be activated when initial connection of single
VPN tunnel is off-line. Before setting VPN TRUNK -VPN Backup mechanism backup profile,
please configure at least two sets of LAN-to-LAN profiles (with fully configured dial-out
settings) first, otherwise you will not have selections for grouping Memberl and Member2.

Features of VPN TRUNK — VPN Load Balance Mechanism

VPN Load Balance Mechanism can set multiple VPN tunnels for using as traffic load balance
tunnel. It can assist users to do effective load sharing for multiple VPN tunnels according to
real line bandwidth. Moreover, it offers three types of algorithms for load balancing and
binding tunnel policy mechanism to let the administrator manage the network more flexibly.

® Three types of load sharing algorithm offered, Round Robin, Weighted Round Robin and
Fastest

@® Binding Tunnel Policy mechanism allows users to encrypt the data in transmission or
specified service function in transmission and define specified VPN Tunnel for having
effective bandwidth management

@ Dial-out connection types contain IPsec, PPTP, L2TP, L2TP over IPsec and GRE over IPsec

The web page is simple to understand and easy to configure

® The TCP Session transmitted by using VPN TRUNK-VPN Load Balance mechanism will not be
lost due to one of VPN Tunnels disconnected. Users do not need to reconnect with setting
TCP/UDP Service Port again. The VPN Load Balance function can keep the transmission for
internal data on tunnel stably
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WPH and Remote Access => WPH TRUNK Management d

Backup Profile List | Setto Factory Default |
Note: [&ctive:NO] The LaMN-to-LaMN Profile is disabled or under Dial-In{Call Direction) at present,
MNo. Status Nane Mewberl (Active ) Type Menherz (hctive ) Type

Adwanced ¥

Load Balance Profile List | Setto Factory Default |
Note: [&ctive:NO] The LAN-to-LAN Profile is disabled or under Dial-In(Call Direction) at present,
No. Status Nane Memberl (Active ) Type HemberZ active ) Type

Advanced v

General Setup

Status ® Enable  Disable
Profile Mame
Memberl Please zelect a LAN-to-LAN Dial-0ut profile. v
Member2 |Please zelect a LAN-to-LAN Dial-0ut profile. v
Active Mode = Backup O Load Balance

Add Update Delete

Available settings are explained as follows:

Item Description

Backup Profile List Set to Factory Default - Click to clear all VPN TRUNK-VPN
Backup mechanism profile.

No - The order of VPN TRUNK-VPN Backup mechanism
profile.

Status - “v” means such profile is enabled; “x” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Backup
mechanism profile.

Member1 - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. “No” means the
state might be disabled or that profile currently is set with
Dial-in mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPsec, PPTP, L2TP, L2TP over IPsec (NICE), L2TP over
IPsec(MUST) and so on.

Member2 - Display the dial-out profile selected from the
Member2 drop down list below.

Advanced - This button is available only when LAN to LAN
profile (or more) is created.
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/= WPH Backnp Advance Settings - Windows Internst Exploter (=3
&) /192168 1.1 (=]

VPN Backup Advance Settings
Profile Name: Backupl
ERD Made: ® Normal
O Resume (Member 1 first)
Detail Information:

Environment Recovers Detection(ERD) Status: Normal Mode
< ¥

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.

Load Balance Profile List

Set to Factory Default - Click to clear all VPN TRUNK-VPN
Load Balance mechanism profile.

No - The order of VPN TRUNK-VPN Load Balance
mechanism profile.

Status - “v” means such profile is enabled; “x” means such
profile is disabled.

Name - Display the name of VPN TRUNK-VPN Load Balance
mechanism profile.

Member1 - Display the dial-out profile selected from the
Memberl drop down list below.

Active - “Yes” means normal condition. “No” means the
state might be disabled or that profile currently is set with
Dial-in mode (for call direction) in LAN-to-LAN.

Type - Display the connection type for that profile, such as
IPsec, PPTP, L2TP, L2TP over IPsec (NICE), L2TP over
IPsec(MUST) and so on.

Member2 - Display the dial-out profile selected from the
Member2 drop down list below.

Advanced - This button is only available when there is one or
more profiles created in this page.

{= ¥PH Load Balance Advance Settings - Windows Internet Explorer

&) it /1921681 1 [=]

VPN Load Balance Advance Settings
Profile Hame: Loadbalanl
Load Balance Algorithm: ® Round Robin
O Weighted Round Robin
® Auto Weighted
© According to Speed Ratio {Member1:Member2): |50:50 ¥

VPN Load Balance Policy
®Edit O Insert after

Tunnel Bind Table Index: (1~64)

Active: Active v

Binding Dial Out Profile: 20 =

Src IP Start: 0000 End: |255 255 255 255

Dest IP Start: 0000 End: |255 255 255 255

Dest Port Start: End:

Protocol: ANY v

Detail Information

[VEN Load Balance Profile name: Loadbalanl ] ~
[Algorithm: Round Robin ]

< >

Detailed information for this dialog, see later section -
Advanced Load Balance and Backup.
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General Setup Status- After choosing one of the profile listed above, please
click Enable to activate this profile. If you click Disable, the
selected or current used VPN TRUNK-Backup/Load Balance
mechanism profile will not have any effect for VPN tunnel.

Profile Name- Type a name for VPN TRUNK profile. Each
profile can group two VPN connections set in LAN-to-LAN.
The saved VPN profiles in LAN-to-LAN will be shown on
Memberl and Member2 fields. The length of the name is
limited to 11 characters.

Member 1/Member2 - Display the selection for LAN-to-LAN
dial-out profiles (configured in VPN and Remote Access >>
LAN-to-LAN) for you to choose for grouping under certain
VPN TRUNK-VPN Backup/Load Balance mechanism profile.

®  No - Index number of LAN-to-LAN dial-out profile.
® Name - Profile name of LAN-to-LAN dial-out profile.

® Connection Type - Connection type of LAN-to-LAN
dial-out profile.

® VPN ServerlP (Private Network) - VPN Server IP of
LAN-to-LAN dial-out profiles.

Active Mode - Display available mode for you to choose.
Choose Backup or Load Balance for your router.

Add - Add and save new profile to the backup profile list.
The corresponding members (LAN-to-LAN profiles) grouped
in such new VPN TRUNK - VPN Backup mechanism profile will
be locked. The profiles in LAN-to-LAN will be displayed in
red. VPN TRUNK - VPN Load Balance mechanism profile will
be locked. The profiles in LAN-to-LAN will be displayed in
blue.

Update - Click this button to save the changes to the Status
(Enable or Disable), profile name, memberl or member2.

Delete - Click this button to delete the selected VPN TRUNK
profile. The corresponding members (LAN-to-LAN profiles)
grouped in the deleted VPN TRUNK profile will be released
and that profiles in LAN-to-LAN will be displayed in black.

Time for activating VPN TRUNK — VPN Backup mechanism profile

VPN TRUNK - VPN Backup mechanism will be activated automatically after the initial
connection of single VPN Tunnel off-line. The content in Memberl1/2 within VPN TRUNK - VPN
Backup mechanism backup profile is similar to dial-out profile configured in LAN-to-LAN web
page. VPN TRUNK - VPN Backup mechanism backup profile will process and handle everything
unless it is off-line once it is activated.

Time for activating VPN TRUNK — VPN Load Balance mechanism profile

After finishing the connection for one tunnel, the other tunnel will dial out automatically
within two seconds. Therefore, you can choose any one of members under VPN Load Balance
for dialing out.

Time for activating VPN TRUNK —Dial-out when VPN Load Balance Disconnected

For there is one Tunnel created and connected successfully, to keep the load balance effect
between two tunnels, auto-dial will be executed within two seconds.

To close two tunnels of load balance after connecting, please click Disable for Status in
General Setup field.
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How can you set a VPN TRUNK-VPN Backup/Load Balance mechanism profile?

1. First of all, go to VPN and Remote Access>>LAN-to-LAN. Set two or more LAN-to-LAN
profiles first that will be used for Memberl and Member2. If you do not set enough
LAN-to-LAN profiles, you cannot operate VPN TRUNK - VPN Backup /Load Balance
mechanism profile management well.

2. Access into VPN and Remote Access>>VPN TRUNK Management.

3. Set one group of VPN TRUNK - VPN Backup/Load Balance mechanism backup profile by
choosing Enable radio button; type a name for such profile (e.g., 071023); choose one of
the LAN-to-LAN profiles from Memberl drop down list; choose one of the LAN-to-LAN
profiles from Member2 drop down list; and click Add at last.

4. Take a look for LAN-to-LAN profiles. Index 1 is chosen as Memberl; index 2 is chosen as
Member2. For such reason, LAN-to-LAN profiles of 1 and 2 will be expressed in red to
indicate that they are fixed. If you delete the VPN TRUNK - VPN Backup/Load Balance
mechanism profile, the selected LAN-to-LAN profiles will be released and expressed in
black.

LAN-to-LAN Profiles:

View: @& All O Trunk

Index Name Active Status
1. To-4& Place W offline
2. To-B Site W offline
3. To-C Place v offline
4. To-D Site W offline

How can you set a GRE over IPsec profile?

1. Please go to LAN to LAN to set a profile with IPsec.

2. If the router will be used as the VPN Server (i.e., with virtual address 192.168.50.200).
Please type 192.168.50.200 in the field of My GRE IP. Type IP address (192.168.50.100) of
the client in the field of Peer GRE IP. See the following graphic for an example.
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| |High{ESP) DES -~ 3DES ~ AES
4. Gre over IPsec Settings

(] Enable IPsec Dial-0 SR ees
[ Logical Traffic My GRE IP [192.168 50.200 Peer GRE IP [192.168.50.100

5. TCPAP Network Seftings

My \WAK TP noon RIP Direction Diizable L

Remote Gateway IP 19216811 From first subnet to remote network, you have
to do

Eemnte Metwork IP 192.168.1.0 rp—

Remote Metwork Mask (2552552550

Local MNetwork 1P 192.168.25.1 Change default route to this VPN tunnel {
Only single Wakl supports this )

&DCEH Metwork Mask 2552552550

Iore

3. Later, on peer side (as VPN Client): please type 192.168.50.100 in the field of My GRE IP

and type IP address of the server (192.168.50.200) in the field of Peer GRE IP.

| |[HIghIESP) DEZ  3DES - &ES
AGre over IPsec Seftings

Enable IPsec Dial§Out function GRE aver [Psac

[T Logical Traffic My GRE IP |192.168.50.100 Peer GRE IP [192.168.50.200

5. TCPAP Network Settings

My WA TP nooo RIP Direction Tiizahle w
Remote Gateway IR 192 168 25 1 From first subnet to remote network, you have
to do

ﬁemute Metwork IP 192.168.250 Routs %
Remote Metwork Mask (2552552550

Local Metwaork IP 192.168.1.1 Change default route to this VPN tunnel {
Only single Wal supports this )
tﬂcal Metwork Mask 2552552550
More

Advanced Load Balance and Backup

After setting profiles for load balance, you can choose any one of them and click Advance for
more detailed configuration. The windows for advanced load balance and backup are
different. Refer to the following explanation:
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Advanced Load Balance

[ 1921681/ doc/vpnirlb.him

VPN Load Balance Atvance Settings

Profile Name: forloadbal
Load Balance Algorithm: = Round Rohbin

Weighted Round Raobin
= Auto Weighted
According to Speed Ratio (Memberl:Member2):  a0:A0 ¥

VPN Load Balance Policy

Detail Information

= Edit Insert after
Tunnel Bind Table Index: (1~64)
Active: Active ¥
Binding Dial Out Profile: 1 v
Src IP Start: 0.0.0.0 End: [255.255.255.255
Dest IP Start: 0.0.00 End: |256.265.2A4.255
Dest Port Start: 1 End: [55535
Protocol: AN AR

B e

[VPH Load Balance Profile name: forloadbal ]
[Algorithm: Round Robin ]

Available settings are explained as follows:

Item

Description

Profile Name

List the load balance profile name.

Load Balance Algorithm

Round Robin - Based on packet base, both tunnels will send
the packet alternatively. Such method can reach the balance
of packet transmission with fixed rate.

Weighted Round Robin - Such method can reach the balance
of packet transmission with flexible rate. It can be divided
into Auto Weighted and According to Speed Ratio. Auto
Weighted can detect the device speed (10Mbps/100Mbps)
and switch with fixed value ratio (3:7) for packet
transmission. If the transmission rate for packets on both
sides of the tunnels is the same, the value of Auto Weighted
should be 50:50. According to Speed Ratio allows user to
adjust suitable rate manually. There are 100 groups of rate
ratio for Memberl:Member2 (range from 1:99 to 99:1).

VPN Load Balance Policy

Below shows the algorithm for Load Balance.
Edit - Click this radio button for assign a blank table for
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configuring Binding Tunnel.

Insert after - Click this radio button to adding a new binding
tunnel table.

Tunnel Bind Table Index- 128 Binding tunnel tables are
provided by this device. Specify the number of the tunnel for
such Load Balance profile.

Active - In-active/Delete can delete this binding tunnel
table. Active can activate this binding tunnel table.

Binding Dial Out Index - Specify connection type for
transmission by choosing the index (LAN to LAN Profile Index)
for such binding tunnel table.

Scr IP Start /End- Specify source IP addresses as starting
point and ending point.

Dest IP Start/End - Specify destination IP addresses as
starting point and ending point.

Dest Port Start /End- Specify destination service port as
starting point and ending point.

Protocol - Any means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here, such binding tunnel table can be
established for TCP Service Port/UDP Service
Port/ICMP/IGMP specified here.

TCP means when the source IP, destination IP, destination
port and fragment conditions match with the settings
specified here and TCP Service Port also fits the number
here, such binding tunnel table can be established. UDP
means when the source IP, destination IP, destination port
and fragment conditions match with the settings specified
here and UDP Service Port also fits the number here, such
binding tunnel table can be established. TCP/UPD means
when the source IP, destination IP, destination port and
fragment conditions match with the settings specified here
and TCP/UDP Service Port also fits the number here, such
binding tunnel table can be established. ICMP means when
the source IP, destination IP, destination port and fragment
conditions match with the settings specified here and ICMP
Service Port also fits the number here, such binding tunnel
table can be established. IGMP means when the source IP,
destination IP, destination port and fragment conditions
match with the settings specified here and IGMP Service Port
also fits the number here, such binding tunnel table can be
established. Other means when the source IP, destination IP,
destination port and fragment conditions match with the
settings specified here with different TCP Service Port/UDP
Service Port/ICMP/IGMP, such binding tunnel table can be
established.

Detail Information

This field will display detailed information for Binding Tunnel
Policy. Below shows a successful binding tunnel policy for
load balance:
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[ 192.168.1 1 /docrpntrlb hitm (S

VPN Load Balance Advance Settings
Profile Name: Class
Load Balance Algorithm: = Round Robin

wWeighted Round Robin
= Auto Weighted
According to Speed Ratio (Memberl:Member2): | 5050 ¥

VPN Load Balance Policy
= Edit Insert after

Tunnel Bind Tahle Index: (1~200)
Active: Active ¥
Binding Dial Out Profile: 1
SrcIP Starts 0.0.0.0 End: 255255 255.255
Dest [P Start: 0ooo End: 265.265.264.256
Dest Port Start: I End: 65535
Protocol: AN Yo

QK Cloge

Detail Information

[¥PN Load Balance Profile name: Class ]
[&lgorithm: Round Robin ]

S il Bind Tohl e Tones ]

Binding Dial Out Index = 1

Binding protocol = ANY Protocol

Binding gre IF = 192,168,10.24 ~ 255.255.255.255
Binding Pst IF = 182,168,1,20 ~ 255.255.2550.255
Binding st Fort =1 ~ 65535

h‘

To configure a successful binding tunnel, you have to:

Type Binding Src IP range (Start and End) and Binding Des IP
range (Start and End). Choose TCP/UDP, IGMP/ICMP or Other
as Binding Protocol.

Advanced Backup

[ 192.168.1.1/docspntrbak him Q5

VPN Backup Advance Settings
Profile Mame: Forbackup
ERD Mode: = Mormal
Resume (Member 1 first)

Detail Information:

Environment Recowvers Detection(ERD) Status: Normal Maode

| OK | | Close |

Available settings are explained as follows:

Item Description
Profile Name List the backup profile name.
ERD Mode ERD means “Environment Recovers Detection™.

Normal - choose this mode to make all dial-out VPN TRUNK
backup profiles being activated alternatively.

Resume - when VPN connection breaks down or disconnects,
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Member 1 will be the top priority for the system to do VPN
connection.

Detail Information This field will display detailed information for Environment

Recovers Detection.

IV-1-10 Connection Management

You can find the summary table of all VPN connections. You may disconnect any VPN
connection by clicking Drop button. You may also aggressively Dial-out by using Dial-out Tool
and clicking Dial button.

VYPH and Remote Access »» Connection Management

Refresh Seconds

General MDde:| ( V2925 ) vigor2925.ubddns.c Vl Dial

Dial-out Tool

Backup Mode: |

v | Dial

Load Balance Mode: |

[ Dial

VPN Connection Status
Current Page: 1

Page Mo.

VPH Type

[ w2925 ) DES-No Auth

1 [Psec Tunnel 111.251.193.140

= T= Rx Rx .
Virtual Hetwork Pkts Rate(Bps) Pkts Rate(Bps) UpTime

10.20.25.0/24 142 2 2:3:55

Remote IP

1510 g

wia WANZ

swenknne 0 Data is encrypted,
swnnkese @ Data isn't encrypted.,

Available settings are explained as follows:

Item

Description

Dial-out Tool

General Mode - This filed displays the profile configured in
LAN-to-LAN (with Index number and VPN Server IP address).
The VPN connection built by General Mode does not support
VPN backup function.

Refresh Seconds :
=] Dl
[ Drial

Dial

Alfa ) 192.168.0.26

. Alfa ) 192.168.0.26
Bentley ) 192.168.0.27
Audi} 192.168.0.28
BMW ) 192,168.0.2%
Buick } 192.168.0.30
Cadillae ) 192,168,031
Chrysler ) 192.168.0.32
Citroen ) 192,168.0,33
Daihatsu } 192, 166.0.34
Farrari ) 192.168.0,35
Fiat ) 192.168.0.36

Backup Mode:

Load Balance Mode

Page Nn.l

=

Backup Mode - This filed displays the profile name saved in
VPN TRUNK Management (with Index number and VPN Server
IP address). The VPN connection built by Backup Mode
supports VPN backup function.

General Mode: I(Alfa) 192.168.0.26

( VpnBackup )192.168.2.103
pnBa D 2 b ¥

Load Balance Mode:

~| Dial |
~| Dial

Dial

( VpnBackup }|192.168.2.203

Dial - Click this button to execute dial out function.
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Refresh Seconds - Choose the time for refresh the dial
information among 5, 10, and 30.

Refresh - Click this button to refresh the whole connection
status.
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Application Notes

A-1 How to Build a LAN-to-LAN VPN Between Remote Office and Headquarter
via IPsec Tunnel (Main Mode)

S IPSec Tunnel - -
ec Tunne ?P'
—t— Internet . o
- Head Office Branch Office . - i
' WAN:218.242.133.91] WAN : 218.242. 130,19
172.17.1.0424 192,168.1.0/24

Configuration on Vigor Router for Head Office

1. Log into the web user interface of Vigor router.

2.  Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

VPN and Remote Access >> LAM to LAN a
LAN-to-LAN Profiles: | Set to Factory Default |
View: = All Trunk
Index Name Active Status Index Name Active Status

1. o --- 17. o -—

2. o -—- 18. o -—

3. o --- 19. o -—

4. o -—- 20. o -—

5. 77 == 21. 777 -

6. o -— 22, o -

i s - 23. s -—

8. o -—- 24. o -—

9. oy - 25. s -—

3. Click any index number to open the configuration page. Type a hame which is easy for
identification for such profile (in this case, type VPN Server), and check the box of
Enable This Profile. For Vigor router will be set as a server, the call direction shall be
set as Dial-in and set 0 as Idle Timeout.

VPN and Remote Access >> LAN to LAN

Profile Index : 1
1, i

rofile Name |VF'N Sernver | Call Direction O Both © Dial-out {®! Dial-in

Enable this profile ) L Always on

Idle Timeout 0 second(s)
VPN Dial-Out Through| WAN1 First v| [ Enable PING to keep alive
Metbios Naming Packet ®Pass OBlock PING to the IP | |

Multicast via VPN @®pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)

2. Dial-Out Settings
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4.  Now navigate to the next section, Dial-In Settings to check PPTP, IPsec Tunnel and L2TP
boxes. Check the box of Specify Remote... and type the Peer VPN Server IP (e.g.,
218.242.130.19 in this case). Press the IKE Pre-Shared Key button to set the PSK; and

select Medium (AH) or High (ESP) as the security method.

3. Dial-In Settings
Allowed Dial-In Type
(@ pere

IPsec Tunnel

|| M L2TP with IPsec Policy y

Username |'??? |
Password | |
] Compression O on ® off

IKE Authentication Method

s
Specify Remote VPN Gateway
Peer VPN Server IP

(218.242.130.19 J

or Peer ID |

4. Gre over IPsec Settings

p
Pre-Shared Key

[ IKE Pre-Shared Key ||

kIﬂ Digital Signatura(x.509)
MNone
Local ID
@ Alternative Subject Name First
O Subject Name First

Psec Security Method
Medium({AH)
High{ESP) DEs [v] 20ES [¥] AES

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for remote

side.

4. Gre over IPsec Settings

[] Enable IPsec Dial-Out function GRE over IPsec

[ Logical Traffic My GRE IP
5. TCP/IP Metwork Settings

My WAN IP 0000
Remote Gateway IP [0.0.0.0
Remote Network IP |192.1BB.1.0

256.255.265.0

Remote MNetwork Mask

[
Ork 1F | T4 Tho 1.4

Local Metwork Mask |255.255.255.0

ﬁlgﬂ\I:.:lF__. ¥l VEo ¥] JUEOS Y] RED
Peer GRE IP | |
RIP Direction

From first subnet to remote network, you have to

do

[ change default route to this VPN tunnel { Only
single WAN supports this )

[ OK

J |

Clear ] ’ Cancel

6. Click OK to save the settings.

7. Open VPN and Remote Access>>Connection Management to check the dial-in

connection status (from branch office).
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VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 ¥
(V2920 ) 172.16.2.145 v

VPN Connection Status

Current Page: 1 Page No.

X Tx Tx Rate Rx Rx Rate .
VPN Type Remote IP Virtual Network Pkis (Bps) Pks (Bps) UpTime

Cupn éewer] DIEPSE:ES'C_';:”;‘EL 218,242,130,19  192,168.1.0/24 353 2 291 3 D13

wxwxuxnx | Data is encrypted.
HAHRRERNN  Udld 1501 L 2HCTYHILEU,

Configuration on Vigor Router for Branch Office

1. Log into the web user interface of Vigor router.

2. Open VPN and Remote Access>>LAN to LAN to create a LAN-to-LAN profile. The
following settings are for a permanent VPN connection.

YPH and Remote Access »> LAN to LAN d
LAN-to-LAN Profiles: | Setto Factory Default |
View: = all Trunk
Index Hame Active Status Index Hame Active Status

1. 277 17 277

2. 777 18. 777

3. 777 19. 777

4. 77 - 20. 7Y -

4. 777 21. 777

6. 277 22, 777

rA 777 23. 777

8. 277 24, 777

9 77 == 29, K -—

3. Click any index number to open the configuration page. Type a name which is easy for
identification for such profile (in this case, type VPN Client), and check the box of
Enable This Profile. For such Vigor router will be set as a client, the call direction shall
be set as Dial-out. Check the box of Always on for a permanent VPN connection.

VPN and Remote Access == LAN to LAN

Profile Index : 1
1. Common Settings

Profile Name VPN Clignt all Direction O Both ® Dial-out O Dial-in
Enable this profile Always on

Idle Timeout second(s)
VPN Dial-Out Through| VAN First ¥ | O Enable PING to keep alive
Metbios Naming Packet ®Pass O Block PING to the IP

Multicast via VPN @ pass OBlock
(for some IGMP,IP-Camera,DHCP Relay..etc.)
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4. Now navigate to the next section, Dial-Out Settings to select the IPsec Tunnel service
and type the remote server IP/host name (e.g., 218.242.133.91, in this case). Press the
IKE Pre-Shared Key button to set the PSK; and select Medium (AH) or High (ESP) as the
security method.

2. Dial-Out Settings

Type of Server | am calling Username | |

O ppTP
® IPsec Tunnel

Password | |

PPP Authentication

O L2TP with IPsec Policy V3 Compression on - off

r
Server IP/Host Name for VPN, KE Authentication Method
(such as draytek.com or 123.45.67.89)

& Pre-shared Key
213242 133 91 |

C [ IKE Pre-Shared Key ] |.’...or...

(0 Digital Signature(X.509)
Peer ID
Local ID
Alternative Subject Name First
O subject Name First

IPsec Security Method

O Medium(AH)
& High(ESP) | 3DES with Authentication

Advanced

Index(1-15) in Schedule Setup:

| |.'| .'| |

5. Continue to navigate to the TCP/IP Network Settings for setting the LAN IP for the
remote side.

0

4. Gre over IPsec Settings

[ Enable 1Psec Dial-Out function GRE over IPsec

O Logical Traffic My GRE IP Peer GRE IP | |
5. TCP/IP Network Settings

My WAN 1P [0.0.0.0 | |RIP Direction

Remote Gateway IP |[J.[].U.U | Zrom first subnet to remote network, you have to
o

emote Network IP |1?2.1?.1.[] |]

emote Network Mask |255.255.255.U |

Local Network 1P |192.188.1.9 | |:| Change default rouffe to this VPN tunnel { Only
single WAN supports this )

Local Network Mask |255.255.255.0 |

[ oK ] [ Clear ] [ Cancel

6. Click OK to save the settings.
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7. Open VPN and Remote Access>>Connection Management to check the dial-in
connection status (from head office).

VPN and Remote Access == Connection Management

Dial-out Tool Refresh Seconds : |5 %
(V2920)172.16.2.145 v

VPH Connection Status

Current Page: 1 Page MNo.

. Tx Tx Rate Rx Rx Rate .
VPN Type Remote IP Virtual Network Pkis (Bps) Pkis (Bps) UpTime

(vpnjéuu-j DIEZS_‘;;;:“;&L 718.242.133.91 172.17.1.0/24 8 3 132 6 0:6:41 |Drop

w0 Data is encrypted.
weuunsny 1 Data isn't encrypted.
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V-2 SSL VPN

An SSL VPN (Secure Sockets Layer virtual private network) is a form of VPN that can be used
with a standard Web browser.

There are two benefits that SSL VPN provides:

® |t is not necessary for users to preinstall VPN client software for executing SSL VPN
connection.

@ There are less restrictions for the data encrypted through SSL VPN in comparing with
traditional VPN.

551 VPH
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Web User Interface

IV-2-1 General Setup

This page determines the general configuration for SSL VPN Server and SSL Tunnel.

Weh Access Control >> General Setup

SSL VPH General Setup

Bind to WAN WAL W owaNe W wWaANS ¥ wang
Port 443 (Default: 443)
Server Certificate self-signed ¥

MNote: The settings will act on all S5L applications.

Please go to System Maintenance »> Management to enable SSLv3.0 .

8124 Cancel

Available settings are explained as follows:

Item Description
Bind to WAN Choose and check WAN interface(s) for SSL VPN tunnel.
Port Such port is set for SSL VPN server. It will not affect the HTTPS

Port configuration set in System Maintenance>>Management.
In general, the default setting is 443.

Server Certificate When the client does not set any certificate, default
certificate will be used for HTTPS and SSL VPN server. Choose
any one of the user-defined certificates from the drop down
list if users set several certificates previously. Otherwise,
choose Self-signed to use the router’s built-in default
certificate. The default certificate can be used in SSL VPN
server and HTTPS Web Proxy.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-2 SSL Web Proxy

SSL Web Proxy will allow the remote users to access the internal web sites over SSL.

Web Access Control == 551 Weh Proxy

SSL Weh Proxy Servers Profiles: | Setto Factory Default |
Index Name URL Active
1. W
2. W
3. k4
4. ®
5. W
6. kS
i #

8. kS
9. W
10. kS

Each item is explained as follows:

Item Description

Name Display the name of the profile that you create.

URL Display the URL.

Active Display current status (active or inactive) of such profile.

Click number link under Index filed to set detailed configuration.

Weh Access Control => SSL Weh Proxy

Profile Index : 1
Mame
URL
Host IP Address
Arccess Method Dizahle v
| Disable '
Hate: Secured Port Redirection
1. URL format must be entered as http: ke Domain_name/directory where

Domain_name is a FQDM,

2, S5L proxy cannot be compatible with all websites, many websites developed with new web
coding technology may not work with proxy mode, We suggest using SSL Tunnel when S50 prowy is
not working.

Ok Clear Cancel

Available settings are explained as follows:

Item Description

Name Type name of the profile. The length of the name is limited to
15 characters.

URL Type the address (function variation or IP address) or path of
the proxy server.

Host IP Address If you type function variation as URL, you have to type
corresponding IP address in this filed. Such field must match
with URL setting.
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Access Method There are three modes for you to choose.

Disable - The profile will be inactive. If you choose Disable, all
the web proxy profile appeared under VPN remote dial-in web
page will disappear.

Secured Port Redirection - Such technique applies private
port mapping to random WAN port. There are two restrictions
for proxy web server for such selection: 1) it is only used for
WAN to LAN access, the web server must be configured behind
vigor router; 2) web server gateway must be indicated to vigor
router. In addition, users must execute “Connect” manually in
SSL Client Portal page.

SSL - If you choose such selection, web proxy over SSL will be
applied for VPN.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-3 SSL Application

It provides a secure and flexible solution for network resources, including VNC (Virtual
Network Computer) /RDP (Remote Desktop Protocol), to any remote user with access to
Internet and a web browser.

Webh Access Control == SSL Application

SSL Applications Profiles: | Setto Factory Default |
Index Name Host Address Service Active
1. b
2. b3
3. b3
4. "
5. b
6. b
i. b3
8. b3
9, b3
10. b

Each item is explained as follows:

Item Description

Name Display the application name of the profile that you create.

Host Address Display the IP address for VNC/RDP or SMB path.

Service Display the type of the service selected, e.g., VNC/RDP/SMB.

Active Dis;])c!ie\y current status (active or inactive) of the selected
profile.

To create a new SSL application profile:
1. Click number link under Index filed to set detailed configuration.
2. The following page will appear.

Web Access Control => SSL Application

Profile Index : 1

Enable Application Service
Lpplication Mame

Lpplication Wirtual Metwark Computing (WNCY ¥ |
IP Address ---Please Select---
Part Wirtual Metwork Computing Q@M C)
) Remaote Deskiop Protacal (RDOPY
Idle Timeout ] SECOTTULS ]
Scaling 100% ¥
Ok Clear Cancel

Available settings are explained as follows:

ltem Description

Enable Application Check the box to enable such profile.
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Server

Application Name Type a name for such application. The length of the name
is limited to 23 characters.

Application There are two types offered for you to create an
application profile.

Virtual Network Computing (VNC) - It allows you to access
and control a remote PC through VNC protocol.

Remote Desktop Protocol (RDP) - It allows you to access
and control a remote PC through RDP protocol.

IP Address If you choose VNC or RDP, you have to type the IP address
for this protocol.

Port If you choose VNC or RDP, you have to specify the port used
for this protocol. The default setting is 5900.

Idle Timeout If you choose VNC, you have to specify the time for
disconnecting the SSL VPN tunnel.

Scaling If you choose VNC, you have to choose the percentage
(100%, 80%, 60%) for such application.

Screen Size If you choose RDP, you have to choose the screen size for
such application.

3. Enter the required information.

4. After finished the above settings, click OK to save the configuration.

Weh Access Control => SSL Application

SSL Applications Profiles: | Set to Factory Default |
Index MName Host Address Service Active
1 WHMC_1 192.168.1.51:5900 WHC v
2. H
3. H
4, "
5. %
6. W
7. "
8. "
9. H
10. o
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IV-2-4 User Account

With SSL VPN, Vigor2832 Series let teleworkers have convenient and simple remote access to
central site VPN. The teleworkers do not need to install any VPN software manually. From
regular web browser, you can establish VPN connection back to your main office even in a
guest network or web cafe. The SSL technology is the same as the encryption that you use for
secure web sites such as your online bank. The SSL VPN can be operated in either full tunnel
mode or proxy mode. Now, Vigor2832 Series allows up to 16 simultaneous incoming users.

For SSL VPN, identity authentication and power management are implemented through
deploying user accounts. Therefore, the user account for SSL VPN must be set together with
remote dial-in user web page. Such menu item will guide to access into VPN and Remote
Access>>Remote Dial-in user.

Web Access Control == Remote Dial-in User

Remote Access User Accounts: | Set to Factorny Default |
Index User Active Status Index User Active Status
1. ey 17. 777
2. 777 18. 777
3. 777 19. 777
4. 777 20. 777
5. 777 21. 777
6. 77 22, 777
Z. 777 23. 777
8. 777 24, 777
9. 777 25. 777
10. 77 26. 777
1. 777 27. 777
12 777 28. 777
13. 777 29. 777
14, 777 30. 777
15. ey 31. 777
16. 777 — 32. iy —

ote:

: User Accounts need to be added into User Group to enable S50 Portal Login.

Ok Cancel
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Click each index to edit one remote user profile.

Web Access Control >> Remote Dial-in User

Index Ho. 1

Enahle this account

User account and Authentication

Username T
Password(Max 19 char)

Multicast via WwPM

Subnet
LAM T ¥

0.0.0.0

Idle Timeout second(s) Enable Mohile One-Time PasswordsimOTP)
PIN Code
Allowed Dial-ln Type Sarrat
4 PPTP
4 Psec Tunnel IKE Authentication Method
4 L2TP with IPsec Palicy | Mone A Pre-Shared Key
4 S5L Tunnel IKEDIT-'n.et—Sthalred Iiey %.509)
- igital Signature(x.
Specify Remote Node Nnneg' K
Remote Client IP
IPsec Security Method
or Peer ID Medium{AH)
Methios Maming Packet @ pass Block High{ESP) DES + 3DES « AES

Pass ® Block
(for some IGMP,IP-Camera,DHCP Relay..eto.)

Assign Static IP &ddress

Lacal ID {optional)

[0]34 Clear Cancel

Available settings are explained as follows:

Item

Description

User account and
Authentication

Enable this account - Check the box to enable this function.

Idle Timeout- If the dial-in user is idle over the limitation of
the timer, the router will drop this connection. By default, the
Idle Timeout is set to 300 seconds.

User Name - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 23 characters.

Password - This field is applicable when you select PPTP or
L2TP with or without IPsec policy above. The length of the
name/password is limited to 19 characters.

Enable Mobile One-Time Passwords (mOTP) - Check this box
to make the authentication with mOTP function.

®  PIN Code - Type the code for authentication (e.g, 1234).

®  Secret - Use the 32 digit-secret number generated by
mOTP in the mobile phone (e.qg.,
€759bb6f0e94c7ab4feb).

Allowed Dial-In Type

PPTP - Allow the remote dial-in user to make a PPTP VPN
connection through the Internet. You should set the User
Name and Password of remote dial-in user below.

IPSec Tunnel - Allow the remote dial-in user to make an IPSec
VPN connection through Internet.

L2TP with IPSec Policy - Allow the remote dial-in user to
make a L2TP VPN connection through the Internet. You can
select to use L2TP alone or with IPSec. Select from below:

® None - Do not apply the IPSec policy. Accordingly, the
VPN connection employed the L2TP without IPSec policy

Vigor2832 Series User’s Guide

269



Item Description
can be viewed as one pure L2TP connection.

® Nice to Have - Apply the IPSec policy first, if it is
applicable during negotiation. Otherwise, the dial-in VPN
connection becomes one pure L2TP connection.

®  Must -Specify the IPSec policy to be definitely applied on
the L2TP connection.

SSL Tunnel - It allows the remote dial-in user to make an SSL
VPN Tunnel connection through Internet, suitable for the
application through network accessing (e.g.,
PPTP/L2TP/IPSec).

If you check this box, the function of SSL Tunnel for this
account will be activated immediately.

Specify Remote Node - Check the checkbox to specify the IP

address of the remote dial-in user, ISDN number or peer ID

(used in IKE aggressive mode). If you uncheck the checkbox,

the connection type you select above will apply the

authentication methods and security methods in the general

settings.

Netbios Naming Packet

® Pass - Click it to have an inquiry for data transmission
between the hosts located on both sides of VPN Tunnel
while connecting.

®  Block - When there is conflict occurred between the
hosts on both sides of VPN Tunnel in connecting, such
function can block data transmission of Netbios Naming
Packet inside the tunnel.

Multicast via VPN - Some programs might send multicast

packets via VPN connection.

®  Pass - Click this button to let multicast packets pass
through the router.

®  Block - This is default setting. Click this button to let
multicast packets be blocked by the router.

Subnet Chose one of the subnet selections for such VPN profile.

Assign Static IP Address - Please type a static IP address for
the subnet you specified.

IKE Authentication This group of fields is applicable for IPSec Tunnels and L2TP
Method with IPSec Policy when you specify the IP address of the
remote node. The only exception is Digital Signature (X.509)
can be set when you select IPSec tunnel either with or without
specify the IP address of the remote node.

Pre-Shared Key - Check the box of Pre-Shared Key to invoke
this function and type in the required characters (1-63) as the
pre-shared key.

Digital Signature (X.509) - Check the box of Digital Signature
to invoke this function and Select one predefined Profiles set
in the VPN and Remote Access >>IPSec Peer Identity.

IPSec Security Method This group of fields is a must for IPSec Tunnels and L2TP with
IPSec Policy when you specify the remote node. Check the
Medium, DES, 3DES or AES box as the security method.
Medium-Authentication Header (AH) means data will be
authenticated, but not be encrypted. By default, this option is
invoked. You can uncheck it to disable it.

High-Encapsulating Security Payload (ESP) means payload
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Item Description

(data) will be encrypted and authenticated. You may select
encryption algorithm from Data Encryption Standard (DES),
Triple DES (3DES), and AES.

Local ID - Specify a local ID to be used for Dial-in setting in the

LAN-to-LAN Profile setup. This item is optional and can be
used only in IKE aggressive mode.

After finishing all the settings here, please click OK to save the configuration.
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IV-2-5 User Group

There are 10 user group profiles which can be created for authentication by LDAP server. Such
profiles will be used by applications such as User Management, VPN and etc.

Web Access Control => User Group

SSL User Group Profiles: | Setto Factory Default |

Index Name Status
o

s
(N
oM X M X X M X X

Each item is explained as follows:

Item Description

Set to Factory Default Click to clear all indexes.

Index Display the number of the client which connecting to FTP
server.

Name Display the name of the group profile.

Click any index number link to open the following page for detailed configuration.

Weh Access Control == User Group

Index No. 1
Enable

Group Hame

Access Authority

SSL Web Proxy SSL Application
WM 1

Authentication Methods

Local User DataBase
Available User Accounts Selected User Accounts

Fx

<4

RADILS

TACACS+

LDAP f Active Direcktory
rdl
shrd

6] | | Clear | | Cancel
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Available settings are explained as follows:

Item Description
Enable Check this box to enable such profile.
Group Name Type a name for such profile. The length of the name is

limited to 23 characters.

Access Authority

Specify the authority for such profile.
At present, Vigor router allows you to create SSL Web Proxy
and SSL Application profiles used for SSL VPN. The available
profiles will be displayed here for you to select.

Access Authority

SSL Web Proxy SSL Application
WHMC_1

Authentication Methods

It can determine the authentication method used for such
profile.

Local User DataBase - The system will do the authentication
by using the user defined account profiles (in VPN and Remote
Access>>Remote Dial-In User). The enabled profiles will be
listed in the Available User Account on the left box. To add a
profile into a group, simply choose the one from the left box
and click the >> button. It will be displayed in the Selected
User Account on the right box. For detailed information about
configuring the profile setting, refer to Objects Setting>>IP
Group.

RADIUS - The RADIUS server will do the authentication by using
the username and password

TACACS+ - The TACACS+ will do the authentication by using
the username and password.

LDAP / Active Directory - If it is checked, the LDAP / AD
server will do the authentication by using the username,
password, information stated on the selected profiles.

If the above three options are enabled, the system will do the
authentication based on them in sequence.

After finishing all the settings here, please click OK to save the configuration.

Vigor2832 Series User’s Guide

273



IV-2-6 Online User Status

If you have finished the configuration of SSL Web Proxy (server), users can find out
corresponding settings when they access into DrayTek SSL VPN portal interface.

DrayTek

Prowide SSLWFN

Home S5L Web Proxy SSLTunnel [ logout ]
INFO :
Main Page:
& .
& ET;I,(; i? 1.42) You have successfully logged in!
Welclumé 1':0 DrayTek You are given the following privileges:
SSL VPRI -

SSL Web Proxy
= SSL Tunnel

Timeout after 5 minutes.

[Reset)

Copyright @ 2006, DrayTek Corp. &ll Rights Reserved,

Next, users can open SSL VPN>> Online Status to view logging status of SSL VPN.

Weh Access Control == Online User Status

Refresh Seconds @ |10 ¥ | Refresh

Active User - Host IP Time out{seconds) Action

Kate 192.166.30.14 209

Available settings are explained as follows:

Item Description

Active User Display current user who visits SSL VPN server.

Host IP Display the IP address for the host.

Time out Display the time remaining for logging out.

Action You can click Drop to drop certain login user from the router's
SSL Portal Ul.
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IV-3 Certificate Management

A digital certificate works as an electronic ID, which is issued by a certification authority (CA).
It contains information such as your name, a serial number, expiration dates etc., and the
digital signature of the certificate-issuing authority so that a recipient can verify that the
certificate is real. Here Vigor router support digital certificates conforming to standard
X.509.

Any entity wants to utilize digital certificates should first request a certificate issued by a CA
server. It should also retrieve certificates of other trusted CA servers so it can authenticate
the peer with certificates issued by those trusted CA servers.

Here you can manage generate and manage the local digital certificates, and set trusted CA
certificates. Remember to adjust the time of Vigor router before using the certificate so that
you can get the correct valid period of certificate.

Below shows the menu items for Certificate Management.

Certificate Management
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Web User Interface

276

IV-3-1 Local Certificate

Certificate Management »> Local Certificate

¥509 Local Certificate Configuration

Hame

Subject Status Modify

— -— Viewy | | Delete
I —- Yiew | | Delete
— -— YWiew | | Delete

Hote:

1. Please setup the "System Maintenance »> Time and Date" correctly before signing the local

certificate.

2, The Time Zone MUST be setup correctly!!

GEMERATE IMPORT REFRESH

Available settings are explained as follows:

Item Description

Generate Click this button to open Generate Certificate Request
window.
Type in all the information that the window requests. Then
click Generate again.

Import Click this button to import a saved file as the certification
information.

Refresh Click this button to refresh the information listed below.

View Click this button to view the detailed settings for certificate
request.

Delete Click this button to delete selected name with certification
information.

GENERATE

Click this button to open Generate Certificate Signing Request window. Type in all the
information that the window request such as certifcate name (used for identifying different
certificate), subject alternative name type and relational settings for subject name. Then

click GENERATE again.
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Certificate Management >> Local Certificate

Generate Certificate Signing Request
Certificate Name

Subject Alternative Mame
Type IP Address A
IF

Subject Name
Country ()
State (5T)
Location (L)
Organization ()
Qrganization Unit (0L
Common Mame (CH)

Email (E}
Key Type REA ¥
Key Size 1024 Bit ¥
Generate
Info Please be noted that “Common Name” must be configured with rotuer’s

WAN IP or domain name.

After clicking GENERATE, the generated information will be displayed on the window below:
Certificate Management == Local Certificate

¥509 Local Certificate Configuration

Hame Subject Status Modify

SErVEr SC=TW/ST=Hsinchu/L=Hsinchu/0... Requesting View | | Delete
-— -— -— Viewy | | Delete

— - - Wiewy Delete

Hote:

1. Please setup the "System Maintenance == Time and Date" correctly before signing the local
certificate.

2, The Time Zone MUST be setup correctiy!!

GEMERATE IMPORT REFRESH

IMPORT

Vigor router allows you to generate a certificate request and submit it the CA server, then
import it as “Local Certificate”. If you have already gotten a certificate from a third party,
you may import it directly. The supported types are PKCS12 Certificate and Certificate with a
private key.

Click this button to import a saved file as the certification information. There are three types
of local certificate supported by Vigor router.
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Certificate Management => Local Certificate

Import X509 Local Certificate

Upload Local Certificate

Import

Upload PKCS12 Certificate

Impart

Upload Certificate and Private Key

Import

Select a local certificate file.
Certificate file: | ESgE
Click Import to upload the local certificate.

Select a PECS1Z2 file.
PKCE12 file: | BEHEE
Password:
Click Import to upload the PKCS512 file.

Select a certificate file and a matchable Private Key.
Certificate file: | EiEEE
Key file: | EEE3E
Password:
Click Import to upload the local certificate and private key.

Cancel

Cancel

Cancel

Available settings are explained as follows:

Item

Description

Upload Local Certificate

It allows users to import the certificate which is generated by
Vigor router and signed by CA server.

If you have done well in certificate generation, the Status of
the certificate will be shown as “OK”.

Import X509 Local Certificate

Congratulation!
Local Certificate has been imported successfully.

Back

Please click I | to view the certificate.

X509 Local Certificate Configuration

Name Subject Status Modify

draytekdemo /0O=Draytek/OU=Draytek Sales/... oK

--- | View

Delete

[ GENERATE | [ MPORT | [ REFRESH |

Upload PKCS12
Certificate

It allows users to import the certificate whose extensions are
usually .pfx or .p12. And these certificates usually
need passwords.

Note: PKCS12 is a standard for storing private keys and
certificates securely. It is used in (among other things)
Netscape and Microsoft Internet Explorer with their import
and export options.

Upload Certificate and
Private Key

It is useful when users have separated certificates and private
keys. And the password is needed if the private key is
encrypted.
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REFRESH
Click this button to refresh the information listed below.

View
Click this button to view the detailed settings for certificate request.

3 http:f/192 168.1 1 - Certificate Signing Request Information - Microsoft Internet Explorer

Certificate Information

Certificate Name ! SErver
Issuer @

C=TW, ST=Hsinchu, L=Hsinchu, O=Draytek, OQU=MKT, CN=DT,

Subject : emaildddress=support@draytek.com

Subject Alternative Name :
Yalid Frorm

Valid To

PEM Format Content @ |_____ BEGIN CERTIFICATE REQUEST---—- A

MITEBwzCCASwCAQLwg Y IC=AJByNVEAYTALRIMRAWDYDVOOIEwdIc: lIuY2h1MRAW
Dg¥DVOOHEwdIcZ IuVeh1MRAWDgYDVOOKEwdEcmF SAGYE MOwwC g Y DVOOLEWNNS 1 0
CEAJEgNVEANTARRUME InIAYIJE0Z ThweNAQKEF hNzdXEBwh3 JOQGRyTE10ZMsuy¥29t
MIGEMAOGCSqGA IThIDOEBAQUAA4GNADCE iQKEgOChOaydDLYETjwGoucSHYPuglIa
Ra/uasCid jhmI+VoknwkSFRYKUZ 8P TultavvPEHE 1M2 cHDLEUJThQnXNAGkh TuVsn3u
K+2rW0Np2 IFpbnd? Yoo IBEUx2 6101l IE?wT/ Tuiv ¥ IgR/ CHhdpsgN0r GiKZNIsGVr
UES THgYERT GaQuefQIDAQAECALYD QY JKo 2 ThveHAQEFEQADgYEAE L iNMnc sHEd.
EO7+RtPIaRyo2 VEoS Y TYOx I xulrbVal hv Tx 9N gHC yAL/ DLUVS IQTIPs5Tz94Dden
yC1lrbh+Z06IsxcTzE7OGIMEy YOl ubchHRYRARI2RTNQYOICRscVINEXx L) pnXWNE
IaMe0IwsZ/1Z/4BhlnYXeF08uZl1I=sXY=

Close

Info You have to copy the certificate request information from above window.
Next, access your CA server and enter the page of certificate request, copy
the information into it and submit a request. A new certificate will be
issued to you by the CA server. You can save it.

Delete
Click this button to remove the selected certificate.
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IV-3-2 Trusted CA Certificate

Trusted CA certificate lists three sets of trusted CA certificate. In addition, you can build a
RootCA certificate if required.

When the local client and remote client are required to make certificate authentication (e.g.,
IPsec X.509) for data passing through SSL tunnel and avoiding the attack of MITM, a trusted

root certificate authority (Root CA) will be used to authenticate the digital certificates
offered by both ends.

However, the procedure of applying digital certificate from a trusted root certificate
authority is complicated and time-consuming. Therefore, Vigor router offers a mechanism
which allows you to generate root CA to save time and provide convenience for general user.
Later, such root CA generated by DrayTek server can perform the issuing of local certificate.

Info Root CA can be deleted but not edited. If you want to modify the settings
for a Root CA, please delete the one and create another one by clicking
Create Root CA.

Certificate Management >> Trusted CA Certificate

X509 Trusted CA Cenrtificate Configuration

Name Subject Status Modify
Root CA === === Create
Trusted Ca-1 --- --- ey Delete
Trusted CA-2 == == ey Delete
Trusted CA-3 --- --- Wiewy Delete
Note:
1. Please setup the "System Maintenance > Time and Date" correctly before you try to generate a
RootCal!

2. The Time Zone MUST be setup correctly!!

MPORT REFRESH
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Creating a RootCA

Click Create to open the following page. Type in all the information that the window request
such as certifcate name (used for identifying different certificate), subject alternative name
type and relational settings for subject name. Then click GENERATE again.

Certificate Management > Root CA Certificate

Generate Root CA
Certificate Hame Root CA

Subject Alternative Name
Type IF Address r
P

Subject Name
Country (Z)
State (ST
Location (L)
Organization (O}
Organization Unit (0L
Common Mame [CH)

Email (E)
HKey Type FREA ¥
Key Size 1024 Bit *

Generate

Importing a Trusted CA

To import a pre-saved trusted CA certificate, please click IMPORT to open the following
window. Use Browse... to find out the saved text file. Then click Import. The one you
imported will be listed on the Trusted CA Certificate window.

Certificate Management »> Trusted CA Certificate

Import X509 Trusted CA Certificate
Select a trusted Ca& certificate file.
EEEE
Click Import to upload the certification.
Import Cancel

For viewing each trusted CA certificate, click View to open the certificate detail information
window. If you want to delete a CA certificate, choose the one and click Delete to remove all
the certificate information.
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& % Certificate Information - Windows Internet Explorer

g hip /19216811 =

Certificate Detail Information

Certificate Name: Trusted CA-1

Issuer:

Subject:

Subject Alternative Name:

Valid From:
Valid To: B

[MGET

| €

IV-3-3 Certificate Backup

Local certificate and Trusted CA certificate for this router can be saved within one file.
Please click Backup on the following screen to save them. If you want to set encryption
password for these certificates, please type characters in both fields of Encrypt password
and Confirm password.

Also, you can use Restore to retrieve these two settings to the router whenever you want.

Certificate Management == Certificate Backup

Certificate Backup ! Restoration

Backup

Encrypt password:

Confirm password:

Click | Backup | to download certificates ta your local PC as a file.
Restoration

Select a backup file to restare.

BiEEE

Decrypt password:
Click | Restare | to upload the file.
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Part V Security

While the broadband users demand more bandwidth
for multimedia, interactive applications, or distance
learning, security has been always the most
concerned. The firewall of the Vigor router helps to
protect your local network against attack from

Firewall unauthorized outsiders. It also restricts users in the
local network from accessing the Internet.

CSM is an abbreviation of Central Security Management

§|; which is used to control IM/P2P usage, filter the web
@ content and URL content to reach a goal of security
management.

CSM
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V-1 Firewall

284

While the broadband users demand more bandwidth for multimedia, interactive applications,
or distance learning, security has been always the most concerned. The firewall of the Vigor
router helps to protect your local network against attack from unauthorized outsiders. It also
restricts users in the local network from accessing the Internet. Furthermore, it can filter out
specific packets that trigger the router to build an unwanted outgoing connection.

Firewall Facilities

The users on the LAN are provided with secured protection by the following firewall facilities:
®  User-configurable IP filter (Call Filter/ Data Filter).
®  Stateful Packet Inspection (SPI): tracks packets and denies unsolicited incoming data

® Selectable Denial of Service (DoS) /Distributed DoS (DDoS) attacks protection

IP Filters

Depending on whether there is an existing Internet connection, or in other words “the WAN
link status is up or down”, the IP filter architecture categorizes traffic into two: Call Filter
and Data Filter.

®  (Call Filter - When there is no existing Internet connection, Call Filter is applied to all
traffic, all of which should be outgoing. It will check packets according to the filter rules.
If legal, the packet will pass. Then the router shall “initiate a call” to build the Internet
connection and send the packet to Internet.

® Data Filter - When there is an existing Internet connection, Data Filter is applied to
incoming and outgoing traffic. It will check packets according to the filter rules. If legal,
the packet will pass the router.

The following illustrations are flow charts explaining how router will treat incoming traffic
and outgoing traffic respectively.
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Stateful Packet Inspection (SPI)

Stateful inspection is a firewall architecture that works at the network layer. Unlike legacy
static packet filtering, which examines a packet based on the information in its header,
stateful inspection builds up a state machine to track each connection traversing all
interfaces of the firewall and makes sure they are valid. The stateful firewall of Vigor router
not only examines the header information also monitors the state of the connection.

Denial of Service (DoS) Defense

The DoS Defense functionality helps you to detect and mitigate the DoS attack. The attacks
are usually categorized into two types, the flooding-type attacks and the vulnerability attacks.
The flooding-type attacks will attempt to exhaust all your system's resource while the
vulnerability attacks will try to paralyze the system by offending the vulnerabilities of the
protocol or operation system.

The DoS Defense function enables the Vigor router to inspect every incoming packet based on
the attack signature database. Any malicious packet that might duplicate itself to paralyze
the host in the secure LAN will be strictly blocked and a Syslog message will be sent as warning,
if you set up Syslog server.

Also the Vigor router monitors the traffic. Any abnormal traffic flow violating the pre-defined
parameter, such as the number of thresholds, is identified as an attack and the Vigor router
will activate its defense mechanism to mitigate in a real-time manner.

The below shows the attack types that DoS/DDoS defense function can detect:

1. SYN flood attack 9. SYN fragment

2. UDP flood attack 10. Fraggle attack

3. ICMP flood attack 11. TCP flag scan

4. Port Scan attack 12. Tear drop attack

5. IP options 13. Ping of Death attack
6. Land attack 14. ICMP fragment

7. Smurf attack 15. Unassigned Numbers
8. Trace route
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Web User Interface

Below shows the menu items for Firewall.

V-1-1 General Setup

General Setup allows you to adjust settings of IP Filter and common options. Here you can
enable or disable the Call Filter or Data Filter. Under some circumstance, your filter set can
be linked to work in a serial manner. So here you assign the Start Filter Set only. Also you can
configure the Log Flag settings, Apply IP filter to VPN incoming packets, and Accept
incoming fragmented UDP packets.

Click Firewall and click General Setup to open the general setup page.

General Setup Page

Such page allows you to enable / disable Call Filter and Data Filter, determine general rule
for filtering the incoming and outgoing data.

Firewall >> General Setup

General Setup

General Setup Default Rule
Call Fitter = Enable Start Filter Set | Seg1 v
Disahle
Data Filter = Enahble Start Filter Set | Sef2 v
Disahle

+ Accept large incoming fragrmented UDP or ICMP packets (used in some games
and streaming)
# Enahle Strict Security Firewall
Block routing packet from Wan
IPw4 ¢ [Pwb

Note: The packets will be filtered by the following firewall functions sequentially:
1. Data Filter Sets and Rules
2. Block routing packets from Wak
3. Default Rule

0K | | Cancel

Available settings are explained as follows:

Item

Description

Call Filter Check Enable to activate the Call Filter function. Assign a

start filter set for the Call Filter.
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Data Filter

Check Enable to activate the Data Filter function. Assign a
start filter set for the Data Filter.

Accept large incoming...

Some on-line games (for example: Half Life) will use lots of
fragmented UDP packets to transfer game data. Instinctively
as a secure firewall, Vigor router will reject these
fragmented packets to prevent attack unless you enable
“Accept large incoming fragmented UDP or ICMP Packets™.
By checking this box, you can play these kinds of on-line
games. If security concern is in higher priority, you cannot
enable “Accept large incoming fragmented UDP or ICMP
Packets”.

Enable Strict Security
Firewall

For the sake of security, the router will execute strict
security checking for data transmission.

Such feature is enabled in default. All the packets, while
transmitting through Vigor router, will be filtered by
firewall. If the firewall system (e.g., content filter server)
does not make any response (pass or block) for these
packets, then the router’s firewall will block the packets
directly.

Block routing packet from
WAN

Usually, IPv6 network sessions/traffic from WAN to LAN will
be accepted by IPv6 firewall in default.

IPv6 - To prevent remote client accessing into the PCs on
LAN, check the box to make the packets (routed from WAN to
LAN) via IPv6 being blocked by such router. It is effective
only for the packets routed but not for packets translated by
NAT.

IPv4 - To prevent remote client accessing into the PCs on
LAN, check the box to make the incoming packets via IPv4
being blocked by such router. It is effective only for the
packets routed but not for packets translated by NAT.
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Default Rule Page

Such page allows you to choose filtering profiles including QoS, Load-Balance policy, WCF,
APP Enforcement, URL Content Filter, for data transmission via Vigor router.

Firewall == General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application ActionProfle Syslog
Filter FPass ¥
Sessions Control 0/ [soooo
Quality of Service Mone ¥
User Management Mone r
APP Enforcement Mone v
URL Content Filter Mone v
Web Content Filter Maone v
DNS Filter Mone v
Advance Setting Edit
(8]34 Cancel

Available settings are explained as follows:

Item Description

Filter Select Pass or Block for the packets that do not match with
the filter rules.

Sessions Control The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

Quality of Service Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

User Management Such item is available only when Rule-Based is selected in
User Management>>General Setup. The general firewall
rule will be applied to the user/user group/all users
specified here.

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear for
you to click to create a new one.

APP Enforcement Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section
of APP Enforcement profile setup. For troubleshooting
needs, you can specify to record information for IM/P2P by
checking the Log box. It will be sent to Syslog server. Please
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refer to section Syslog/Mail Alert for more detailed
information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter web page first. Or choose [Create New]
from the drop down list in this page to create a new profile.
For troubleshooting needs, you can specify to record
information for URL Content Filter by checking the Log box.
It will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.

Web Content Filter

Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter

Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set at
least one profile in CSM>> Web Content Filter web page
first. Or click the DNS Filter link in this page to create a new
profile.

Advance Setting

Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

Firewall >> General Setup

Advance Setting
Codepage AMSI2520)-Latin | A
Window size: 65535
Session timeout: 1440 Minute
o

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtain correct ASCII after decoding data
from URL and enhance the correctness of URL Content Filter.
The default value for this setting is ANSI 1252 Latin I. If you
do not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a
codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
dialog box.
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Window size - It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
small value will be proper.

Session timeout - Setting timeout for sessions can make the
best utilization of network resources.

After finishing all the settings here, please click OK to save the configuration.
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V-1-2 Filter Setup

Click Firewall and click Filter Setup to open the setup page.

Firewall == Filter Setup d
Filter Setup | Set to Factory Default |

Set Comments Set Comments

1. Default Call Filker i

2 Default Data Filter 8.

3. 9.

4 10.

5. 1.

6. 12

To edit or add a filter, click on the set number to edit the individual set. The following page
will be shown. Each filter set contains up to 7 rules. Click on the rule number button to edit
each rule. Check Active to enable the filter rule.

Firewall => Filter Setup >> Edit Filter Set

Filter Set 1
Comments : Default Call Filter

Rule Active Comments Direction Src IP DstIP Service Type Action C5M

LAMNRT PR
1 td Block MetBios -z Any  Any TCR/JDP, Port: from 127~1329 to any  Block Immediately Dowin
WA
LAM/RT PN
= Any  Any Any Pass Immediately WP Down
WA
LAM/RT AP
-z ANy Any Any Pass Immediately UP  Down
WA
LAN/RT AP
-z Any ANy Ay Pass Immediately UP  Down
WA
LAMNRT PR
-z ANy Any Any Pass Immediately UP  Down
WAN
LAM/RT PN
= Any  Any Any Pass Immediately WP Down
WA
LAMN/RT PN
I -» Any ANy Any Pass Immediately P
WA

FitterSet 1 2345678931011 12 Hext Filter Set | Mone ¥

%)

[175)

4=

|n

[=2]

\Wizard Mode: most frequently used settings in three pages
= Advance Mode: all settings in one page

Ok Clear Cancel

Available settings are explained as follows:

Item Description

Rule Click a button numbered (1 ~ 7) to edit the filter rule. Click
the button will open Edit Filter Rule web page. For the
detailed information, refer to the following page.

Active Enable or disable the filter rule.

Comment Enter filter set comments/description. Maximum length is
23-character long.

Direction Display the direction of packet flow

Src IP Dst IP Dr:spla)l/ the source IP address and destination IP address of
the rule.
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Service Type

Display the protocol setting with source port and destination
port value.

Action

Display the action taken when packets match the rule.

CSM

Display the CSM profile name used by such rule.

Move Up/Down

Use Up or Down link to move the order of the filter rules.

Next Filter Set

Set the link to the next filter set to be executed after the
current filter run. Do not make a loop with many filter sets.

Wizard Mode

Allow to configure frequently used settings of filter rule via
three setting pages

Advance Mode

Allow to configure detailed settings of filter rule in one page.

To use Wizard Mode, simple do the following steps:
1. Click the Wizard Mode radio button.

2. Click one of the indexe number linke (e.g., Index 2) to access into the following page.

Firewall == Edit Filter Set »> Edit Filter Rule Wizard

Filter Set 1 Rule 2

Firewall Rule applies to packets that meet the following criteria
Comments:
Direction: LARRTAPM -= WA v
Source IP: Any Address v
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Destination IP: Any Address v
Start IP Address 0.0.0.0
End IP Address 0.0.0.0
Subnet Mask 0.0.0.0
Protocaol: Any v
Source Port = YN ~B5535
Destination Port = ¥ ~E5535
Back M ext Finish Cancel

Available settings are explained as follows:

Item

Description

Comments

Enter filter set comments/description. Maximum length is
14- character long.

Direction

Set the direction of packet flow. It is for Data Filter only.
For the Call Filter, this setting is not available since Call
Filter is only applied to outgoing traffic.

LAM/RTAPN -= WAN i
LANRTAPM - 5

WAN - L&NIHTNF'N
LAMRTAYPM -= LAMRTAPN

Note: RT means routing domain for 2nd subnet or other
LAN.
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Source/Destination IP | Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

(= TP Address Edit - Windows Internet Explorer E”E”z‘
B hip192.168.1.1 =

IP Address Edit
Address Type Any Address v

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or IP Object

or IP Object

or IP Object
IPv6 Group

or IPv6 Object
or IPv6 Object
or IPv6 Object

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog. In addition,
if you want to use the IP range from defined groups or
objects, please choose Group and Objects as the Address
Type.

Group and Objects +

Any Address
single Address
Range Address

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to
choose the object that you want.

3. Click Next to get the following page.

Firewall >> Edit Filter Set >> Edit Filter Rule Wizard

Filter Set 1 Rule 2
Based on the settings in the previous pages, we guess you want to have:
Pass
The current setting is :
Pass Immediately

APP Enforcement: None v
URL Content Filter: Mone v
Web Content Filter: 1-Default v
DMS Filter More v

= Block Immediately

Back | Mext | Finigh | Cancel

4. After configuring the above settings, click Next to get the summary page for reference.
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Firewall => Edit Filter Set »> Edit Filter Rule Wizard

Filter Set 1 Rule 2 Configuration

Summary

Comments :
Direction
LAM/ETAPM -2 WAR
Criteria
Source IP
Destination IP

Protocol

More options

Block Irmmediately

Games

192.168.1.2 ~ 192.168.1.56

Any

TCP, Port: from any to any

Back R [=¥as Finish Cancel

5. If there is no error, click Finish to complete wizard setting.

To use Advance Mode, do the f

ollowing steps:

1. Click the Advance Mode radio button.

2. Click one of the indexe number linke (e.g., Index 2) to access into the following page.

Firewall == Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 2

Check to enable the Fi
Comments:

[ter Rule

Index{1-15) in Schedule Setup: | I
Clear sessions when schedule

Available settings are explained as follows:

o Enable
Direction: LAMIETAPMN -= WiAN v
Source IP: Ay Edit
Destination IP: Ay Edit
Service Type: Ay Edit
Fragments: Don't Care v
Application Action/Profile Syslog
Filter: Pass Immediately v
Branch to Other Filker Set: Mone ¥
Sessions Contral 0 &00ooo
MAC Bind IP Mon-Strict ¥
Quality of Service Mane T
User Management Mane T
APP Enforcement : Mane r
URL Content Fitter : Mane r
Wieh Content Filter: Mane r
DHS Filter Mane v
Advance Setting Edit
il Clear Cancel

Item

Description

Check to enable the
Filter Rule

Check this box to enable the filter rule.
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Comments Enter filter set comments/description. Maximum length is 14-
character long.
Index(1-15) Set PCs on LAN to work at certain time interval only. You

may choose up to 4 schedules out of the 15 schedules
pre-defined in Applications >> Schedule setup. The default
setting of this field is blank and the function will always
work.

Clear sessions when
schedule ON

Check this box to clear the sessions when the above schedule
profiles are applied.

Direction

Set the direction of packet flow. It is for Data Filter only. For
the Call Filter, this setting is not available since Call Filter is
only applied to outgoing traffic.

LANIRTNF'N == WA hd

AN > LANRTAEN
LANMARTAPN > LANRTAEN

Note: RT means routing domain for 2nd subnet or other LAN.

Source/Destination IP

Click Edit to access into the following dialog to choose the
source/destination IP or IP ranges.

S]]

ﬂ IP Address Edit - Windows Internet Explorer
&) hip 1921681 1 =

IP Address Edit

Address Type Any Address >

Start IP Address
End IP Address
Subnet Mask
Invert Selection
IP Group

or IP Object

or IP Object

or IP Object
IPv6 Group

or IPv6 Object
or IPv6 Object
or IPva Object

Close

To set the IP address manually, please choose Any
Address/Single Address/Range Address/Subnet Address as
the Address Type and type them in this dialog. In addition, if
you want to use the IP range from defined groups or objects,
please choose Group and Objects as the Address Type.

Group and Objects +

Any Address

single Address
Range Address
Sul:unet Addreas

From the IP Group drop down list, choose the one that you
want to apply. Or use the IP Object drop down list to choose
the object that you want.

Service Type

Click Edit to access into the following dialog to choose a
suitable service type.
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[ 192.168.1. 1 dociptatedt.hitm &
Service Type Edit
Service Type User defined T
Protocol TCPIUDP v
Source Port = ¥ 137 ~139
Destination Port = v ~B5535
Senvice Group Mone ¥
or Service Object Mone ¥
or Service Object Mong ¥
or Service Object Mang ¥
QK Close

To set the service type manually, please choose User
defined as the Service Type and type them in this dialog. In
addition, if you want to use the service type from defined
groups or objects, please choose Group and Objects as the
Service Type.

Protocol - Specify the protocol(s) which this filter rule will
apply to.
Source/Destination Port -

(=) - when the first and last value are the same, it indicates
one port; when the first and last values are different, it
indicates a range for the port and available for this service
type.

(=) - when the first and last value are the same, it indicates
all the ports except the port defined here; when the first and
last values are different, it indicates that all the ports
except the range defined here are available for this service
type.

(>) - the port number greater than this value is available.

(<) - the port number less than this value is available for this
profile.

Service Group/Object - Use the drop down list to choose the
one that you want.

Fragments

Specify the action for fragmented packets. And it is used for
Data Filter only.

Don’t care -No action will be taken towards fragmented
packets.

Unfragmented -Apply the rule to unfragmented packets.
Fragmented - Apply the rule to fragmented packets.

Too Short - Apply the rule only to packets that are too short
to contain a complete header.

Filter

Specifies the action to be taken when packets match the
rule.

Block Immediately - Packets matching the rule will be
dropped immediately.

Pass Immediately - Packets matching the rule will be passed
immediately.

Block If No Further Match - A packet matching the rule, and
that does not match further rules, will be dropped.

Pass If No Further Match - A packet matching the rule, and
that does not match further rules, will be passed through.

Branch to other Filter

If the packet matches the filter rule, the next filter rule will
branch to the specified filter set. Select next filter rule to
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Set

branch from the drop-down menu. Be aware that the router
will apply the specified filter rule for ever and will not return
to previous filter rule any more.

Sessions Control

The number typed here is the total sessions of the packets
that do not match the filter rule configured in this page. The
default setting is 60000.

MAC Bind IP

Strict - Make the MAC address and IP address settings
configured in IP Object for Source IP and Destination IP are
bound for applying such filter rule.

No-Strict - no limitation.

Quality of Service

Choose one of the QoS rules to be applied as firewall rule.
For detailed information of setting QoS, please refer to the
related section later.

Mone

Mare

User Management

Such item is available only when Rule-Based is selected in
User Management>>General Setup. The general firewall
rule will be applied to the user/user group/all users
specified here.

Mone v

User Object
[Create Mew User]
User Group

[Create New Group]
ALL

Note: When there is no user profile or group profile existed,
Create New User or Create New Group item will appear for
you to click to create a new one.

APP Enforcement

Select an APP Enforcement profile for global IM/P2P
application blocking. If there is no profile for you to select,
please choose [Create New] from the drop down list in this
page to create a new profile. All the hosts in LAN must follow
the standard configured in the APP Enforcement profile
selected here. For detailed information, refer to the section
of APP Enforcement profile setup. For troubleshooting
needs, you can specify to record information for IM/P2P by
checking the Log box. It will be sent to Syslog server. Please
refer to section Syslog/Mail Alert for more detailed
information.

URL Content Filter

Select one of the URL Content Filter profile settings
(created in CSM>> URL Content Filter) for applying with this
router. Please set at least one profile for choosing in CSM>>
URL Content Filter web page first. Or choose [Create New]
from the drop down list in this page to create a new profile.
For troubleshooting needs, you can specify to record
information for URL Content Filter by checking the Log box.
It will be sent to Syslog server. Please refer to section
Syslog/Mail Alert for more detailed information.
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Web Content Filter Select one of the Web Content Filter profile settings
(created in CSM>> Web Content Filter) for applying with
this router. Please set at least one profile for anti-virus in
CSM>> Web Content Filter web page first. Or choose
[Create New] from the drop down list in this page to create
a new profile. For troubleshooting needs, you can specify to
record information for Web Content Filter by checking the
Log box. It will be sent to Syslog server. Please refer to
section Syslog/Mail Alert for more detailed information.

DNS Filter Select one of the DNS Filter profile settings (created in
CSM>>DNS Filter) for applying with this router. Please set at
least one profile in CSM>> Web Content Filter web page
first. Or click the DNS Filter link from the drop down list in
this page to create a new profile.

Advance Setting Click Edit to open the following window. However, it is
strongly recommended to use the default settings here.

192.168.1. 1/ doc/iptedrady htm E

Firewall => Edit Filter Set >> Edit Filter Rule

Filter Set 1 Rule 2

Advance Setting

Codepage ANSICT2582-Latin | A
Window size: 65535

Session timeout: 1440 Minute

DrayTek Banner: T4

Strict Security Checking
’7 APP Enforcement

Ok Close

Codepage - This function is used to compare the characters
among different languages. Choose correct codepage can
help the system obtaining correct ASCII after decoding data
from URL and enhance the correctness of URL Content Filter.
The default value for this setting is ANSI 1252 Latin I. If you
do not choose any codepage, no decoding job of URL will be
processed. Please use the drop-down list to choose a
codepage.

If you do not have any idea of choosing suitable codepage,
please open Syslog. From Codepage Information of Setup
dialog, you will see the recommended codepage listed on the
dialog box.

Window size - It determines the size of TCP protocol
(0~65535). The more the value is, the better the
performance will be. However, if the network is not stable,
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small value will be proper.

Session timeout-Setting timeout for sessions can make the
best utilization of network resources. However, Queue
timeout is configured for TCP protocol only; session timeout
is configured for the data flow which matched with the
firewall rule.

DrayTek Banner - Please uncheck this box and the following
screen will not be shown for the unreachable web page. The
default setting is Enabled.

The requested Web page has been blocked by Web Content Filter.
Please contact your system administrator for further information.

[Powered by Draytek]

Strict Security Checking - All the packets, while
transmitting through Vigor router, will be filtered by firewall
settings configured by Vigor router. When the resource is
inadequate, the packets will be blocked if Strict Security
Checking is enabled. If Strict Security Checking is not
enabled, then the packets will pass through the router.

Example

As stated before, all the traffic will be separated and arbitrated using on of two IP filters: call
filter or data filter. You may preset 12 call filters and data filters in Filter Setup and even link
them in a serial manner. Each filter set is composed by 7 filter rules, which can be further
defined. After that, in General Setup you may specify one set for call filter and one set for
data filter to execute first.
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V-1-3 DoS Defense

As a sub-functionality of IP Filter/Firewall, there are 15 types of detect/ defense function in
the DoS Defense setup. The DoS Defense functionality is disabled for default.

Click Firewall and click DoS Defense to open the setup page.

Firewall => Do% defense Setup

DoS defense Setup
Enable Dos Defense Select Al

Enable 5N flood defense Threshold 2000 packets [ sec
Timeout 10 SEC

Enable UDP flood defense Threshold 2000 packets f sec
Tirmeout 10 sec

Enable ICMP flood defense Threshold 240 packets [ sec
Timeout 10 SEeC

Enable Port Scan detection Threshold 2000 packets f sec

Block IP options
Block Land

Block Smurf

Block trace route
Block SYM fragment
Block Fragale &ttack

Block TCP flag scan

Block Tear Drop

Block Ping of Death

Block ICMP fragment

Block Unassigned Mumbers

(0]24 Clear All Cancel

Available settings are explained as follows:

Item

Description

Enable Dos Defense

Check the box to activate the DoS Defense Functionality.

Select All

Click this button to select all the items listed below.

Enable SYN flood defense

Check the box to activate the SYN flood defense function.
Once detecting the Threshold of the TCP SYN packets from
the Internet has exceeded the defined value, the Vigor
router will start to randomly discard the subsequent TCP
SYN packets for a period defined in Timeout. The goal for
this is prevent the TCP SYN packets’ attempt to exhaust the
limited-resource of Vigor router.

By default, the threshold and timeout values are set to
2000 packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will
be regarded as “attack event” and the session will be
paused for 10 seconds.

Enable UDP flood defense

Check the box to activate the UDP flood defense function.
Once detecting the Threshold of the UDP packets from the
Internet has exceeded the defined value, the Vigor router
will start to randomly discard the subsequent UDP packets
for a period defined in Timeout.

The default setting for threshold and timeout are 2000

packets per second and 10 seconds, respectively. That
means, when 2000 packets per second received, they will
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be regarded as “attack event” and the session will be
paused for 10 seconds.

Enable ICMP flood defense | Check the box to activate the ICMP flood defense function.
Similar to the UDP flood defense function, once if the
Threshold of ICMP packets from Internet has exceeded the
defined value, the router will discard the ICMP echo
requests coming from the Internet.

The default setting for threshold and timeout are 250
packets per second and 10 seconds, respectively. That
means, when 250 packets per second received, they will be
regarded as “attack event” and the session will be paused
for 10 seconds.

Enable PortScan detection | Port Scan attacks the Vigor router by sending lots of packets
to many ports in an attempt to find ignorant services would
respond. Check the box to activate the Port Scan
detection. Whenever detecting this malicious exploration
behavior by monitoring the port-scanning Threshold rate,
the Vigor router will send out a warning.

By default, the Vigor router sets the threshold as 2000

packets per second. That means, when 2000 packets per
second received, they will be regarded as “attack event”.

Block IP options Check the box to activate the Block IP options function.
The Vigor router will ignore any IP packets with IP option
field in the datagram header. The reason for limitation is IP
option appears to be a vulnerability of the security for the
LAN because it will carry significant information, such as
security, TCC (closed user group) parameters, a series of
Internet addresses, routing messages...etc. An
eavesdropper outside might learn the details of your
private networks.

Block Land Check the box to enforce the Vigor router to defense the
Land attacks. The Land attack combines the SYN attack
technology with IP spoofing. A Land attack occurs when an
attacker sends spoofed SYN packets with the identical
source and destination addresses, as well as the port
number to victims.

Block Smurf Check the box to activate the Block Smurf function. The
Vigor router will ignore any broadcasting ICMP echo
request.

Block trace route Check the box to enforce the Vigor router not to forward

any trace route packets.

Block SYN fragment Check the box to activate the Block SYN fragment function.
The Vigor router will drop any packets having SYN flag and
more fragment bit set.

Block Fraggle Attack Check the box to activate the Block fraggle Attack function.
Any broadcast UDP packets received from the Internet is
blocked.

Activating the DoS/DDoS defense functionality might block
some legal packets. For example, when you activate the
fraggle attack defense, all broadcast UDP packets coming
from the Internet are blocked. Therefore, the RIP packets
from the Internet might be dropped.

Block TCP flag scan Check the box to activate the Block TCP flag scan function.
Any TCP packet with anomaly flag setting is dropped. Those
scanning activities include no flag scan, FIN without ACK
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scan, SYN FINscan, Xmas scan and full Xmas scan.

Block Tear Drop

Check the box to activate the Block Tear Drop function.
Many machines may crash when receiving ICMP datagrams
(packets) that exceed the maximum length. To avoid this
type of attack, the Vigor router is designed to be capable of
discarding any fragmented ICMP packets with a length
greater than 1024 octets.

Block Ping of Death

Check the box to activate the Block Ping of Death function.
This attack involves the perpetrator sending overlapping
packets to the target hosts so that those target hosts will
hang once they re-construct the packets. The Vigor routers
will block any packets realizing this attacking activity.

Block ICMP Fragment

Check the box to activate the Block ICMP fragment
function. Any ICMP packets with more fragment bit set are
dropped.

Block Unassigned Numbers

Check the box to activate the Block Unknown Protocol
function. Individual IP packet has a protocol field in the
datagram header to indicate the protocol type running over
the upper layer. However, the protocol types greater than
100 are reserved and undefined at this time. Therefore, the
router should have ability to detect and reject this kind of
packets.

Warning Messages

We provide Syslog function for user to retrieve message
from Vigor router. The user, as a Syslog Server, shall receive
the report sending from Vigor router which is a Syslog
Client.

All the warning messages related to DoS Defense will be
sent to user and user can review it through Syslog daemon.
Look for the keyword DoS in the message, followed by a
name to indicate what kind of attacks is detected.

System Maintenance => SysLog / Mail Alert Setup

SysLog [ Mail Alert Setup
SyslLog Access Setup

Mail Alert Setup

“ Enable Enable Send a test e-mail
Syslog Save to! SMTP Server
# Syslog Server SMTP Port 25
USB Disk
Mail To
Router Name
e e Return-Path
Server IP Address Use 55L
Destination Port 514 Authentication
Mail Syslag Enable Username

Enable syslog message:

< Firewall Log

< VPN Log

¥ User Access Log

< WaN Log

# Router/DSL information
AlertlLog Setup

Enable
AlertLog Port 514
Note: 1. Mail Syslog cannot be activated unless USE Disk is ticked for "Syslog Save to",
2. Mail Syslog feature sends a Syslog file when its size reaches 1M Bytes.,
3. We only support secured SMTP connection on port 485,

Password
Enable E-Mail slert:
DS attack
APPE
VPN LOG
APPE Signature

QK Clear
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Application Notes

A-1 How to Configure Certain Computers Accessing to Internet

We can specify certain computers (e.g., 192.168.1.10 ~ 192.168.1.20) accessing to Internet
through Vigor router. Others (e.g., 192.168.1.31 and 192.168.1.32) outside the range can get
the source from LAN only.

Internet

| %

] :
' l | o 0 000 L l- [ i
P e = | e
1 1

' PC PC ! ' PC PC |}
' 192.168.1.10 192.168.1.20 ; 1192.168.1.31  192.168.1.32 |
) A e ccccccccccccccseos g

The way we can use is to set two rules under Firewall. For Rule 1 of Set 2 under
Firewall>>Filter Setup is used as the default setting, we have to create a new rule starting
from Filter Rule 2 of Set 2.

1. Access into the web user interface of Vigor router.
2. Open Firewall>>Filter Setup. Click the Set 2 link and choose the Filter Rule 2 button.
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Firewall >> Filter Setup

o

Filter Setup | Setto Factory Default |
Set Comments Set Comments
1. Default Call Filter i
Default Data Filter 8.
e 9.
4. 10.
5. .
6. 12.
Firewall = Filter Setup == Edit Filter Set
Filter Set 2
omments : Default Data Filter
Rule Active Comments Direction SrclIP DstIP Service Type
LAN/RT VPN
il v #MetBios -» DMNS -> Any  Any  TCR/UDP, Port: from 137~139 o 53 F
AN
LAN/RTAPH
2 - Any ANy Ay I
Wiy AN
_ LAMN/RTAPH

3.  Check the box of Check to enable the Filter Rule. Type the comments (e.g., block_all).
Choose Block If No Further Match for the Filter setting. Then, click OK.

Firewall == Edit Filter Set > Edit Filter Rule

Fitter Zet.2 Bule

l-’ Check to enable the Filter Ru

Cormments; Hlnck_all

Index(1-15) in Schedule Setup: X X X

glﬁ;ar sessions when schedule Enahle

Direction: LAMBTAE R -= WAR

Source IR, Ay Edit
Destination IF: Ay Edit
Service Type: Ay Edit
Fragrments: Dion't Care r

Application Action/Profile Syslog
Filer: Pass If Mo Further Match ¥

Branch to Other Filter Set: 110111 a—

Sessions Control 0/ goooo

MaC Bind IP Mon-Strict ¥

uality of Service Mone ¥

Info

In default, the router will check the packets starting with Set 2, Filter

Rule 2 to Filter Rule 7. If Block If No Further Match for is selected for
Filter, the firewall of the router would check the packets with the
rules starting from Rule 3 to Rule 7. The packets not matching with
the rules will be processed according to Rule 2.

Next, set another rule. Just open Firewall>>Filter Setup. Click the Set 2 link and
choose the Filter Rule 3 button.
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5.

Check the box of Check to enable the Filter Rule. Type the comments (e.g., open_ip).
Click the Edit button for Source IP.

Firewall == Edit Filter Set >> Edit Filter Rule

Filfz=Satan0te2

h |
l ¢ Check to enable the Filter Rul ‘l
Comments; apen_ip ]
Index(1-15) in Schedule Setup: s n s
Clefar sessions when schedule Enabla
O
Direction: LANRTAP R -= WAN v
Source IP: Ay Edit
Destination IP: Ay it
Service Type: Ay Edit
Fragments: Dont Care v
Application Action/Profile Syslog
Filter: | Block Immediately v |
Branch to Other Filter Set: Mone ¥

A dialog box will be popped up. Choose Range Address as Address Type by using the

drop down list. Type 192.168.1.10 in the field of Start IP, and type 192.168.1.20 in the
field of End IP. Then, click OK to save the settings. The computers within the range can
access into the Internet.

a8 1. 1idocfiptipedt.htm

IP Address Edit

Address Type

Fanoge Address

Start IP Address

L

[ 92168110

End IP Address 182.168.1.20
Subnet Mask ‘=t s
Invert Selection
IP Group Mone ¥
or IP Group MHone ¥
or IP Object Mone ¥
or IP Object Mone ¥
IPvi Group Mone ¥
or IPv Object Mone ¥
or IPvE Ohject Mone ¥
or IPvE Ohject Mone ¥
[ QK | || Cloge |
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7. Now, check the content of Source IP is correct or not. The action for Filter shall be set
with Pass Immediately. Then, click OK to save the settings.

Firewall >> Edit Filter Set >> Edit Filter Rule

Filter Set 2 Rule 3
¢ Check to enable the Filter Rule
Carmments: open_ip
Indexz{1-15) in Schedule Setup: s s s
glﬁ;ar sessions when schedule Enahle
Direction: LAMIRTAPM -= WAk r
Source IP: [1921681.10~192.188.1 20 | | Edit |
Cestination IF: Ay L
Service Type: Any | Edit |
Fragrments: Can't Care T
Application Syslog
Filter: Pass Immediately v
Branch to Cther Filter Set: Mong ¥
Sessions Control 0 flwnonn

8. Both filter rules have been created. Click OK.

Fireweall == Filter Setup == Edit Filter Set

Filter Set 2
Comments : Default Data Filter
Rule Active Comments  Direction Src IP ['i';t Service Typ:
wNetBios -» LAN/RTAPN TCR/UDP, Port: from
1 @ NG — el i to 53
VAN
MNART AP
2 ’ block_all - By Ay Ay
AN
NARTAPN 192.168.1.10
3 = open_ip - . Ay ANy
WAN  102.165.1.20
M/RT AP

Now, all the settings are configured well. Only the computers with the IP addresses within
192.168.1.10 ~ 192.168.1.20 can access to Internet.
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V-2 CSM (Central Security Management)

308

CSM is an abbreviation of Central Security Management which is used to control IM/P2P
usage, filter the web content and URL content to reach a goal of security management.

APP Enforcement Filter

As the popularity of all kinds of instant messenger application arises, communication cannot
become much easier. Nevertheless, while some industry may leverage this as a great tool to
connect with their customers, some industry may take reserved attitude in order to reduce
employee misusage during office hour or prevent unknown security leak. It is similar situation
for corporation towards peer-to-peer applications since file-sharing can be convenient but
insecure at the same time. To address these needs, we provide CSM functionality.

URL Content Filter

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature. If
malicious code hides inside, it may occupy user’s system.

Web Content Filter

We all know that the content on the Internet just like other types of media may be
inappropriate sometimes. As a responsible parent or employer, you should protect those in
your trust against the hazards. With Web filtering service of the Vigor router, you can protect
your business from common primary threats, such as productivity, legal liability, network and
security threats. For parents, you can protect your children from viewing adult websites or
chat rooms.

Once you have activated your Web Filtering service in Vigor router and chosen the categories
of website you wish to restrict, each URL address requested (e.g.www.bbc.co.uk) will be
checked against our server database. This database is updated as frequent as daily by a global
team of Internet researchers. The server will look up the URL and return a category to your
router. Your Vigor router will then decide whether to allow access to this site according to the
categories you have selected. Please note that this action will not introduce any delay in your
Web surfing because each of multiple load balanced database servers can handle millions of
requests for categorization.

Info The priority of URL Content Filter is higher than Web Content Filter.

Vigor2832 Series User’s Guide



Web User Interface

V-2-1 APP Enforcement Profile

You can define policy profiles for IM (Instant Messenger)/P2P (Peer to Peer)/Protocol/Misc
application. This page allows you to set 32 profiles for different requirements. The APP
Enforcement Profile will be applied in Default Rule of Firewall>>General Setup for filtering.

CSM == APP Enforcement Profile

APP Enforcement Profile Table:

| Set to Factory Default |

Profile

U T I O T -
BRERERERB®®NE ==

Hame

Profile Hame
17,

o [ [ [P [ [P [P [ R [ [ |
e el e el Pl o ol Pl (e Pl ol Kl

Available settings are explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Profile Display the number of the profile which allows you to click to
set different policy.
Name Display the name of the APP Enforcement Profile.

Click the number under Index column for settings in detail.

There are four tabs IM, P2P, Protocol and Others displayed on this page. Each tab will bring
out different items with supported versions that you can choose to disallow people using.
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Below shows the items which are categorized under IM.

CSM == APP Enforcement Profile

Profile Index:1  Profile Name:
0] P2p Protocol OTHERS
Select All Clear All |
1M
Enable APP Name Yersion Hote
[ v | ATM 5.9
AIM g Onlv_blcn:k Login. If users have already logged in, &AIM
services can not be blocked.
Al 2008
ares 2.089
BaiduHi 37378
Fetion 2010
GaduGadu Protocol
Google Chat
In ICOA, if Videos are blocked, Woices will be blocked at
ICQ 7 the same time. In ICQ5 ar former versions, Videos and
"/oices can be blocked separately,
Icuz 2.0.6
Jabber
Protocol/Google
Talk

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Select All Click it to choose all of the items in this page.

Clear All Uncheck all the selected boxes.

Enable Check the box to select the APP to be blocked by Vigor
router.

Adv A button under Enable check box allows you to open a pop up

window to specify activity for that APP.

The profiles configured here can be applied in the Firewall>>General Setup and
Firewall>>Filter Setup pages as the standard for the host(s) to follow.
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V-2-2 APPE Signature Upgrade

The APPE Enforcement Profile adopted by Vigor router will be treated as the APPE signature.

DrayTek will periodically upgrade versions for all of the APPs supported by Vigor router.
However, it might be inconvenient for users to upgrade the APP version one by one. This

feature is specially designed to offer a quick method to execute APP version upgrade. Users
can perform the APPE signature upgrade manually or configure the settings on this page to
make Vigor router performing the APPE signature automatically.

CSM == APPE Signature Upgrade

APP Enforcement License
[Status: Mot activated]

Upgrade Setting
APPE Module Yersion: 6.4

Upgrade wia interface: |auto-selected ¥

Mew version from the Internet: -- Download

{\Waiting for WaN connection...)

Setup Download Server auto-selected

Signature authentication / download message
[2000-01-01 00:00:00] Load APPE signature failed.

Find more

Systen will use APPE

default signature.

Upgrade Manually Import
Upgrade Automatically
Scheduled Update
* Every: 1 ¥ thour) 00 v {minutes after the hour)
Daily: 0 v (hour) 00 v {minute’
Weekly: Sunday ¥ [(day) 0 v |(hour) 00 * [(minute)
Ok

Available settings are explained as follows:

Item

Description

Upgrade Setting

APPE Module Version - Display current version status of
APPE signature.

New version from the Internet - Download button is
available only when Vigor router detects new APPE version.
After clicking it, a dialog will appear with information added
to such new version. Click OK to exit the dialog and start the
signature upgrade.

Upgrade via interface - Choose one of the WAN interfaces as
a channel for APPE signature upgrade.

Setup Download Server

Specify the download server by typing the URL of the server
located. Or you can click Find more link to search the one
you want.

Signature authentication/download message - Display the
status of APPE Signature Upgrade.

Upgrade Manually

Import - Click this button to open the following page. Press
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Choose File to locate the signature file which downloaded
from MyVigor portal or FTP server previously. Then, click
Upgrade and wait for the system completing the process.

5 L fivigoe2925 nbddns org 044 2id oclappesizgnpload itm

Select a signature file,
Click Upgrade to upload the file,
Upgrade
Upgrade Automatically Scheduled Update - Check the box to make Vigor router

upgrading the APPE signature based on the schedule
configured here.

After finishing all the settings, please click OK to save the configuration.

V-2-3 URL Content Filter Profile

To provide an appropriate cyberspace to users, Vigor router equips with URL Content Filter
not only to limit illegal traffic from/to the inappropriate web sites but also prohibit other web
feature where malicious code may conceal.

Once a user type in or click on an URL with objectionable keywords, URL keyword blocking
facility will decline the HTTP request to that web page thus can limit user’s access to the
website. You may imagine URL Content Filter as a well-trained convenience-store clerk who
won’t sell adult magazines to teenagers. At office, URL Content Filter can also provide a
job-related only environment hence to increase the employee work efficiency. How can URL
Content Filter work better than traditional firewall in the field of filtering? Because it checks
the URL strings or some of HTTP data hiding in the payload of TCP packets while legacy
firewall inspects packets based on the fields of TCP/IP headers only.

On the other hand, Vigor router can prevent user from accidentally downloading malicious
codes from web pages. It’s very common that malicious codes conceal in the executable
objects, such as ActiveX, Java Applet, compressed files, and other executable files. Once
downloading these types of files from websites, you may risk bringing threat to your system.
For example, an ActiveX control object is usually used for providing interactive web feature. If
malicious code hides inside, it may occupy user’s system.

For example, if you add key words such as “sex”, Vigor router will limit web access to web
sites or web pages such as “www.sex.com”, “www.backdoor.net/images/sex/p_386.html”.
Or you may simply specify the full or partial URL such as “www.sex.com” or “sex.com”.

Also the Vigor router will discard any request that tries to retrieve the malicious code.

Click CSM and click URL Content Filter Profile to open the profile setting page.

312 Vigor2832 Series User’s Guide



CSM >> URL Content Filter Profile 0

URL Content Filter Profile Table: | Setto Factory Default |
Profile Hame Profile Hame
1 5.
2, 6.
3. 7.
4. 8.

Administration Message (Max 255 characters) Default Message

<hody-<center><hr><p>The requested Web page has been bhlocked by URL Content Filter.
<prPlease contact your sy¥stem administrator for further information.</center></body>

Ok

Each item is explained as follows:

Item

Description

Set to Factory Default

Clear all profiles.

Profile Display the number of the profile which allows you to click to
set different policy.
Name Display the name of the URL Content Filter Profile.

Administration Message

You can type the message manually for your necessity.

Default Message - You can type the message manually for your
necessity or click this button to get the default message which
will be displayed on the field of Administration Message.

You can set eight profiles as URL content filter. Simply click the index number under Profile
to open the following web page.

CSM => URL Content Filter Profile

Profile Index: 1

Profile Hame:
Priority:

Either: LURL Access Control First ¥ | Log: kone ¥

1.URL Access Control
Enable URL Access Control

Prevent weh access from IP address

Action: GroupfObject Selections

FPass * Edit
Exception List

2\eh Feature
Enahle Restrict \Web Feature
Action:
Pags ¥ Cookie U Proxy UploadFile Extension Profile: | Mone ¥
(0]34 Clear Cancel

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.
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Priority

It determines the action that this router will apply.

Both: Pass - The router will let all the packages that match
with the conditions specified in URL Access Control and Web
Feature below passing through. When you choose this
setting, both configuration set in this page for URL Access
Control and Web Feature will be inactive.

Both: Block -The router will block all the packages that
match with the conditions specified in URL Access Control
and Web Feature below. When you choose this setting, both
configuration set in this page for URL Access Control and Web
Feature will be inactive.

Either: URL Access Control First - When all the packages
matching with the conditions specified in URL Access Control
and Web Feature below, such function can determine the
priority for the actions executed. For this one, the router
will process the packages with the conditions set below for
URL first, then Web feature second.

Either: Web Feature First -When all the packages matching
with the conditions specified in URL Access Control and Web
Feature below, such function can determine the priority for
the actions executed. For this one, the router will process
the packages with the conditions set below for web feature
first, then URL second.

Both : Pass “

Both P
Baoth : Block

Either : URL Access Contral First
Either : Web Feature First

Log

None - There is no log file will be recorded for this profile.
Pass - Only the log about Pass will be recorded in Syslog.
Block - Only the log about Block will be recorded in Syslog.

All - All the actions (Pass and Block) will be recorded in
Syslog.

URL Access Control

Enable URL Access Control - Check the box to activate URL
Access Control. Note that the priority for URL Access
Control is higher than Restrict Web Feature. If the web
content match the setting set in URL Access Control, the
router will execute the action specified in this field and
ignore the action specified under Restrict Web Feature.

Prevent web access from IP address - Check the box to deny
any web surfing activity using IP address, such as
http://202.6.3.2. The reason for this is to prevent someone
dodges the URL Access Control. You must clear your browser
cache first so that the URL content filtering facility operates
properly on a web page that you visited before.

Action - This setting is available only when Either : URL
Access Control First or Either : Web Feature First is
selected.

® Pass - Allow accessing into the corresponding webpage
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with the keywords listed on the box below.

® Block - Restrict accessing into the corresponding
webpage with the keywords listed on the box below.
If the web pages do not match with the keyword set
here, it will be processed with reverse action.

Exception List - Specify the object profile(s) as the
exception list which will be processed in an opposite manner
to the action selected above.

Group/Object Selections - The Vigor router provides several
frames for users to define keywords and each frame supports
multiple keywords. The keyword could be a noun, a partial
noun, or a complete URL string. Multiple keywords within a
frame are separated by space, comma, or semicolon. In
addition, the maximal length of each frame is 32-character
long. After specifying keywords, the Vigor router will decline
the connection request to the website whose URL string
matched to any user-defined keyword. It should be noticed
that the more simplified the blocking keyword list is, the
more efficiently the Vigor router performs.

ObjectiGroup Edit
Keyword Object Mone ¥
or Keyword Ohject Maone ¥
or Keyword Ohject Maone ¥
or Keyword Ohject Maong ¥
or Keyword Chject Maong ¥
or Keyword Chject Maong ¥
or Keyword Chject Maong ¥
or Keyword Chject Maong ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keyword Group Mone ¥
or Keywaord Group Mone ¥
or Keywaord Group Mone ¥
or Keyword Group Mone ¥

QK Close

Web Feature

Enable Restrict Web Feature - Check this box to make the
keyword being blocked or passed.

Action - This setting is available only when Either: URL
Access Control First or Either: Web Feature First is
selected.

® Pass - Allow accessing into the corresponding webpage
with the keywords listed on the box below.

® Block - Restrict accessing into the corresponding
webpage with the keywords listed on the box below.
If the web pages do not match with the specified
feature set here, it will be processed with reverse
action.

Cookie - Check the box to filter out the cookie transmission
from inside to outside world to protect the local user's
privacy.

Proxy - Check the box to reject any proxy transmission. To
control efficiently the limited-bandwidth usage, it will be of
great value to provide the blocking mechanism that filters
out the multimedia files downloading from web pages.

Vigor2832 Series User’s Guide

315



Upload - Check the box to block the file upload by way of
web page.

File Extension Profile - Choose one of the profiles that you
configured in Object Setting>> File Extension Objects
previously for passing or blocking the file downloading.

File Extension Profile: |Mone hd

Mone

1-image

After finishing all the settings, please click OK to save the configuration.

V-2-4 Web Content Filter Profile

There are three ways to activate WCF on vigor router, using Service Activation Wizard, by
means of CSM>>Web Content Filter Profile or via System Maintenance>>Activation.

Service Activation Wizard allows you to use trial version of WCF directly without accessing
into the server (MyVigor) located on http://myvigor.draytek.com.

However, if you use the Web Content Filter Profile page to activate WCF feature, it is
necessary for you to access into the server (MyVigor) located on http://myvigor.draytek.com.
Therefore, you need to register an account on http://myvigor.draytek.com for using
corresponding service. Please refer to section of creating MyVigor account.

WCF adopts the mechanism developed and offered by certain service provider (e.g., DrayTek).
No matter activating WCF feature or getting a new license for web content filter, you have to
click Activate to satisfy your request. Be aware that service provider matching with Vigor
router currently offers a period of time for trial version for users to experiment. If you want
to purchase a formal edition, simply contact with the channel partner or your dealer.

Click CSM and click Web Content Filter Profile to open the profile setting page. The default
setting for Setup Query Server /Setup Test Server is auto-selected. You can choose another
server for your necessity by clicking Find more to open http://myvigor.draytek.com for
searching another qualified and suitable one.

Info 1 Web Content Filter (WCF) is not a built-in service of Vigor router but a
service powered by Commtouch. If you want to use such service (trial or
formal edition), you have to perform the procedure of activation first. For
the service of formal edition, please contact with your dealer/distributor
for detailed information.

Info 2 Commtouch is merged by Cyren, and GlobalView services will be continued
to deliver powerful cloud-based information security solutions! Refer to:

http://www.prnewswire.com/news-releases/commtouch-is-now-cyren-239
025151.html
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C5M == Webh Content Filter Profile

Web-Filter License
[Status: Mot Activated]

Setup Query Server auto-selected Find mare
Setup Test Senver auto-selected Find more
Weh Content Fitter Profile Tahle: | Setto Factory Default |
Profile Profile Hame
1. Default 5.
2. 6.
3. 8
4. 8.
Administration Message (Max 255 characters) Default Message Cache : | L1+ L2 Cache ¥

<hody><center><hrx<br»<hr><p>The requested Web page <br> from %3IP% <br>to %URL% <br>that
iz categorized with %CL% <hr>has been hlocked by 3RNAME%: Weh Content Filter.<p»Please
contact your system adwministrator for further information.</center></hodys>

Legend:

WSIP% - Source P, HWDIP%
WCL% - Category , RMAMEY:

- Destination IP , "URL % - URL
- Router Hame

Ok

Available settings are explained as follows:

Item

Description

Activate

Click it to access into MyVigor for activating WCF service.

Setup Query Server

It is recommended for you to use the default setting,
auto-selected. You need to specify a server for categorize
searching when you type URL in browser based on the web
content filter profile.

Setup Test Server

It is recommended for you to use the default setting,
auto-selected.

Find more

Click it to open http://myvigor.draytek.com for searching
another qualified and suitable server.

Set to Factory Default

Click this link to retrieve the factory settings.

Default Message

You can type the message manually for your necessity or
click this button to get the default message which will be
displayed on the field of Administration Message.

Cache

None - the router will check the URL that the user wants to
access via WCF precisely, however, the processing rate is
normal. Such item can provide the most accurate URL
matching.

L1 - the router will check the URL that the user wants to
access via WCF. If the URL has been accessed previously, it
will be stored in the router to be accessed quickly if
required. Such item can provide accurate URL matching with
faster rate.

L2 - the router will check the URL that the user wants to
access via WCF. If the data has been accessed previously, the
IP addresses of source and destination IDs will be memorized
for a short time (about 1 second) in the router. When the
user tries to access the same destination ID, the router will
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check it by comparing the record stored. If it matches, the
page will be retrieved quickly. Such item can provide URL
matching with the fastest rate.

L1+L2 Cache - the router will check the URL with fast
processing rate combining the feature of L1 and L2.

Eight profiles are provided here as Web content filters. Simply click the index number under
Profile to open the following web page. The items listed in Categories will be changed
according to the different service providers. If you have and activate another web content
filter license, the items will be changed simultaneously. All of the configuration made for web
content filter will be deleted automatically. Therefore, please backup your data before you
change the web content filter license.

CSM == Web Content Filter Profile

Profile Index: 1

Profile Mame: Default Log: |Block v
Black'White List
Enable
Action: URL keywords:
Block v Edit
Action: | Block v
Groups Categories
Child Protection ¥ slcohal & Tobaceo ¢ Criminal Activity #| Gamhling
Select All ¥ Hate & Intolerance ¥ Illegal Crug ¥ Mudity
Clear All ¥ porn & Sexually ¥ Violence ¥ \Weapons
¥ School Cheating ¥ Sex Education ¥ Tastaless
¥ Child Abuse Images
Leisure
Select Al Entertainment Games Sports
Clear Al Travel Leisure & Recreation Fashion 8 Beauty
Business
Select Al Business Job Search Web-based Mail
Clear All

Available settings are explained as follows:

Item

Description

Profile Name

Type a name for the CSM profile. The maximum length of the
name you can set is 15 characters.

Log

None - There is no log file will be recorded for this profile.
Pass - Only the log about Pass will be recorded in Syslog.
Block - Only the log about Block will be recorded in Syslog.
All - All the actions (Pass and Block) will be recorded in
Syslog.

Block %

Mone
Pass

All

Black/White List

Enable - Activate white/black list function for such profile.
Group/Object Selections - Click Edit to choose the group or
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object profile as the content of white/black list.

Pass - allow accessing into the corresponding webpage with
the characters listed on Group/Object Selections. If the web
pages do not match with the specified feature set here, they
will be processed with the categories listed on the box
below.

Block - restrict accessing into the corresponding webpage
with the characters listed on Group/Object Selections.

If the web pages do not match with the specified feature set
here, they will be processed with the categories listed on the
box below.

Action

Pass - allow accessing into the corresponding webpage with
the categories listed on the box below.

Block - restrict accessing into the corresponding webpage
with the categories listed on the box below.

If the web pages do not match with the specified feature set
here, it will be processed with reverse action.

After finishing all the settings, please click OK to save the configuration.
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V-2-5 DNS Filter Profile

The DNS Filter monitors DNS queries on UDP port 53 and will pass the DNS query information
to the WCF to help with categorizing HTTPS URL's.

DNS can be specified in LAN>>General Setup by using the server (e.g., 168.95.1.1) on router
or external DNS server (e.g., 8.8.8.8). If the router server is used, DNS Filter General Setting
will be applied to DNS query from clients on LAN. However, if the external DNS server is used,
DNS Filter Profile will be applied to DNS query coming from clients on LAN.

Info For DNS filter must use the WCF service profile to filter the packets,
therefore WCF license must be activated first. Otherwise, DNS filter does
not have any effect on packets.

CSM >> DNS Filter

DNS Filter Profile Tahle | Setto Factory Default|
Profile Hame Profile Hame
1. a.
2. 6.
3. i
4. 8.

DHS Filter Local Setting

DHNS Filter Enable
Syslog Mone ¥
WCFE Mone v
UCFk Mone ¥
Administration Message  (Max 255 characters) Default Message

<hodyr<oenter><hbrr<hrr<hbr><p>The requested Webh page <kbr> from 33IP% <br>to URL%:
<hrrxthat is categorized with %CL% <kbrrhas been blocked by SRMNAMES DNS Filter.<p>FPlease
contact your sysStem adwinistrator for further information.</centers></hodys

Legend:
%SIP% - Source P %URL% - URL
WCL% - Category , “WRNAME% - Router Name

(0124 Cancel

Available settings are explained as follows:

Item Description

DNS Filter Profile Table It displays a list of different DNS filter profiles (with
specified WCF and UCF).

Click the profile link to open the following page. Then, type
the name of the profile and specify WCF/UCF based on your
requirement.

DNS Filter Local Setting DNS Filter Local Setting will be applied to DNS query from
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clients on LAN when router’s DNS server is used.
DNS Filter - Check Enable to enable such feature.

Syslog - The filtering result can be recorded according to the
setting selected for Syslog.

@ None - There is no log file will be recorded for this
profile.

@ Pass - Only the log about Pass will be recorded in Syslog.

® Block - Only the log about Block will be recorded in
Syslog.

@ All - All the actions (Pass and Block) will be recorded in
Syslog.

WCEF- Set the filtering conditions.

UCF - Set the filtering conditions.

Administration Message Type the words or sentences which will be displayed when a
web page is blocked by Vigor router.

After finishing all the settings, please click OK to save the configuration.
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Application Notes

A-1 How to Create an Account for MyVigor
The website of MyVigor (a server located on http://myvigor.draytek.com) provides several

useful services (such as Anti-Spam, Web Content Filter, Anti-Intrusion, and etc.) to filtering
the web pages for the sake of protecting your system.

To access into MyVigor for getting more information, please create an account for MyVigor.

Create an Account via Vigor Router

1. Click CSM>> Web Content Filter Profile. The following page will appear.

CSM == Web Content Filter Profile d
Weh-Filter License Activate
[Status: Mot Activated]
Setup Query Server alto-selected Find more
Setup Test Server alto-selected Find more
Web Content Filter Profile Table: | Setto Factory Default |
Profile Hame Profile Hame
1. Default 5.
2. i
3. i
4. 8.
Administration Message (Max 255 characters] | DefaultMessage | Cache : | L1 +L2 Cache ¥

<hody=<center><hr=<hr><hr><p>The requested Weh page <br> from %3IP% <brxto %URL% <hr>that
is categorized with %CL% <br>has been blocked by 3RNAME: Webh Content Filter.<p>Please
contact your system adwministrator for further information.</center</bodys-

Legend:
%WSIP% - Source P, DIP% - Destination IP , LURL % - URL
WCL% - Category , LRNAMEY - Router Hame

Ok

| S S—|

Or

Click System Maintenance>>Activation to open the following page.

System Maintenance => Activation Activate via interface ;| quto-selected ¥
Weh-Filter License Activate
[Status:Mot Activated]

Authentication Message
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2. Click the Activate link. A login page for MyVigor web site will pop up automatically.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

Userhame : I |

Password : | |

Auth Code | [ xxhdd

I you cannot read the word glidk here

Eorgotten password?

Don't have a MyVigor Account ? Create an account now

If you are having difficulty logging in, contact our customer senice.
Customer Senvice : (886)3 597 2727 or

3. Click the link of Create an account now.

4. Check to confirm that you accept the Agreement and click Accept.

Create an account - Please enter personal profile.

ePersonal Information

GPrefe rences
eCompletion
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Mytigar Agreement

1. Agreement

[

Draytek provides MyWigor(myvigor dravtek com) service according to this agreement. When you use
hyigor service, it means that you have read, understand and agree to accept the tems listed in this
agreement. Oraytek can modify or change the content of the tems without any ressons. tis
suggested for you to notice the medications or changes st any time. If you stil use MyWigor service
after knowing the modifications and changes of this service, t means you have read, understand and
agree to accept the modificstions and changes. If you do not agree the cortent of this agreement,
pleaze stop using kyWigor service.

2. Registration
To use this service, you have to agree the following conditions:

(=) Provide your complete and carrect information accarding to the registration steps of this service.

[LIf o Brovide ary incorrect or fake information hers, DravTek has the risht to pause o terminste

have read and understand the abowe Agreement. (Use the seroll barto view the entire agreement)

[(<<Back | [ Accepts> |
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5. Type your personal information in this page and then click Continue.

6. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

How did you find out about this website?
cAgreemem
What kind of antivirus do you use? |Antivir v
I would like to subscribe to the MyVigor e-letter. v
Personal ad
Information 1 would like to receive DrayTek product news.
Ple.ase s.elect tl.le mail server for receiving the
_ verification mail.
GComplelion [ <= Back ] L Cantinue >> ]
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7. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

GAg reement

A confirmation ematl has been sent to mary_tedi@tech.com
Please click on the activation link: in the email
to actrvate your account

Personal
Information

€ Freforences ‘TART
€ completion

8. Check to see the confirmation email with the title of New Account Confirmation
Letter from myvigor.draytek.com.

*FHHEE This 13 an automated message from mywigor. draytels com #¥¥+*

Thank you (Mary) for creating an account.
Flease click on the activation link below to activate vour account

Link : Activate my Account

9. Click the Activate my Account link to enable the account that you created. The following
screen will be shown to verify the register process is finished. Please click Login.

Reg:'ster Search for this Site| |[ GO ]

Register Confirm

Thank for your register in VigorPro Web Site
The Register process is completed
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10. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

UserMame : |M31‘3' |
Password : |uu |
Auth Code ;

T4he1C

I you cannot read the word, glick here

Forgotten passward?

Don't have a MyVigor Account ? Create an account now

If you are having difficulty logging in, contact our customer senvice.
Custorner Senvice : (388) 3 597 2727 or

11. Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.

Create an Account via MyVigor Web Site

1. Access into http://myvigor.draytek.com. Find the line of Not registered yet?. Then,
click the link Click here! to access into next page.

A Home

About Us
Product
My Information

VigorPro

Please use IE 5.0 or above

{ resolution 1024 * 788 } for best
display. @ DrayTek Corp.

326

DrayTek

gor BgustomerSurvey
5 0

yvigor foryou “

MyVigor website replaces the VigorPro site as DrayTek's portal site for l:l
the latest products and services in network security, including Anti- UserName
Virus, Anti-Spam, Web Content Filter... etc. The products and functions Password

that are supported in this site include:

AuthCode

VigorPro Unified Security Firewall series:

Qbk qVd

+ Activation of Commtouch™ Globalview Web Content Filter If you can't resd the AutnCode . glick here
license key

« Activation of DT Anfi-virus license key

« Activation of Kaspersky Anti-Virus license key » Forget password?

« Activation of Commtouch ™ Anti-Spam license key and
membership
Mot registered yet ? Click here !

Vigor routers (for models that support CommtouchTM)

« Activation of Commtouch™™ Globalview Web Content Filter
license Key

The MyVigor website contains a trail version of Commiouch™
GlobalView Web Content Filter, which allows the users to set filters to
block out undesirable web pages in the Internet jungle.

More customer-oriented services are planned for MyVigor site for the
near future.
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2. Check to confirm that you accept the Agreement and click Accept.

Create an account -

epersomﬂ Information Draytek provides My Wigor(mywigor.dravtek.com) service according to this agresment. When you use

ePreferences
GCompletion

Please enter personal profile.

|

1. Agresment

[

Myigor service, it means that you have read, understand and agree to accept the tems listed in this
agresmert. Dravtek can modify or changs the contert of the tems without any reasons. tis
suggested for you to notice the medications or changes st any time. If you still use MyYigor service
after knowing the modifications and chanoes of thiz service, it means you have read, understand and
agree to accept the modifications and changes. If you do not agree the contert of this agreemernt,
pleaze stop using MyWigor service.

2. Registration
Touse this service, you have to sgree the following condtions:

(&) Provide your complete and correct information according to the registration steps of thiz service

[l If o provide sny incorrect o fake information here, DrawTek has the riaht to pause or terminate ¥

hawe read and understand the abowe Agreement. (Use the seroll bar to view the entire agreement)

[ <<Back | [ Accept=> |

3. Type your personal information in this page and then click Continue.

4. Choose proper selection for your computer and click Continue.

Create an account - Please enter personal profile.

GAQ reement

Personal
Information

How did you find out about this website?

What kind of anti-virus do you use? |AntiVir -
I would like to subscribe to the MyVigor e-letter.

| would like to receive DrayTek product news.

Please select the mail server for receiving the

- f B Global Server | W

eCmnpletion
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5. Now you have created an account successfully. Click START.

Create an account - Please enter personal profile.

Completion
cAgreement

A confirmation email has been sent to mary_ted@tech.com
Please click on the activation link in the email

Persenal .
to achvate your account

Information

G rotornces START
€ completion

6. Check to see the confirmation email with the title of New Account Confirmation

Letter from myvigor.draytek.com.

#HEEE This 13 an automated message from mywvigor draytels com #4++*
Thank you (Mary) for creating an account.
FPleasze click on the actrvation link below to activate yvour account

Link : Activate my Account

7. Click the Activate my Account link to enable the account that you created. The following

screen will be shown to verify the register process is finished. Please click Login.
Register Search for this site
Register Confirm

The Confirm message of New Owner(Mary) maybe timeout
Please trv again or contact to draviek com
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8. When you see the following page, please type in the account and password (that you just
created) in the fields of UserName and Password. Then type the code in the box of Auth
Code according to the value displayed on the right side of it.

Please take a moment to register.

Membership Registration entitles you to upgrade firmware
for your purchased product and receive news about
upcoming products and services!

Userhame : [Ma.ry |
Password : |"" |
Auth Code : | TdhelC T4he1C

If you cannot read the word, click here

Forgotten password?

Don't have a MyVigor Account ? Create an account now

It you are having difficulty logging in, contact our customer service.
Customer Service : (386) 3 587 2727 or

Now, click Login. Your account has been activated. You can access into MyVigor server to
activate the service (e.g., WCF) that you want.
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A-2 How to Block Facebook Service Accessed by the Users via Web Content
Filter / URL Content Filter

There are two ways to block the facebook service, Web Content Filter and URL Content Filter.

Web Content Filter,

Benefits: Easily and quickly implement the category/website that you want to block.

Note: License is required.

URL Content Filter,

Benefits: Free, flexible for customize webpage.

Note: Manual setting (e.g., one keyword for one website.)

l. Via Web Content Filter

1. Make sure the Web Content Filter (powered by Commtouch) license is valid.

CSM >> Weh Content Filter Profile ]
Web- Filter License Activate
[Status: Mot Activated]
Setup Query Server auto-selected Find more
Setup Test Server auto-selected Find more
Weh Content Filter Profile Table: | Setto Factory Default |
Profile Name Profile MName
1. Default 5.
2. 6.
3. I
4. 8.
Administration Message (Max 255 characters) Default Message Cache : |L1 + L2 Cache ¥

<hody=<centers><brr<hre=<hr><p>-The requested Web page <br> from %3IP% <br>to 3URL% <br>that
iz categorized with %CL% <br>hasz been blocked by $RNAME% Web Content Filter.<p>FPlease
contact ¥our system administrator for further informatioh.</center></body-

Legend:
%SIP% - Source P , 2DIP% - Destination IP , %URL % - URL
%WCL% - Category , WRNAMEY - Router Name

QK

330 Vigor2832 Series User’s Guide



2. Open CSM >> Web Content Filter Profile to create a WCF profile. Check Social
Networking with Action, Block.

- SeleciAll Hate & Lntolerance llegal Urug Hudity
- Clear All # Porn & Sexually < violence < \Weapons
Dashboard # School Cheating # Sex Education # Tasteless

# Child Abuse Images
Leisure
"~ SeloctAl | Entertainment Games ) Spor‘f_:s
Travel Leisure & Recreation Fashion & Beauty

Clear All

Business
Select Al Business Job Search Weh-based Mail
Clear All

Chating
Select All Chat Instant Messaging
Clear All

Computer-Internet Anonymizers Forums & Newsgroups Computers

Select All CDownload Sites = Phishing & Fraud

‘Weh Content Filter Profile Clear Al Search Eng\ne,PUrtaIi «# Social Networking I Spam Sites
Malware Hacking

Bandwidth Management llegal Software Information Security Peer-to-Pear
pplications Other Adv & Pop-Ups Arts Transpartation
grzggt':‘:ﬂ";?:;;ﬁ?;is Select All Compromised Dating & Personals Education

Clear All Finance Government Health & Medicine

5 News Non-profits & NGOs Personal Sites

SB Application Politics Real Estate Religion

3. Enable this profile in Firewall>>General Setup>>Default Rule.

- General Setup

General Setup Default Rule

Actions for default rule:

I oad-Balance/Route Policy Application Action/Profile Syslog
NAT Filter Pass ¥

Hardware Acceleration Sessions Control 0 /60000

Firewall

Quality of Senvice Mone ¥

4 User Management Mone v

{ APP Enforcement Mone v

User Management

iObjects Setting il Mone v
el eh Content Filter Mone v
Bandwidth Management
Applications NS Filter None

[Create MNew]

PN and Remote Access

Certificate Management
ireless LAN

SSL VPN

LISB Application

System Maintenance

Diaghostics

4.  Next time when someone accesses facebook via this router, the web page would be
blocked and the following message would be displayed instead.

The requested Web page
from 192.168.2.114
to warw facebook.com/
that is categorized with [Social Networking]
has been blocked by Web Content Filter,

Please contact vour system administrator for further information.

[Fowered by DrayTek)

[l. Via URL Content Filter

A. Block the web page containing the word of “Facebook”

1. Open Object Settings>>Keyword Object. Click an index humber to open the setting
page.

2. In the field of Contents, please type facebook. Configure the settings as the following
figure.
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Objects Setting »=> Keyword Object Setup

Profile Index : 1
Mame Facehoaok
Contents facehooH

T onients: Max 3 YWords and 63 Characters,
Each word should be separated by a single space,

You can replace a character with % HEX,
Exzample:
Contents: backdoo%72 virus keep%%20out

Result:
1. backdoor
2. virus
3. keep out

L (o (e

3.  Open CSM>>URL Content Filter Profile. Click an index number to open the setting
page.
4.  Configure the settings as the following figure.

CSM == URL Content Filter Profile

Profile Index: 1
Profile Name: Facehook
Priority: Either: URL Access Control First ¥ Log: Mone ¥
1.URL Access Control
4 Enable UREL Access Control Prewvent web access from IP address
Action: Group/Ohject Selections
Block » Facehook Edit
Exception List Edit
2. Weh Feature
Enahle Restrict \Weh Feature
Action:
Pass ~ Cookie [ Progy Upload File Extension Profile: | Mone ¥
| OK | | Clear | | Cancel |

5.  When you finished the above steps, click OK. Then, open Firewall>>General Setup.

332 Vigor2832 Series User’s Guide



6. Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word
“facebook” inside.

Firewall >> General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application ActionProfile Syslog
Fitter Pass ¥
Sessions Control 0/ Boooo
Quality of Service Mone ¥
User Management Mane v
APP Enforcement Mone ¥
URL Content Filter 1-Facebook ¥
T ouo CoTeT rmer T-CrETaan M
DHS Filter Mone hd
Advance Setting | Edit |

| Ok | | Cancel |

B. Disallow users to play games on Facebook

1. Open Object Settings>>Keyword Object. Click an index number to open the setting
page.

2. In the field of Contents, please type apps.facebook. Configure the settings as the
following figure.

Objects Setting »> Keyword Object Setup

Profile Index : 2
Mame facebook-apps
Contents |apps fau:ebnnld

Limit of Contents: Max 3 Words and 63 Characters.
Each word should be separated by a single space.

You can replace a character with %HEX,
Example:
Contents: backdoo% 72 virus keep%20out

Result:
1. backdoor
2. wirus
3. keep out

S CC  (ENEcnce N
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3.

4.

Open CSM>>URL Content Filter Profile. Click an index number to open the setting

page.

Configure the settings as the following figure.

CSM => URL Content Filter Profile

Profile Index: 2
Profile Name: face.apps
Priority: Either: URL Access Control First ¥ | Log: Mone ¥

1.URL Access Control
¢ Enable URL Access Control

Action: Group/Ohject Selections
Facebook Edit
Exception List Edit

Prevent weh access from IP address

2\Webh Feature
Enable Restrict Weh Feature
Action:

Pags ¥ Cookie [ Proxy

Lpload File Extension Profile: | Mone ¥

| 0K

| | Clear | | GCancel |

When you finished the above steps, please open Firewall>>General Setup.

Click the Default Rule tab. Choose the profile just configured from the drop down list in
the field of URL Content Filter. Now, users cannot open any web page with the word

“facebook” inside.

Firewall »> General Setup

General Setup

General Setup Default Rule
Actions for default rule:
Application Action/Profile Sysloy
Filter Pass ¥
Sessions Control 0/ &00o0on
Quality of Service MNone v
User Management Mane v
00 Enluncenn bl x
URL Content Fitter 2face.apps ¥
eb Content Filter 1-Default v
DMS Fitter Mane T
Advance Setting Edit
| Ok | | Cancel |
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Part VI Management

Vigor2832 Series User’s Guide

S,

System
Maintenance

J——
———
——

Bandwidth
Management

User
Management

There are several items offered for the Vigor router
system setup: System Status, TR-069, Administrator
Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and
Date, Management, Reboot System, Firmware Upgrade
and Activation.

It is used to control the bandwith of data transmission
through configuration of Sessions Limit, Bandwidth
Limit, and Quality of Servie (QoS).

It is a security feature which disallows any IP traffic




VI-1 System Maintenance

For the system setup, there are several items that you have to know the way of configuration:
System Status, TR-069, Administrator Password, User Password, Login Page Greeting,
Configuration Backup, Syslog /Mail Alert, Time and Date, Management, Reboot System,
Firmware Upgrade, Activation and Internal Service User List.

Below shows the menu items for System Maintenance.

wystem Maintenance

Y
b
b
b
b
b
Y
Y
Y
b
b
b
b
b
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Web User Interface

VI-1-1 System Status

The System Status provides basic network settings of Vigor router. It includes LAN and WAN
interface information. Also, you could get the current running firmware version or firmware
related information from this presentation.

System Status

Model Hame 1 Vigor2832n
Firmware Version 13834
Build Date/Time : Mar 22 2017 18:22:49
LAN
MAC address IP Address Subnet Mask DHCP Server DNS
LAaM1 00-1D-AA-54-A3-F8 192.168.1.1 255,255.255.0 ON g8.8.8.8
LaMZ 00-10-AA-54-A3-F8 192.165.2.1 255.,Z55.255.0 ON 58.8.8.8
LaM3 00-10-Aa-54-A3-F8 192.168.3.1 2E5L5,Z55.Z55.0 CH g8.8.8.8
LaM4 00-10-As-54-43-F8 192.168.4.1 2E5L.ZE5L5.ZEL.0  OHM 8.8.8.8
IP Routed Subnet 00-1D-AA-54-A3-F8 192.168.0,1 255,255,255.0 ON 5.8.8.8
Wireless LAN
MAC Address Frequency Daomain Firmware Yersion SSID
00-1D-A4-54-43-F8 Europe 3.3 DrayTek
WAN
Link Status MAC Address Connection  IP Address  Default Gateway
WaN1 Disconnected 00-1D0-A4-54-43-F2 PPPoE == ==
WANZ  Disconnected 00-10-44-54-43-F 4 --- --- ---
WAN3 Disconnected 00-1D-AA-54-A43-FB = == =
Wan4 Disconnected 00-10-44-54-43-FC - - -
1PvE
Address Scope  Internet Access Mode
LAW FES0::210: AAFF:FES4: ASFS/64 Link -—-
User Mode is OFF now,
Available settings are explained as follows:
Item Description
Model Name Display the model name of the router.
Firmware Version Display the firmware version of the router.
Build Date/Time Display the date and time of the current firmware build.
LAN MAC Address
- Display the MAC address of the LAN Interface.
IP Address

- Display the IP address of the LAN interface.

Subnet Mask

- Display the subnet mask address of the LAN interface.
DHCP Server

- Display the current status of DHCP server of the LAN
interface

DNS
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- Display the assigned IP address of the primary DNS.

WAN

Link Status

- Display current connection status.

MAC Address

- Display the MAC address of the WAN Interface.
Connection

- Display the connection type.

IP Address

- Display the IP address of the WAN interface.

Default Gateway

- Display the assigned IP address of the default gateway.

IPv6

Address - Display the IPv6 address for LAN.

Scope - Display the scope of IPv6 address. For example, IPv6
Link Local could only be used for direct IPv6 link. It can't be
used for IPv6 internet.

Internet Access Mode - Display the connection mode chosen
for accessing into Internet.
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VI-1-2 TR-069

This device supports TR-069 standard. It is very convenient for an administrator to manage a
TR-069 device through an Auto Configuration Server, e.g., VigorACS.

System Maintenance »> TRO69 Setting

ACS and CPE Settings

ACS Server On Internet ¥

ACS Server

LURL Wizard
Acquire UREL from DHCP option 43

Username

Password

Test With Inform | Event Code | PERIODIC v

Last Inform Response Time (M) .

CPE Client
* Dizable
Enable
Http Https

URL
Part B0E9
Username wigar
Password

Periodic Inform Settings

® Disable
Enable
Interval Time 900 second(s)

STUN Settings

* Dizable
Enable
Server Address

Server Port 3478
Minimurm Keep Alive Period G0 second(s)
Maximurm Keep Alive Period -1 second(s)

Apply Settings to APs

* Disable
Enable

AP Password

[0]24 Clear

Available settings are explained as follows:

Item Description
ACS Server On Choose the interface for the router connecting to ACS server.
ACS Server URL/Username/Password - Such data must be typed

according to the ACS (Auto Configuration Server) you want to
link. Please refer to Auto Configuration Server user’s manual
for detailed information.

Wizard - Click it to enter the IP address of VigorACS server,
port number and the handler.

Test With Inform - Click it to send a message based on the
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event code selection to test if such CPE is able to
communicate with VigorACS Sl server.

Event Code - Use the drop down menu to specify an event to
perform the test.

Last Inform Response Time - Display the time that VigorACS
server made a response while receiving Inform message from
CPE last time.

CPE Client Such information is useful for Auto Configuration Server.

Enable/Disable - Allow/Deny the CPE Client to connect with
Auto Configuration Server.

Port - Sometimes, port conflict might be occurred. To solve
such problem, you might change port number for CPE.

Username and Password - Type the username and password
that VigorACS can use to access into such CPE.

Periodic Inform Settings The default setting is Enable. Please set interval time or
schedule time for the router to send notification to CPE. Or
click Disable to close the mechanism of notification.

STUN Settings The default is Disable. If you click Enable, please type the
relational settings listed below:

Server IP - Type the IP address of the STUN server.
Server Port - Type the port number of the STUN server.

Minimum Keep Alive Period - If STUN is enabled, the CPE
must send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a
number as the minimum period. The default setting is “60
seconds”.

Maximum Keep Alive Period - If STUN is enabled, the CPE
must send binding request to the server for the purpose of
maintaining the binding in the Gateway. Please type a
number as the maximum period. A value of “-1” indicates
that no maximum period is specified.

Apply Settings to APs This feature is able to apply TR-069 settings (including STUN
and ACS server settings) to all of APs managed by Vigor2832
at the same time.

Disable - Related settings will not be applied to VigorAP.

Enable - Above settings will be applied to VigorAP after
clicking OK to save the configuration. If such feature is
enabled, you have to type the password for accessing
VigorAP.

® AP Password - Type the password of the VigorAP that
you want to apply Vigor2832’s TR-069 settings.

After finishing all the settings here, please click OK to save the configuration.
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VI-1-3 Admin Setting

This page allows you to set new password for administrator.

System Maintenance »> Administrator Password Setup

Administrator Password

0Old Password
Mew Passwaord

Confirm Password

(Max, 23 characters allowed)

{Max, 23 characters allowed)

Hote: Password can contain only a-z A-Z20-9, ;"< =%+ =% 7@#& "~ ! {)

Administrator Local User

Local User
Local User List

Index User Mame

Specific User

User Name:

Password:

Confirm Password:

Enable 'Admin' Login Fram Wan

Add Edit Delete

Administrator LDAP Setting

LDAP Server Profiles
LDAP Profile Setup

Enable LDAP/AD login for Admin users

Enable 'admin' Login From Wan

Note: Please select 'Admin' from group select box on login UL

Ok

Available settings are explained as follows:

Item

Description

Administrator Password

Old Password - Type in the old password. The factory default
setting for password is “admin”.

New Password -Type in new password in this field. The
length of the password is limited to 23 characters.

Confirm Password -Type in the new password again.

Administrator Local User

The administrator can login web user interface of Vigor
router to modify all of the settings to fit the requirements.
This feature allows other user in LAN who can access into the
web user interface with the same privilege of the
administrator.

Local User - Check the box to enable the local user
configuration.

Local User List - It displays the username of the local user.
User Name - Give a user name for the local user.
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Password - Type the password for the local user.

Confirm Password - Type the password again for
confirmation.

Add - After typing the user name and password above, simply
click it to create a new local user. The new one will be shown
on the Local User List immediately.

Edit - If the username listed on the box above is not
satisfied, simply click the username and modify it on the
field of User Name. Later, click Edit to update the
information.

Delete - If the local user listed on the box above is not
satisfied, simply click the username and click Delete to
remove it.

Enable Admin Login From Wan - The default setting is
enabled. It can ensure that any user is able to successfully
accesses into web user interface of Vigor router through
Internet by username/password of “admin/admin”.

Administrator LDAP
Setting

Enable LDAP/AD login for Admin users - If it is enabled, any
user can access into the web user interface of Vigor router
through the LDAP server authentication.

Enable Admin Login From Wan - The default setting is
enabled. It can ensure that any user is able to successfully
accesses into web user interface of Vigor router through
Internet by username/password of “admin/admin”.

LDAP Server Profiles - Available profiles will be displayed

here under the link of LDAP Profile Setup. To create a new
profile, simply click the link of LDAP Profile Setup.

When you click OK, the login window will appear. Please use the new password to access into

the web user interface again.
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VI-1-4 User Password

This page allows you to set new password for user operation.

System Maintenance >> User Password

¥/ Enable User Mode for simple web configuration

User Password

| Setto Factory Default |

Password
Confirm Password

Password Strength:

Strong password requirements:
1. Have at least one upper-
2. Including non-alphanumeric characters is a plus.

(Max. 23 characters allowed)

case letter and one lower-case letter,

Note:

1. Password can contain a-z 4-Z2 0-9, ;@

erte=T@E ()

2. Password can't be all asterisks({*). For example, ™' or "***' iz jllegal, but '123*' or " 45" is OK.

0K

Available settings are explained as follows:

Item

Description

Enable User Mode for
simple web configuration

After checking this box, you can access into the web user
interface with the password typed here for simple web
configuration.

The settings on simple web user interface will be different
with full web user interface accessed by using the
administrator password.

Password

Type in new password in this field. The length of the
password is limited to 31 characters.

Confirm Password

Type in the new password again.

Password Strength

Display the security strength of the password specified
above.

Set to Factory Default

Click to return to the factory default setting.

When you click OK, the login window will appear. Please use the new password to access into

the web user interface again.

Below shows an example for accessing into User Operation with User Password.

1. Open System Maintenance>>User Password.

2. Check the box of Enable User Mode for simple web configuration to enable user mode
operation. Type a new password in the field of New Password and click OK.

System Maints == User P d

#Enable User Mode for simple web configuration

User Password

| Setto Factory Default |

Password
Confirm Password

Password Strength:

Strong password reguirements:
1. Have at least one upper-case letter and one lower-case letter.
2, Including non-alphanumeric characters is a plus.

----------- (Max. 23 characters allowed)

Hote:

1. Password can contain a-z A4-2 0-9, ;

anta= | r@e )

2. Password can't be all asterisks{*). For example, '*' or "***' iz illegal, but '123*' or '*458'